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1. MACIIOPT PABOYEM ITPOI'PAMMbBI YYEBHOM JUCITUITIJIAHBI
Nudopmanuonnas 6e30MaCHOCTD

1.1 O6aacTh NpuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mnporpamma y4eOHOW JUCHMIUIMHBI SBISETCS YacThio pabouell  OCHOBHOU
obpasoBarenbHOl nporpammbl B cootBeTcTBUU ¢ PI'OC CIIO 09.02.07 HubopmarimoHHbIC
CHUCTEMBI U IPOrPAMMHUPOBAHHUE.

1.2 MecTO JTUCHMILUIMHBI B CTPYKTYpPe NMPOrPaMMbl MOJATOTOBKH CIIENMAJTHCTOB
Cpe/JHero 3BeHa:
JTUCITUTUIMHA TIPUHAJICKHUT K 001IenpodecCHOHATFHOMY ITUKITY.

13 IIe.m: H IINTAHUPYEMBIC PE3YJbTATHI 0CBOCHUS TUCHUIIIMHBI:

B pe3ynpTaTe 0OCBOCHMS TUCHUIUIMHBI 00YYarOIIUICs JOIKEH YMETh:

— IPUMEHATh HOPMATUBHBIE PABOBBIE AKThl, HOPMATUBHBIE METOIUYECKHE
JOKYMEHTBI 110 00ecreueHnI0 HH(HOPMalMOHHON 0€3011aCHOCTH;

— BBIIBJISITH OCHOBHBIE YIPO3bl HH(POPMALIMOHHOM 0€30M1aCHOCTH;

— MPOU3BOJUTH YCTAHOBKY M HACTPOIMKY THUIOBBIX IPOIPAMMHBIX CPEJICTB
3alUThl HHPOPMALIUK;

— o0ecreynBaTh AHTUBUPYCHYIO 3aIUTY;

— (QuIbTPOBATh CETEBBIE MAKETHI MEKCETEBBIM KPAHOM;

— HCHOJB30BATh TUIIOBBIE KPUNITOrpauUECKUE CPEACTBA U METOIBI
3aIMThl HHPOPMALIMH, B TOM YHCJIE AIEKTPOHHYIO HU(PPOBYIO MOANHKCH;

— BBINOJHATH ONEPAllN PE3EPBHOTO KOITMPOBAHUS U BOCCTAHOBJICHHUS
JAHHBIX.

B pe3ynbTaTe 0CBOCHHUS TUCIUTIITUHBI 00YYaIOIUNACS TOJKEH 3HATh:

— CYIIHOCTh Y MOHSITUE UHPOPMAIIMOHHOM 0€30MaCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIISIONINX;

— MecTO MH()OPMAIIMOHHOM 0€30MaCHOCTH B CUCTEME HAIlMOHAILHOM
0€30MacHOCTH CTPaHbl;

— BBl yrpo3 UHGOOPMAITMOHHON OE30MTaCHOCTH;

— OCHOBHBIE MOJIOKEHHUS KOMIUJIEKCHOTO MOIX0/a K 3aluTe HH)opMaIuu;

— OCHOBHBIE HOpMAaTUBHBIE MTPABOBBIC AKThI B 00J1aCTU UH(POPMAITUOHHOMN
0€30MacHOCTU U 3alUThl HHGOPMAIIUU, a TAK)KE HOPMATUBHBIE
Metoaudeckue 10kyMmeHTbl @Ch u ®CTOK PO B nanHoi o6nactu;

— TPUHIUAIBI APXUTEKTYPHOU 0€3011aCHOCTH;

— COBPEMEHHBIC MPOTPAMMHO-TEXHHUYECKUE CPEICTBA OOECIICUCHUS
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

— BHJBI CUCTEM HICHTU(GUKAIIUU U ayTeHTU(PHUKAIINN;

— TWIIOBBIE MOJIEIIN YIPABICHUS TOCTYIIOM;

— TWIIOBBIE CPEJICTBA U METObI BEJICHUS ay/INTa,;

— OCHOBHBIC TIOHATHS KPUIITOrpaduu;

— THIIOBBIE KPUTITOTPAQUUECKHUE aJITOPUTMBI, TPUMEHSICMBIE IS 3aIIUTHI
uH(popmanuu;



— THIIOBBIC MCTOAbI CKPBITHA I/IHq)OpMaIII/II/I;
— MCTOAbI PC3CPBHOTO KOITMPOBAHUA JAHHBIX.

B PE3yJIbTaTC OCBOCHHA JUCHHUITINHBI O6y‘IaIOHlHI>'IC${ OCBaMBacT 3J1€MEHThI KOMIIETEeH UM .

OO01me KOMIEeTEeHIUN Jeckpunropsl YmeTh 3HaTh
c(hOpMUPOBAHHOCTH
(neiictBust)
OK 1. Beibupats TNPaBUIIHO PACTIO3HACT | PACIIO3HABATH aKTyaJIbHBIN
CIOCOOBI PEeLICHUS sajaty B 3a7a4y W/ npodeccHoHaNbHBIN 1
po¢eCCHOHATEHOM .
3a1au COHTeRCTe npobiemy B COLIMAJTIbHBIN KOHTEKCT,
npodeccuoHaIbLHON TOHO MepedHCIseT po(ecCHOHATLHOM | B KOTOPOM MPUXOTUTCS
ACATCIBbHOCTH, MeTO/IbI PabOTHI B cepe W/WIIN COLUAJIbHOM pa60TaTI> U XXUTDb,
MPUMEHUTEIBHO K ut KOHTEKCTE; OCHOBHBIE€ UCTOYHUKHU
pa3InYHBIM TPABUJILHO BRIIOMHACT - 4 ya m3upoBaTh uHGOPMAaLIUU 1
9Taribl 10 PCIICHUIO
KOHTEKCTaM, 3a/1aqy u/vm PECYPCHI JJIs PEIICHUs

3aJa4u
TOYHO Ha3bIBAET
CTPYKTYpY IlJIaHa JUIst
pelIeHus 3aa49n
MPaBHIBHO
OCYIIECTBIIAET MTOUCK
HHPOPMAIUH

TOYHO Ha3bIBACT
MOPSIIOK OLICHKH
PE3yNIBTaTOB PELICHUS
3aJa4uu

NPaBHJIBHO COCTABIISIET
IIaH JEHUCTBUI
MPaBUIBHO OINPEeIsieT
pecypehl 1JIsl peLeHust

npobiemy u
BBIICIIATH €€
COCTaBHBIE YaCTH;
OTIPEICIISATh ATAITBI
pelleHus 3a1auH;
BBISBJISTH U

3¢ PEeKTUBHO UCKATh
uH(pOpMaLIHIO,
HEOOXOUMYIO TSI
peIIeHUS 3aja9H
W/UI TTPOOJIEMBI,
COCTaBHTb IIJIaH

3aja4 ¥ nmpoosieM B
po(hecCuOHATEHOM
W/WIIN COITUAITEHOM
KOHTEKCTE;
JITOPUTMBI
BBITIOJTHEHHS padoT B
npoeCCUOHATLHON U
CMEXKHBIX 00J1aCTIX;
METO/IbI pabOTHI B
po(heCcCHOHATILHOM U
CMEXKHBIX chepax;

CTPYKTYpY IJIaHa JUIst

3a71a4u JeNCTBUS; pelleHus 3a1a4;
TpAaBHIIBHO HPUMCHACT | oripe e Th TIOPSIJIOK OLICHKH
MeTOZBI paboTHI B chepe
TT HE00XO0IMMbIe pe3yIbTaTOB PEIICHUS
TOYHO ¥ MPABHIBHO pECYypChI; 3ama4
MOET Pean30BaTh BIIQ/IETh npodeccuoHanbHOM
COCTABJICHHBIH IVIAH 10 | QKTyaJIbHBIMH NESATSIIbHOCTH
PCILICHHIO 33 /a1 MeTOoZIaMH paboThI B
00BEKTUBHO OLIEHUBAET o
PesyILTAT CBOYX npo¢eCCHOHAIBHON
neicTRiL U CMEXHBIX chepax;
peann30BaTh
COCTaBJICHHBIN
IUTaH; OI[CHUBATh
pe3ynbTaT u
MTOCIICACTBHS CBOUX
JIEUCTBUN
(camMoCTOSITETHLHO
WA C TIOMOIIBIO
HAaCTaBHHKA)
OK 2. OcymiecTBasaTh NPABUIILHO  OTPENEIAET | ONpPEAEATh 3aJaud | HOMEHKIATypa
MIOVCK, aHAJIN3 U 3ajain " HIMET | g MOMCKa | HHPOPMAITMOHHBIX
WHTEPIIPETAIHIO HH(OpMALIHIO uH(popMaIuy; HUCTOYHUKOB
cpeacteamu UT > ’
uH(pOpMaInHy, TOUHO H MPABHIHHO OTIPE/ICIIATh MIPUMEHSIEMBIX B
HEOOXOTUMOM IS TIepeuncseT HEO0OXOTUMBIE npodhecCuOHaNBHOM
BBITIOJTHCHMSI 32124 HOMEHKJIATYPY UCTOYHUKHA JESATSIILHOCTH; TTPUEMBI
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OO01mre KOMIETeHINH Jeckpunrtopsl YmMmerb 3HaTh
c(hOpMUPOBAHHOCTH
(neiictBust)
npodeccuoHanbHOM MH(pOPMALIMOHHBIX uH(popMaLnu; CTPYKTYpUPOBAHHUS
JCSITeIIbHOCTH HCTOYHIKOB IUTAHUPOBATh uHpopmanuu; Gopmar
HPABIIBHO HEPEHETIET | pomece MOMCKA; | OPOPMIICHHUS
IIPUEMBI
CTPYKTYpPHPOBAHIA CTPYKTYypUPOBAThH pe3yJIbTaToOB  IOMCKA
uHdopManuH HOJIy4aeMyo uHbopMauu
TOYHO U NMPaBUIBHO uH(pOpPMAIIHIO;
IJTaHUPYCT Tponece BBIICJATh Hanboliee
novcka uHGopMauy 1
ee CTPYKTypHpOBaHHe 3HaYUMOE B IIEpEUHE
cpeacrBamu UT HHpOpMALNH;
MNPaBUIILHO OIPEACIIACT OLCHUBATb
dopmar odopmiteHus HPAKTHYECKYIO
TIOMCKa pE3YyJIbTaTOB 3HAYUMOCTD
pe3yIbTaToB
MOUCKa; O(QOPMIIATH
pe3yNnbTaThl MOKCKA
OK 3. [InanupoBatrh 1 | TOYHO U IIPABUILHO Onpenensrtpb Conepxanue
peann30BbIBaTh OHPpeaCIACT aKTyaJIbHOCTb aKTyaJbHON
coOCTBEHHOE iﬁ;ﬁ;;;;::’npammﬁ HOPMaTUBHO- HOpPMaTHUBHO-TIPaBOBOM
npodeccuoHanbHOe U JTOKYMEHTAITHH MIPaBOBOM JOKYMEHTAIUH.
JMYHOCTHOE Pa3BUTHE. | cpexctBamu UT JIOKyMEHTaluU B CoBpemeHHas Hay4yHas
NPABUIIEHO MPUMEHACT | TIpOo()eCCUOHATIBHON | U MpodeccCHOoHaTbHAs
COBPEMEHHYIO HAYIHYIO | neqrepHOCTH. TEPMHUHOJIOTHSL.
1 Ipo(hecCHOHANBEHYIO
TSPMHUHOJIOTUIO B03MO>KHLIC
IPAaBUJIBHO HA3bIBACT TpacKTOpuu
BO3MOXXHBIC TPACKTOPHUH HpO(I)eCCI/IOHaJIBHOFO
HpO(I)eCCI/IOHaJ'IBHOFO pagB]/ITI/Ig Uu
PasBUTHA 1 caMo00pa30BaHuUs
camM000pa30BaHus B
ctepe UT
OK 4. Pabotats B TIPaBUJILHO OpraHU30BBIBATH IICUXOJIOTUYECKHUE
KOJUICKTHBE M KOMaH (e, | OPraHu30BbIBACT paboTy | naGoTy KOMIEKTHBA | OCHOBBI AESTEIBHOCTH
3(1)(1)CKTI/IBE-IO Eggg;ﬁiia 1 KOMaHJIbL; KOJUIEKTHBA,
B3aMMOJICHCTBOBATD C | paymoneiicTayer ¢ B3alMOJICIICTBOBATh | MCHUXOJOTHYECKHE
KOJJI€raMu, KOJJICTaMH B X0¢ C KOJJICramu, 0COOEHHOCTH
PYKOBOJACTBOM, PaboTHI HA 3AHATHAX PYKOBOJICTBOM, JIMYHOCTH, OCHOBBI
KITUEHTaMH KIIMEHTaMH B X0JIe IIPOEKTHOMN
MpOPECCUOHAIBHON | IEATETbHOCTH
JIESITEIIbHOCTH
OK 5. OcytiecTBasiTh IPaBUIBHO OGOPMISIET | TPAMOTHO M3J1araTh | OCOOEHHOCTH
YCTHYIO H TUCbMEHHYO | AOKYMCHTBL € CBOU MBICIIU U COLMAJIBHOTO U
KOMMYHHUKAIIUIO Ha Henonp3opaien T 0pOpMIISITH KYJIbTYPHOTO
TOYHO Ha3bIBacT
rocynapCTBEHHOM npaBuIa 0hOPMICHHS JOKYMEHTHI 110 KOHTEKCTA, IpaBuiia
SI3BIKE C YUYETOM JIOKYMEHTOB npo¢eCcCHOHAIBHON | 0(hOpPMIICHHS
oco0eHHOCTEH cpencrBamu UT TeMaTHKe Ha JIOKYMEHTOB U
COLIMATILHOTO U rocy/1apCTBEHHOM MTOCTPOEHHUSI YCTHBIX
KYJIBTYPHOTO A3BIKE, TPOSBIIATH cooOIeHn i
KOHTEKCTa TOJIEPAHTHOCTH B

pabouem
KOJUICKTHBE




OO01mre KOMIETeHINH Jeckpunrtopsl YmMmerb 3HaTh
c(hOpMUPOBAHHOCTH
(neiictBust)
OK 9. Ucnonb3oBath NIPABUJILHO  TIPUMEHACT | [IPUMEHSTh COBpPEMEHHBIE CPELICTBA
UH(pOpPMAIIMOHHBIE cpencrsa cpenacTBa W yCcTpoiicTBa
HHPOPMAITHOHHBIX .
TEXHOJIOTHH B y MH(OPMaLMOHHBIX uH(pOpMaTU3aLINN;
. TEXHOJIOTHH JUIs .
npohecCHOHATBLHOM petterst TEXHOJIOTHH J1JIs1 MOPSIIOK UX
JESITeIbHOCTH PO eCCHOHATBHBIX peleHus NPUMEHEHUS U
3aza4 po(eCcCHOHANIBHBIX | IPOTPAMMHOE
TPABUIIEHO OTPEACICT | 34 aq; obecrieueHue B
COBPCMCHHBIC CPEICTBA o
9 UCII0JIb30BATh npohecCHOHATLHOM
U YyCTpoOHcTBa
WH(OPMATH3AIHH COBPEMEHHOE JESTEIbHOCTH
NpaBUILHO W TOYHO | IPOTrPAMMHOC
HCTIOJIb3YeT obecrnieueHue
COBpPEMEHHOE
MIPOrpaMMHOE
obecriecucHme

TOYHO Ha3bIBACT
HOPSIIOK IPHUMCHCHHS
I10 B cpepe UT

OK 10. ITonp30BaThCs
npodeCCHOHAIBHON
JIOKYMEHTalen Ha
roCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

MPaBWIBHO TIOHUMAET
TEKCThI Ha TEMBI,
CBsI3aHHbBIE cO cepoit
uT

MPaBWIBHO TPUMEHSIET
JIMAJIOTH Ha TEMBI,
CBsI3aHHBIE cO cepoit
UT

TOYHO U TPABIIBHO
CTPOWT IPOCTHIC
BBICKa3BIBaHU O cebe U
o ctepe UT

MIPaBUWIBHO OOBSICHIET
CBOU JIEHCTBUS
MPaBWJILHO MHIIET U
yuTaeT TekcTol UT-
HaNpaBJICHHOCTH

MMOHUMATh OOIIUI
CMBICJT YETKO
MIPOM3HECEHHBIX
BBICKa3bIBaHUIl Ha
W3BECTHBIC TEMBI
(mpodeccroHaabHbIE
1 OBITOBEIE),
MOHUMATh TEKCTHI
Ha 0a30BbIE
npodeccuoHanbHbIe
TEMBbI; Y4aCTBOBATh
B JIMAJIOTrax Ha
3HaKOMBIE O0IIIHE U
npodeccuoHanbHbIe
TEMBI; CTPOUTH
MIPOCTHIC
BBICKA3bIBAHUS O
cebe u 0 cBoeH
npodeccnoHaNbHOMI
JIeSITCIIBHOCTH;
KpaTKo
000CHOBBIBATH B
00BSCHUTH CBOU
NefcTBUS (TEKyIIHe
U TUTAHUPYEMBIE);
MUCaTh TPOCTHIE
CBSI3HBIE COOOIIIEHUS
Ha 3HAKOMBIC MU
WHTEPECYIOIIHE
po¢eCCuOHAIbHBIC
TEMBI

IpaBHJIa TIOCTPOCHUS
MPOCTBIX U CIIOKHBIX
MPEUIOKEHUHN Ha
npodeccuoHanbHbIe
TEMBI; OCHOBHBIE
o01IeynoTpeOUTENbHbIC
riarosbl (ObITOBas U
npodeccuoHambHas
JIEKCHUKA); JICKCUICCKUN
MUHUMYM,
OTHOCSIIUIACS K
OTHMCAHUIO MPEMETOB,
CPEJICTB | MPOIIECCOB
npodeccuoHanbHOM
NESTSIIbHOCTH;
0COOEHHOCTH
MPOU3HOIICHNUS;
MIPaBHJIA YTCHUS
TEKCTOB
npodecCuOHATbEHON
HaANPaBIEHHOCTU




OO01re KOMIIETEHIIUHA

Jeckpuntopst
c(hOpMHUPOBAHHOCTHU
(melicTBHUSA)

VYMerts

3HaTh

TIK 9.8. OcyiecTBasTh
ayauT 0e30MacHOCTH BeO-
MPUIIOKEHUS B
COOTBETCTBHH C
periiaMeHTaMH 110
0e30MacHOCTH.

[paBuibHO Ha3bIBACT
HCTOYHHUKH YTPO3
nH(OpMaMOHHOK
0€30I11acCHOCTH U MEpPbI
0 MX IPEIOTBPAILCHHUIO

OcyIecTBIsATh ayAUT
06e30IMmacHOCTH BEO-
IPUIOKEHUHU.
Mopunduuuposars Beo-
MPUIOKEHHUE C 1IETBI0
BHEJ[PEHHUSI
MPOTrPaMMHOT0 KOJa TI0
o0ecIIeueHnI0
0€30IaCHOCTH €T0
paboTEHI.

Hcrounuku yrpos
UH(OPMALMOHHOH
0€3011acCHOCTH M MEPHI 110 UX
HpeO0TBPAIIECHUIO.
PernaMmeHTs! 1 METOIBI
pa3paboTky 0e30TacHBIX
BEO-TIPIIIOKCHU N

1.4 Kosm4ecTBo 4acoB Ha 0CBOeHHE POrPaMMBbl Y4eOHOH AMCIUILIMHDL:
O0beM 00pa3oBaTeIIbHOM HArpy3ku o0ydaromierocs —92 gaca,
W3 HUX Harpy3KH TUCHUILIMHBI BO B3aMMOJCHCTBHH ¢ TIpenofaBarenem - 92 yaca,

B TOM YHCIJIC:

TEeOopeTU4ecKoro ooyueHnus — 46 yacos,
IIPAKTUYECKON OArOTOBKU — 72 yaca

J1a00paTOPHO-TIPAKTUYECKUX PabOT — 46 Jacos;

KypCOBOTO MPOCKTUpOBaHUs — 0 4acos,
9K3aMEeHbI U KOHCYIbTanuu — 0 4acos;
CaMOCTOSITEIILHOM yueOHOM paboThl oOy4uaromerocs — 0 4acos.




2 CTPYKTYPA COJIEP)KAHUE YYEFHOM JUCIUILJINHBI

2.1. O0beM yueOHOI JMCHUILJIMHBI M BH/AbI Y4e0HOil padoThl

Bua yueOHoii padoThl

O0BbeM yacoB

OO0mmii 00bem 00pa3oBaTeIbHOI HATPY3KH 00y4Yaromerocst 92
CamocrosiTe1bHas yueOHass padoTa o0yuaromerocs -
Harpy3ka gucuMiuinHbl BO B3aUMO/IEeHCTBHM € penoaaBaresiemM 92
B TOM YHCIIE:

TEOpeTUIeCcKoe 00ydeHne 46
NpaKkTUYecKas MOJrO0TOBKA 72
nabopaTopHbIE 3aHATHS (€CITU TPETYCMOTPEHO) -
MPAKTUYECKHE 3aHITUS (€CIIU MPETyCMOTPEHO) 46
KypcoBasi paboTa (IIpoeKT) (eciau mpeaycCMOTPEHO) -
KOHTpOJIbHAs paboTa -
Camocmosmenvhas paboma 0

IIpomexyTouHas aTrecTauus NPoBoAUTcH B popme Jugddepenyuposannozo 3auéma




2.2. TemaTu4ecKkuii IJIaH U cofep:kaHue ydeOHou qucuunannbl UHndopmannonHas 6€30mMacHOCTD

Haumenoeanue Cooeporcanue yuebnozo mamepuana u popmul op2anu3ayuu Yposens Oobvem uacos Ocesaugaemvole
paszoenos u mem desmenbHOCMU 00yUaAOUUXCA oceoenus 971eMeHmbl
KomnemeHuyui
1 2 3 4
Tema 1. llousitue u | Cooeporcanue yueonozo mamepuana Yposeno OK 1, OK 2,
OCHOBHBIE 0CBOCHUA OK 4, OK 5,
coctaBjsiomue Ub 1. Cymnocts u mnoustue HUB. MexnucuumimHapHbie 1 OK 9, OK 10,
cessu Wb ¢ ©Oa3amu JaHHBIX, CHUCTEMHBIM U TPHUKIAJHBIM
MPOrpaMMHUPOBAHUEM, KOMIIBIOTEPHBIMU CETSAMH, ITPABOBEICHUEM. 2
Buytpennsas wundopmanusa. Buemnss undopmanus. CpoicTBa
nHpopmanmuu. HeoOXxoauMocTh ® 1€MW 3amIUThl WH(POPMALUH.
Omnpenenenne Wb, Ilpoonmema Wb. Mecto Wb B cucreme
HalMoHaJIbHOM Oe3omacHocTu cTrpanbl. Cocrapinstoniue Ub.
Temamuxa npakmuueckux 3aHAMUIL U 1a060PaAmopHsIX padom 2
1. Ananus npumepos HapyieHuil b. BoisiBnenue 3HaunMbIx 2
cocraBistonnx b u xapakrepuctuk MC B KOHKPETHBIX
CUTYaITUIX
Ilpakmuueckaa noozomogka -
Camocmoamenvnasa paboma 00yuaruuxcs -
Tema 2. Buasl yrpo3 Cooepotcanue yueonozo mamepuana Yposeno OK 1, OK 2,
Ub 0CB0CHUA OK 4, OK 5,
1. IMonsiTue yrposnl. Yrposa Ub. Va3zsumocTts. OkHO 1 OK 9, OK 10,
onacHocTH. Kpurepun kinaccupukanum yrpos. I1K9.8
2. ¥Yrpo3sl HapylIeHUs KOH(PHIeHUMAJIbHOCTH.
HecankunonupoBauHbiid 1ocTym K nuHopmanuu. [lepexsat 8

nauHbIX. Kpaxka Hocuteneir nagopmanuu. MeToapl COrMaTbHOM
umxenepun. @ummnr. MHcaiinepsl. 3noynoTpedaeHue
MOJTHOMOYUSIMHU

3. Yrpo3bl HapylIeHus HeJ0cTHOCTH. CTaTnyeckas
LETOCTHOCTh. JIluHamMuyeckas nenocTHocTs. Hapymenns
ayreHTuuHOCTU. Hapymenus anennupyemoctu. [loaior
(dpapmunr). SQL-urbeknus. Hapymenue aromapHOCTH
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

TpaH3aKUUi. AKTUBHOE ITPOCIyIIMBaHUE. ATaKka «4€JIOBEK
nocepeaune». HenpeanamepeHHbIe OIIUOKY.

4. ¥Yrpo3sl HapymeHus1 JocTynHOcTH. OTKa3
nojas3oBareneid. Buyrpennuit otkaz UC. OTka3 noaaepuBaroen
UHPPACTPYKTYPHI. ATPECCHBHOE MOTPEOICHHE PeCypcoB. ATaku Ha
oTka3 B o0ciyxuBanui. [lepenonnenue Oydepa.

Temamuka npakmuueckux 3aHAmuil

1. Penrenue cutyanmoHHBIX 3a/1a4: BbisiBiieHUe yrpo3 Ub B
KOHKPETHBIX CUTyanusx. JleMoHcTpalys moyiora npu
paspelieHny CUMBOJIBHOTO uMeHH B IP-anpec myTém
moudukaimu ¢aiina hosts. M3noxenne cxeMbl aTaku Ha OTKa3 B
obciyxuBanuu (ataku SYN-mropm, ICMP-mropm).

Hpaxmuttecxaﬂ n0020Mo6Ka

Camocmoamenvnan paboma ooyuarwwuxcsa

Tema 3. Bpenonocnoe
nporpaMMHoe
odecneuenue (I10)

Cooepotcanue yueonozo mamepuana

Yposenw
0C60€CHUS

1. IHousitue BpenonocHoro IO u kanaJbl ero
pacnpocrpanenusi. Bpenonocnas nporpamMma. Jlornueckas
6oM0a. OcHOBHBIE KaHaJIbl PACIPOCTPAHEHHUSI: JIOKAJIbHAS
BBIYHCIIUTENBbHAS CETh; CETh VIHTEpHET; 2JIEKTPOHHAs [104Ta;
MOOWJIbHBIE HOCUTENH. MeTobI 3auThl 0T BpenoHocHoro [10.
Knaccugukanus spegonocHoro I10. KomnbroTepHslit BUpyc.
JKu3HeHHbI UMK KoMIbloTepHOTO BUpyca. Kinaccuduxamms
KOMITBIOTEpHBIX BUpYycoB. TecToBsit Bupyc Eicar. CereBoii 4epBb.
Kuznennslii nuki cereBoro yepss. Kiaccudukanus ceTeBbix
yepBen.

2. Knaccupurkauus Bpenonocnoro INO. TposiHckas
nporpaMMa. JKM3HEHHBIH HUKII TPOSTHCKOM NMPOTrpaMMBl.
Knaccudukanus tposiHckux nporpamm. Y ciaoBHo-omnacHoe [10.
OkcrioiT. Pyrkur. [lInnonckoe I10. Komnbrorep-30mM6u. boTHeT.
3. IIpu3Haku 3apaskeHHsi KOMIIbIOTEPAa BPEIOHOCHBIM

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

IO. Ipunuunsl padorsl anTuBupycHoro I10. fIBHble
MIPOSIBJICHUS: BCIUIBIBAIOIIME COOOIIECHUS; M3MEHEHUE HACTPOEK
Opay3epa; HecaHKIIMOHUPOBaHHBIN BbIx0a B UHTepHeT. KocBeHHBIE
MpOsIBJICHUS: cO0OM B paboTe ornepanmoHHou cuctemsl u [10;
6nokupoBanue anTuBUpycHOro [10 u caiiToB;
HECaHKIIMOHUPOBAHHAS PACChUIKA 3JIEKTPOHHBIX UceM. CKpBIThIE
MIPOSIBJICHUS: HAIMYUE MOJ03PUTEIbHBIX (PailJIOB U MPOLIECCOB;
MOJ03PUTEIIbHASL CETEeBAsi aKTUBHOCTD.. Pe3uieHTHas mpoBepka.
CkanupoBanue 1o TpedoBannto. CUrHaTYpHbIN aHAIU3.
Oppuctuueckuil ananus. [IpoakTuBHas 3amuTa. AHTUBUPYCHOE
sapo. Kapantun. Mexanusm 6€30macHOr0 UCTIOTHEHUS
MIPOrPaMMHOTO KOJIa («IIeCOUHUIIAY).

Temamuka npakmuueckux 3aHAMUI u 1a00pPamopHvIX padom
1. Omnpenenenne GyHKINOHATIBHBIX BO3MOXKHOCTEH 1
MIPUHLIMIIOB PaOOTHI TPOSHCKOM MporpaMMbl Ha IpUMeEpe
KJIABUATypPHOTO LIITHNOHA.

2. BrinonHeHue npoBepKy KOMIIbIOTEpA Ha HaJIM4Ke
IIPU3HAKOB 3apakeHus BpeloHOCHbIM [1O: necnenoBanne HacTpoek
Opays3epa, 3alyleHHbIX IPOLECCOB, AIEMEHTOB aBTO3aIyCKa,
CETEBOM aKTUBHOCTH.

3. O60cHOBaHNE TPUMEHEHHSI HOPM YTOJIOBHOTO IpaBa B
KOHKPETHBIX CUTYyallUsIX, CBA3aHHBIX C CO3aHUEM U
WCIIOBb30BaHueM BpenoHocHoro [10.

4. Brinonnenue yctanoBku antusupycHoro 110.
O6ocHOBaHMe BbIOOpa YCTaHABIMBAEMbIX KOMIIOHEHTOB.
OOHOBIIEHNE aHTUBHPYCHBIX 0a3. BrIonHeHNe HACTPOHKH
IapaMeTpOB AHTUBUPYCHOW M ITPOAKTUBHOM 3amuThl. HacTpoiika
YBEIOMIJIEHUH. BBINIOJTHEHNE aHTUBUPYCHOTO CKAaHUPOBAHUS C
3aJlaHHBIMU [TapaMeTpamMu

Hpakmuuecmm n0020Mo6Ka

12

Camocmoamenvnan paboma odyyarwuuxcs

Tema 4. IIpaBoBbIe

Cooeporcanue yuednozo mamepuana

’ Yposenw

OK 1, OK 2,
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

OCHOBBI O0ecIeYeHus
ub

oceoenun

1. Crpykrypa npaBoBoro odecneyenusi Ub.
MesxayHapoiHbIe KOHBEHIIMU U (periepaibHbie 3aKoHbI PD. Yka3sl
[Ipesunenra PO. [Toctanosnenus [IpaButenscTta PO.
l'ocynapcrBennsie cranaapthl. PykoBossiiue nokymentst @CTOK
(I'octexxomuccun) u ®Ch PD. JlokanbHbIe HOPMATUBHBIE AKThI U
METOJINYECKUE PEKOMEHIALINH.

2. Knaccupukauus nundpopmManum mno Bujaam TaiH.
3amuTa npas co0CTBEHHOCTH Ha HH(OpManuI0. YPOBHU
nocrymna k unopmanuu. ['ocynrapcTBeHHas TaiiHa U CTENEHU e
cekperHocTH (Tpudsl). Kommepueckas TaifHa U rpaganuu eé
1eHHocTU. bankoBckas TaifHa. Buabl npodeccronanbHbIX TalH.
Buner cinyxeOnbix TaliH. OOBEKTHl HHTEIUICKTYTbHON
coO0ctBeHHOCTH. [IpaBa BnajeHus, Moib30BaHUS U PACTIOPSIKEHUS
nHpopmanueit. 3amura apropckux npas B 'K P®.Ilepconanbhble
JTAHHbIE

1

Temamuxa npakmuueckux 3aHAmuil u 1a60pamopHvIX padom
1. Perennie cuTyalinoHHBIX 33/1a4: HAX0XKJIEHHUE MPUMEHUMBIX
MPABOBBIX HOPM B 3aJIaHHBIX YCJIOBHSIX.

OK 4, OK 5,
OK 9, OK 10,
I1K9.8

Ilpakmuueckaa noozomoeka

Camocmoamenvnasn paboma 00yuaruuxcs

Tema 5. OueHouHbIE
CTAaHIAPTHI U
TeXHHUYECKHE

cneurpuKanum B
oboaacrtu Ub

Cooepotcanue yueonozo mamepuana

Yposenw
0C60€CHUS

1. «OpanxkeBas kHura». Ub pacnpenesiéHHbIX cucreM.
Pexomennauum X.800. bezonachas cucrema. JloBepeHHas
cucrema. [lepumetp 6e3onacHocT. OCHOBHBIE MEXaHU3MBI
6e3onacHoctu. Kimaccudukanus C no crenenu 1oBepust
6e3onacHoctH. CeteBbie pyHKIMN Oe3omacHOCTH. CeTeBbie
MeXaHU3MBbl 0€3011acCHOCTH. B3auMoCBsI3b PYHKINI 1 MEXaHU3MOB.
O0s13aHHOCTH aIMUHUCTpPATOpPa OE30MaCHOCTH.

2. «O6mue kpurepum». Crangaprt ISO/IEC 15408.
Yupagsienue UB. Cepus crangapros ISO/IEC 27000.Cpena

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

0e3onacHOCTH M € acrekTsl. L{ean 6e30macHOCTH.
OyHKIIMOHATBHBIE TpeOOBaHUs Oe30macHOCTH. TpedoBaHus
nosepust. [Ipoduns 3amutel. 3ananue no 6ezomacuocta. [OCT P
15408-2002. Cuctema yripaBiieHUss HHPOPMAITMOHHOMN
6e3omacHocthio. Mogens PDCA (uukn Jlemunra). Meponpustus
o ynpasienuto Mb (cepsucer 6ezomnacuoctu). 'OCT P 17799-
2005.

3. PykoBoasimue nokymentbol PCTIK
(T'octexxkomuccun) u ®CB. Cnenndpuxanunun RFC Poas ®CTOK
u OCBb B obecnieuennn Ub. O630p pyKOBOASIINUX TOKYMEHTOB
OCTOK. Knaccuduxanus aBTOMaTH3HPOBAHHBIX CUCTEM 10
YPOBHIO 3aLIUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA.
TpeboBanus K 3aMHUIEHHOCTH aBTOMATU3HPOBAHHBIX CHCTEM.
Hopmatusubie nokymentsl @CTOK n @Cbh no opranuzanuu
3anuThl nepcoHanbHbIX JaHHbIX (I11H). [Tonstne RFC.
XKuznennsnit nukn u Buasl RFC. RFC 1244, 2196 «PykoBoacTBO
1o nHPOPMAMOHHOH Oe3omacHocTH npennpusatusy. RFC 2350
«Kax pearupoBaTh Ha HapyieHUS HTHPOPMAITUOHHOMN
0€30MaCHOCTHY

Temamuxa npakmuueckux 3aHAMUN U 1a60pPamopHbLIX padom
1. N3noxenne npakTHYECKUX PEKOMEHAIUHI 10 YIIPABICHUIO
Wb 1o oTHOLIEHHIO K OIHOMY U3 CEPBHCOB 0€30MacCHOCTH,
ormmucanubix B TOCT P 17799-2005.

2. Onpenenenne knacca IC nepcoHanbHBIX JaHHBIX
(UCITH) as UC runoteTnyecKkoi opraHu3aliii B COOTBETCTBUHU
¢ coBmecTHbIM nipukazoM OCTOK, ®Ch u Munundopmcesszu PO
Ne 55/86/20 ot 13 ¢deBpans 2008 r.

3. BrinosnHeHNE OLEHKN NCXOAHOMN CTENEHU 3aIUIIEHHOCTH
WCTI/H, BeIAENEHNE aKTyallbHBIX yTPp0o3 0€301aCHOCTH B
COOTBETCTBUH C «METOANKON ONPEEIIEHNs aKTyaJIbHBIX YTPO3
6e3onacuoctu [1JIa mpu ux o6padotke B UCIT{n».

Hpakmuuecmm n0020MO6Ka
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

Camocmoamenvnas paboma odyyarouwuxcs

Tema 6. [IpuHIUIBI
odecnneuenusi Ub na
NMPOrpaMMHO-
TEeXHHYECKOM YPOBHE

Cooeprcanue yueonozo mamepuana

Yposenw
0C80€eHUS

1. AavuHucTpaTuBHblil ypoBenb UbB. [IpouenypHublii
ypoBenb Ub. [lonutnka 6e30nacHOCTH. YPOBHU MOJUTHKU
6e3onacHoctu. [Iporpamma 6e3onacnoctr. CHHXpOHU3ALUS
IIpOrpaMMbl 0€30I1aCHOCTH C KU3HEHHBIM 1uKiIoM HC.
VYnpasienue puckamu. JTambl ypaBieHUs puckamMu. Borpocsl
0€30MacHOCTH, CBSI3aHHBIE ¢ IepcoHaoM. DU3nYecKas 3aluTa.
[Tonnepsxanue paborocnocodHocT. PearnpoBanue Ha HapylIeHHE
pexxuma 6e3onacHocTH. [ImaHnpoBaHue BOCCTaHOBUTEIBHBIX
pabor.

2. OcHoOBHbBIE IOHATHS POTPAMMHO-TEXHHUYECKOI0
ypoBHsi UB. IIpyHIUIIBI apXUTEKTYPHOI 0€30IaCHOCTH.
CepBuCHI 6€30MTaCHOCTH MPOTPAMMHO-TEXHUYECKOTO YPOBHSI.
Mecro cepBucoB Oe3onacHocTu B apxurektype MC. Buas mep
6e3onacHocTi. OcobeHHocTH coBpeMeHHBIX MC, cymiecTBeHHbIE C
touku 3peHus Ub. HenpepeiBHOCTE 3amuThl. CienoBanue
crannaptam. Mepapxuueckas opranuzanus UC. Ycunenue camoro
crnaboro 3BeHa. HeBO3MOXKHOCTH Iepexo/ia B Hebe3onacHoe
coctosiHue. MunuMm3anus npuBmieruii. Paznenenue
o0s13aHHOCTEH. DIIeTOHNPOBAaHHOCTh 000pOoHBI. PazHooOpasue
3auTHBIX cpeacTs. [Ipocrora u ynpasnsemocts UC.
MuHuMH3a1Ks 3aIIMTHBIX CPEJICTB HAa KIIMEHTCKUX CHCTEMax

1

Temamuka npakmuyecKkux 3aHAMUIL U 1a00pamopHbIX padbom
1. Pemenue cutyanmoHHBIX 3a/1a4: 000CHOBAaHUE ITPUMEHEHHS
MIPUHIIMIIOB apXUTEKTYPHOM 0€30MacCHOCTH B 33JaHHBIX YCIOBUSIX

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8

Hpakmuuecmm n0020MOBKa

Camocmoamensnas paboma odyuarouwuxcs

Tema 7. CpencrBa
ol0ecnieyeHust

Cooepotcanue yueonozo mamepuana

Yposenw
0C80€CHUS

OK 1, OK 2,
OK 4, OK 5,
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Haumenosanue Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu Yposeno Oobvem uacoes Ocesaugaemvole
paszoenos u mem desmenbHOCMU 00yUaAOUUXCA oceoenusn 971eMeHmbl
KomnemeHuyui
1 2 3 4
KoHGuaeHIaNbHOCTH | 1. IlocTpoenue cucrem 3alUTHI OT YTPO3 HAPYLICHHUS 1 OK 9, OK 10,
KOH(uaeHnuaabHocTH. UnenTudukanus u ayreHTupuKanus. I1K9.8

CTpyKTypa CUCTEMBI 3aLUTHI OT YTPO3 HAPYIICHHUS
KOH(UeHMaabHOCTH. OpraHn3aluoHHble Mephl 3aUThl. bazoBas
cxema uaeHTU(UKauK U ayTeHTU(huKanuu. Buast
ayreHTU(uKanuu. Buasl ayrentugukaropos. Buasl cucrtem
uneHTudukanuu u ayrenTudukanu. OcoOEHHOCTH apOTbHBIX
cucTeM ayTeHTU(UKau. MeToibl XpaHeHUs napoieil.
Wnentudukarop 6e3omacHoct. CepBep ayTeHTU(DUKATUT
Kerberos. OcobennocT OMOMETPHUYCCKUX CHCTEM MICHTH()HUKAIUN
U ayTeHTU(UKAITIH.

2. Yupasiaenue gocrynom. IlporoxkosnpoBanue u ayaur.
Marpuna gocrymna. Moaenu ynpaBiaeHHs JOCTYIIOM.
JIMCKpeIMOHHOe ¥ MaHaTHOE yIpaBieHue A0cTynoM. CIucKu
koHTpous nocryna (ACL). PoneBoe ynpasnenue noctynom. Lemun
IPOTOKOIMPOBaHUs U ayauTa. CoOBITHS, TOATIEKAILUE AYAUTY.
WNudopmanus, moasexanias perucrpanud. TUTIOBBIE CpesicTBa U
MeTOAbI BesleH!s ayuTa. CUCTEMHbIE CTUCKU KOHTPOJIS AOCTYIa
(SACL). Beibopoutoe mpoOTOKOIMPOBAHUE. AYIUT YCIIEXOB U
ayaMT OTKa30B. AKTHBHBIN aynuT. CurHarypa atraku. CUCTeMsl
oOHapyeHHs BTop)keHUH. CrcTeMBbl IPEAOTBPAICHUS
BTOP’KECHU.

3. CuMMeTpHYHOE U AaCHMMETPHYHOe muppoBaHme.
CkpbiTue ungopmanuu (creranorpagus). Kpunrorpadus.
Kpunroananus. Kpunrocucrema. Kpunrorpaduueckuii kitou.
Kpunrorpaduueckas croiikocts. CTpyKTypa CHMMETPUYHOM U
ACUMMETPUYHON KpUNTOCUCTEMBI. OTKPBITHIN U 3aKPBITHIN KIHOYH.
Cdepsl HCIONB30BaHUS CHMMETPHYHON U aCHMMETPUYHOM
KpUNTOCHCTEMBI. THTIOBBIE KpUNITOrpadUIECKUE aITOPUTMBI.
Kpunrorpaduueckuii anroputm RSA. CocTaBHbIE KIHOYH.
Nudpactpykrypa oTKpBIThIX Kitouel. LludpoBoii ceprudukar.

VY nocroBepstonwmii nentp. Haznauenue creranorpaduu.

16




Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

Knaccudukanus meTooB creranorpaduyeckoro npeoOpa3oBaHusl.
Tunel creranorpaduueckux anroputMoB. Anroputm LSA.
OCoOEeHHOCTH TPUMEHEHHUS CTETaHOTPaHH.

4, JKpaHUPOBAHME U AHAJIN3 3AMIIIEHHOCTH.
Tynueauposanue. HazHauenue skpanupoBanusi. MexcereBou
9KpaH. ApXUTEKTYpPHBIE acTIeKThl SKpaHupoBaHus. [lakeTHbII
¢unsTp. lnro3 ceancoBoro ypoHs. LIm03 MpUKIagHOTO YPOBHSL.
IIpokcu-cepsep. Cucremsl aHanu3a 3amuméHHocTy. Llenn
TYHHEJIUpPOBaHUs. BupTyaibHble 4YaCTHBIE CETH.

Temamuxa npakmuueckux 3aHAMUIL U 1a60pPamopHsIX padom
1. Co3naHue mosp30BaTeNeil U TPyI B ONEPAlHOHHON
cucreme (OC) Windows. Pemienue 3amau morcka u copoca
I1apoJIet MOJIb30BaTENEH.

2. BrinmonHenne HaCTPOWKH CUCTEMBI TAPOJIHHOMN 3aIUTHI B
nokanpHOU mosmTrKe 6e3omacHocTr OC Windows.

3. Co3aaHue CIMCKOB KOHTPOJIS IOCTYNa U Ha3HauUeHHE MpaB
noctyna Ha ypoBHe (aitioBoit cuctembl NTFS B 3a1anabIx
YCIIOBHSX.

4. Brinonnenue Hactpoliku napamerpos ayaura B OC
Windows B 3a1aHHbIX ycnoBusX. [lonyueHre u MHTEprpeTanus
pe3yIbTaTOB ayIuTa.

5. Beimonnenue ycranosku 10 amst paboTsl ¢
UHQPACTPYKTYpPOil OTKPBITHIX KiItouel. Co3laHue OTKPBITOTO U
3aKpBITOTO KPUNTOTpapUUECKUX KIFOUEeH.

6. Brimonnenune ycranoBku 110 miis creranorpaguyaeckoro
npeoOpa3oBanusi. BeimonHeHue onepanuii o CKpeITUIO U 0OMEHY
CKPBITOM MH(OpMaILHEi.

7. BrinonHenue ycTaHOBKH ceTeBoro ckanepa. Ornpenenenue
criucka OTKphIThIX mopToB B OC Windows npu moMoIim ceTeBoro
CKaHepa.

8. BrinosiHeHNE HACTPONKHN MEXKCETEBOr0 DKpaHa: CO3/ITaHHe
paBui (PUIBTPAIIMM TAKETOB JJIsl IPEAOTBPAIICHHUS IOCTYIA K

18
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie

JJ1emenmbl

KomnemeHuyui

1

2

4

BHYTPEHHUM CEPBHCAM.

9. BrinonHenue HaCTpOWKHM MEXKCETEBOT0 SKpaHa: CO3/1aHue
npaBui (pUIBTPAIIMH TAKETOB JJISl IPEAOTBPAIICHHUS JTOCTYIA K
BHYTPEHHUM CEPBHCAM.

Hpakmultecmm n0020MO6Ka

26

Camocmoamenvnuas paboma o0y4aOuuxcs

Tema 8. CpencrBa
ol0ecrnieyeHust
HEJOCTHOCTH

Cooepotcanue yueonozo mamepuana

Yposenw
0c8oeHuUs

1. ITocTpoenue cucrem 3aIMTHI OT YIPO3 HAPYLICHHUS
nesocTHocTH. [IpunHnune! odbecneyenust nenoctHoctu. CTpyKTypa
CUCTEMBI 3aLIUTHI OT YrPO3 HAPYLICHUS LIEIOCTHOCTH.

2. Kpunrorpadpunueckne xem-pyHkunu. J1eKTPOHHAA
uudposas nognuch (LI). Haznauenue xem-QyHkunii.
Komnmunsus. [IpuunHbl BOSHUKHOBEHUS KOJUTM3H. Buabl xem-
¢bynkuuit. Conb (Mogudukarop kitoua). Haznauenue u
npumenenue DIII. CumMerpruHas U aCHMMETPUYHAs CXemMa
OUII. Peanusanus mexanuzma OLII. ®opmuposanue D111
[Tposepka DIII1. Monenu arak. Kommusuu nepBoro u BTOporo
paza.

1

Temamuka npakmuueckux 3aHAmMUI u 1a00pamopHslx padom
1. VYcranoska [1O ms pacuéra xemeit. OnpeneneHue
1enocTHocTH (aiina npu nomouu xem-pyukuuit MDS u SHA-1.
2. Beinonnenue onepatuii o 0OMeHy OTKPBITBIMU KITFOUaMH
yepe3 HHPPaCTPYKTypy OTKPBITHIX KIIIOUEH, OTIpaBKe U
MOJIyYEeHHUIO0 3aippoBaHHbIX U noanucanHblx DI ToOKyMEeHTOB.

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8

Ilpakmuueckas nodzomosKa

Camocmoamensnas paboma odyyarouwuxcs

Tema 9. Cpencrna
ol0ecnieyeHust

Cooepotcanue yueonozo mamepuana

Yposenw
0C80€CHUS

OK 1, OK 2,
OK 4, OK 5,
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

AOCTYNHOCTH

1. 3ana4ya obecneyeHusi BbICOKOH JOCTYITHOCTH.
ITocTpoenue cucTeM 3a1UTHI OT YIPO3 HAPYLIEHHUS
pocTynHocTu. THTEeHCHBHOCTH 0TKa30B. CpenHee Bpems
HapabOTKU Ha 0TKa3. Buasl Mep obecriedeHns: BBICOKOH
noctynHoctH. KauectBo o6cnyxuBanus (Q0S). Ctpykrypa
CHCTEMBI 3aIlUThI OT YTPO3 HApYLUIEHUS JOCTYIHOCTH.
Jly6iupoBaHue KaHAJIOB CBSI3U U CETEBOI0 000pPYA0BaHUS.

Jy6nuposanue cepBepoB. OTKaz0ycToiunBbIi Ki1actep. PesepBHoe

KOITMPOBAHWE JTAHHBIX. METOBI PE3EPBHOTO KOITUPOBAHUS
nanabix. RAID-maccuBel. ObecnieueHre 00CITyKUBaeMOCTH.

2. YupagpiieHue HHPOPMAITHOHHBIMHU CEPBUCAMH U
cepBucamu 0e3onacHocTu. CocTaB ynpaBiIeHHUS.
@OyHKIMOHAIbHbBIE 00JIaCTH YIIpaBlIeHU. APXUTEKTypa
«MEeHeKep—areHT». JJoBepeHHoe ynpaBiieHue. Y npexaroniee
yrnpasnenue. Cucremsl yrpasienus. KoHTpob
MIPOU3BOIUTEILHOCTH.

Temamuxa npakmuueckux 3aHAmMuil u 1a60pamopHvIX padom
1. BrinonHenue HaCTpOUKHM MapaMeTpoOB PE3EPBHOTO

KOITMPOBAHUA JUCKOB B COOTBECTCTBUU C p33pa6OTaHHBIM IIJIAHOM.

BrinonHenue pe3epBHOro KONMUPOBaHMS U BOCCTAHOBIICHUS
nanHbIx. Co3nanue nporpammuoro RAID-maccuBa Tuna
«3epKajio». BeInoaHeHne 3aMepoB MPOU3BOAUTEIBHOCTU U
TECTUPOBaHUE OTKa3a oJHoro u3 anemeHnToB RAID-maccuBa

OK 9, OK 10,
I1K9.8

Hpakmuuecmm n0020MoO6Ka

Camocmoamenvnan paboma odyyaruuxcs

Huroro

92
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3 YCJIOBUSA PEAIN3ZAIIUU TPOT'PAMMBI JUCHUIIJIMHBI
3.1 TpeGoBanuss K  MHHUMAJIBHOMY  MaTepPUAIbHO-TEXHUYECKOMY
o0ecne4eHn 1o

JUist  peanuzanud HporpaMMbl  YYeOHOW JUCHUIUIMHBL JOJKHBI  OBITH
MPEAYCMOTPEHBI CIIEYIONIUE CIIEeIUaTbHbIE TTOMEIECHUS:

Jlabopatopuss ~ «IIporpammHoro  obecredeHuss M CONPOBOXKICHHUS
KOMITBIOTEPHBIX CUCTEM).

3.2. UupopmanuoHHOe oOecnieyeHue peau3alu NporpamMmMbl

Jist  peanuzanmm  mporpaMMbl  OMOMMOTEUHBIH (HOHI 0O0pa30BaTEILHOM
OpraHu3allid JOHKCH UMETh MEYaTHBIE W/WIIN 3JIEKTPOHHBIE 00pa30oBaTeIbHBIC U
WHOOPMAITMOHHBIE  PECYpPChl, PEKOMEHIYEMBIX IS  WCIOJIh30BaHUS B
00pa30BaTeNHLHOM IpOLIecce

3.2.1. [leyaTHbIe U3TaHUS

1. bapanoBa, E. K. OcHoBbl uH(pOpMaMoHHOW O€30MaCHOCTH:
yueonuk / E. K. bapanoBa, A. B. ba6ami. - Mocksa: PUOP: UH®PA-M, 2021. —
202 c.

2. Mapreika, T. JI. UudopmanuonHas O0€30MacHOCTh: Yy4eOHOE
nocobue / T.JI. Tlapteika, U.W. TlonmoB. — 5-e¢ u3x., nmepepad. u mon. — Mockaa:
OOPYM: UHD®PA-M, 2021. — 432 c.

3. PoauveB, FO.A. HopmatuBHas 0a3a u craHgapTsl B 00JiacTu

uH(popManmoHHOW Oe3zonacHocTH. YuyebHoe nocobue / FO.A. Poauues. - CaHKT-
[TerepOypr: Ilutep, 2021. - 256 c.

4, CprueB, 10. H. 3ammra wuHpopManmu U HHPOPMALHUOHHASA
oe3onacHocTh: yueOHoe nocobue / FO.H. CoiueB. — MockBa: UHOPA-M, 2021.
— 201 c.

S. CobiueB, 0. H. Cranmaptel uH()OpMAIMOHHOW O€30MaCHOCTH.
3amura 1 00paboTKa KOH(PHUICHIIMATBHBIX TOKYMEHTOB: yueOHoe nocooue / FO.H.
CerueB. — MockBa: MH®PA-M, 2021. — 223 c.

DNEKTPOHHBIE PECYPCHI:

1. [Topran mns mpodeccronanoB nHGOpPMAIMOHHONW 0€30MaCHOCTH:
caiiT. — MockBa. — O0HoBisIeTcss B Teuenue cytok. —URL:http://www.itsec.ru/
(mata oopamenus 10. 06.2021). — TekcT: 3eKTPOHHBIHI

2. NudopmanmoHHslii moptan no MHPOPMAIIMOHHON 0€30MacHOCTH:
caltT. — MockBa. — OOHoBmserca B  TeueHue cyrok. —URL:
https://www.securitylab.ru/ (nara oopamenus 10. 06.2021). — TekcT: 2IeKTPOHHBIN

3. HoBoctu unpopmaimonHoir 0e30macHOCTH: caWT. — MockBa. —

OonoBsieTcss B Teuenue cyrok. —URL: https://www.anti-malware.ru/news (mara
obpamenust 10. 06.2021). — TekcT: 2IeKTPOHHBIN

4, Kommbrorepnasi cipaBouyHasi mpaBoBasi cucrema B Poccun: caur.
— Mocksa. —URL.: http://www.consultant.ru/ (mata oopamenust 10. 06.2021). —
TeKCT: 3JIEKTPOHHBIN

3.3. Opzanuzayus odpazoseamenvHo20 npoyecca
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3aHATHA 110 U3YYCHUIO TaHHOM AMCUUIUIMHBI TPOBOAUTCS B TPAIUIIMOHHON (opme
oOy4eHHs, KOTOopas XapaKTepU3yeTcs TPAJUIMOHHOW TMoJayell Marepuana Ipu
HEIMOCPEJICTBEHHOM OOIICHUM 00y4YaeMbIX C MpernojaBaTelieM M BO3MO>KHOCTHIO
Jyanora MeXay HUMH, a TakyKe MPOBEJACHUEM MpPaKTHYEeCKuX 3aHsATUH. [Ipu sTOM
pexkoMenyetcs ucnoib3oBanue KT u Apyrux TeXHUUECKUX CPEACTB OOYyUEHHUS.
Kaxnpiii oOydaromuiicss A0DKEH MMETh JOCTYN K KOMIIBIOTEPY Ha BCE BpeMs
oOy4deHusi, 000pyI0BaHKE JIOJKHO OBITh COOTBETCTBYIOIIHM.

Jns  neMOHCTpalMM MaTepuana Ha JIGKUUOHHBIX 3aHATHUAX HEO0XO0IuM
MYJIbTUMEIUMHBIN TPOEKTOP.

Bxoousie mpebosanus k ooyuarowumcsa: ocoovix mpebosanuii Hem.

3.4. Kaopoeoe obecneuenue 0opazosamenvbHozo npoyecca

TpeGoBanus k KBaTU(pUKALMHU TIEIaArOTHIECKUX KaJIPOB:

Peanuzanusi oOpa3zoBaTeibHOM MHporpaMMbl 00€CTICYMBAETCS PYKOBOMSIIMMU U
NEeAarorndyecKuMu  pabOTHUKaMU 00pa30BaTEIbHONM OpraHU3allid, a TaKxKe
JUIAMHU, TPUBJICKAEMbIMH K peau3aiuu o0pa30BaTeIbHON TpOorpaMmbl Ha
YCIIOBHSX TPAXKIAHCKO-IIPABOBOIO  JIOrOBOpa, B TOM 4YHUCIE M3 4YHUCIA
pyKoBoauTeNled U pabOTHUKOB OpraHU3alui, AEATEeIbHOCTh KOTOPBIX CBfA3aHa C
HAIPaBJIEHHOCTBIO PeaTu3yeMoi 00pa30BaTeIbHON MpOrpamMmbl (MMEIOLIUX CTaX
paboThl B JaHHOM Npo¢ecCHOHaIbHON 001acTH HE MEHee 3 JIET).

KBanmudukanus mnegarorndeckux pabOTHUKOB 00pa3oBaTENbHONW OpraHu3aluu
JOJDKHA ~ OTBEYaTh  KBaJIM(UKAIMOHHBIM  TpeOOBaHUSAM,  YKa3aHHbIM B
KBAIM(PUKALMOHHBIX CHPABOYHUKAX, U (WJIM) MNPOPECCHOHAIBHBIX CTaHAAPTAX
(Ipy HATUYHHN).

[lenarornueckue paOOTHUKK TOJYYalOT JOMOJHUTEIBHOE MPOQPECCHOHATBHOE
oOpa3oBaHue MO MporpaMMaM NOBBIIIEHUS KBaTU(PUKALMK, B TOM Yucie B (hopme
CTQXXUPOBKM B  OpPraHM3alusX, HalpaBJ€HHE  JESITEIIbHOCTH  KOTOPBIX
COOTBETCTBYET 00JIaCTH MPO(ECCUOHATLHON NEATEIbHOCTH, YKa3aHHOM B MyHKTE
1.5 ®I'OC CIIO no naHHOU clielMalbHOCTH, HE pexe 1 pa3a B 3 roga ¢ yduetom
paciMpeHust crieKTpa nNpopecCUOHaIbHBIX KOMIIETEHIUH.

Hona menmarornyeckux pabOOTHUKOB (B TPHUBEJACHHBIX K IEJOYUCICHHBIM
3HAYEHUSIM CTaBOK), o0ecreunBaroMX OCBOEHHE O0yJaroIMMUCs
npo(heCCHOHATBHBIX MOAYJIEH, UMEIOIIUX OMNbIT JESATEIbHOCTH HE MeHee 3 JIeT B
OpraHu3alMsIX, HaIpaBJICHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET 00JIaCTH
npodeCCUOHANIBHON AesATeNbHOCTH, YkazaHHOU B myHkTe 1.5 ®I'OC CIIO nanHo#
CHEUATbHOCTH, B OOIIEM YHUCJE MEJAaroru4eckux pabOTHUKOB, peaTu3yOLIUX
o0pazoBaTeIbLHYIO MPOrpaMmy, T0JKHA OBITh HE MeHee 25 %.
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4  KOHTPOJIb
JUCHUIIIAHBI

n

OIIEHKA

PE3YJIBTATOB

OCBOEHUA

Peszynomamut 00yuenus

Kpumepuu OUECHKU

Dopmul u memoowt
OUeHKU

Ilepeuens ymenuii, oceausaemvlx 6

PAMKAX OUCYUNTUHBL:

- MIPUMEHSITh HOPMaTUBHbIE
MIPABOBBIE AKThI, HOPMATHBHBIC
METOJUYECKHE IOKYMEHTHI 10
o0ecne4eHuno
nH(pOpMaITMOHHOM
0€30I1aCHOCTH;

- BBISIBJISITH OCHOBHBIC
yrpo3bl HHGHOPMALIMOHHON
0€30I1aCHOCTH;

- MIPOU3BOIUTH YCTAHOBKY U
HaCTPOUKY THUIIOBBIX
MPOrPaMMHBIX CPEJICTB 3aLTUThHI
uHpOpMaINK;

- obecrieunBaTh
AHTUBUPYCHYIO 3aILIUTY;

— (bUIBTPOBATH CETEBHIE
MAKEThl MEKCETEBBIM IKPAHOM;

— WCIOJIb30BaTh THUIIOBHIE
Kpuntorpaduueckue cpeacTaa
¥ METOJIBI 3aIUTHI
uH(pOpMaIliK, B TOM YHUCTIE
ANEKTPOHHYIO IUPPOBYIO
MOJINUCE;

— BBITIOJTHSTE OIIEPAIHH
pE3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHHSI TAHHBIX.

«OTnIUYHO» -  TEOPETUYECKOe
COJICp)KaHUE  Kypca  OCBOCHO
MMOJIHOCTRI0,  0e3  mpoOeroB,
yMeHHsT  c(DOPMHPOBAHBI, BCE

MPEAYCMOTPEHHBIE TPOrpPaMMOM
y4eOHbIC 3aJaHUS BBIMOJIHCHBI,

KayecTBO 150. BBITIOJTHCHHUSI
OIICHEHO BBICOKO.

«Xopowo» -  TEOpEeTUYECKOe
ColepKaHUE Kypca  OCBOEHO
MOJHOCThI0,  0e3  MpoOeInoBs,
HEKOTOphIE YMEHUS
c(hopMHpOBaHEl  HEJOCTATOYHO,
BCE MPEAYCMOTPEHHBIE
MpOrpaMMoi y4eOHbIC 3aJaHus
BBINIOJIHEHBI, HEKOTOPBIE BHJBI
3aJaHuu BBINTOJIHEHBI c
OIITHOKaMHU.

* KomMmmnbrotepHoe
TECTUPOBAaHUE HA 3HAHHE
TEPMHHOJIOTHH 10 TEME;
» HaOmronenue 3a
BBITIOJTHEHUEM
NPaKTUYECKOTO 3a/IaHusI.
(1esITeNbHOCTBIO
CTYJICHTA)

*  OleHKa BBITOJHEHUS
PaKTUYECKOTO
3agaHus(padoThI)
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Hepeqeﬂb 3HaHM1;Z, oceaueaemblx 6
pamkax auCI/;ul’lﬂMHbl.'

CYIIHOCTb U TIOHATHE
UH(POPMALIMOHHOM
0€30I1aCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIIAIOIINX;

MeCTO WH(OPMAITMOHHON
0€30I1aCHOCTH B CHCTEME
HaIlMOHAJTFHON 0€30MacHOCTH
CTpaHbI;

BUBI YTPO3 HH(OPMAITMOHHON
0€30I1aCHOCTH;

OCHOBHBIE TTOJIOKEHUS
KOMILJIEKCHOT'O II0JX0/1a K
3ammTe HHPOPMaLnH;
OCHOBHBIE HOPMaTHBHBIE
IIPaBOBBIE aKTHI B 00J1aCTH
UH(POPMALIMOHHOM
0€30I1aCHOCTH U 3aILUThI
UHpOpPMALINH, a TAKKE
HOPMAaTUBHBIE METOAUYECKHE
noxkymeHTsl ®Chb u ®CTOK PO
B JIaHHOM o0acTy;

IPUHIUIBI ApXUTEKTYPHOH
0€30I1aCHOCTH;

COBpPEMEHHBIE IPOTPAMMHO-
TEXHUYECKHE CPE/ICTBA
oOecrieyeHns UHPOPMALIMOHHOM
0€30I1aCHOCTH;

BUJIBI CHCTEM UJICHTU(DUKAIIH
U ayTeHTU (UKL,

TUIIOBBIE MOJIENIN YIIPABICHUS
JOCTYTIOM;

TUTIOBBIE CPEJICTBA U METOIBI
BEJICHUS ayaMTa;

OCHOBHBIE TTOHATHS
KpunTorpaduu;

TUIIOBBIE KpUNTOrpaduueckue
ITOPUTMBI, IPUMEHSIEMbIE 15
3alUThl HH(GOPMaLIUK;
THUTIOBBIE METOIbI CKPBITHS
uH(pOopMaLnu;

METOJIBI PE3EPBHOTO
KOIMPOBAHUS TaHHBIX.

«Y IOBJIETBOPUTEITHHOY -

TEOpEeTUIECKOe coJiepykaHue
Kypca OCBOCHO YacTHYHO, HO
poOeTBI HE HOCSIT
CYIIECTBEHHOTO XapakTepa,

HEOOXOJMMBIE YMEHHS PabOTHI C
OCBOCHHBIM  MAaTepHajoM B
cthopmMupoBaHHI,
OOJBIIMHCTBO MPEIYCMOTPEHHBIX
MporpaMMoi 00ydeHHs ydeOHBIX
3aJaHUN BBINIOJIHEHO, HEKOTOPHIE
n3 3alaHui

OCHOBHOM

BBIMOJTHEHHBIX
coaepKaT OITHOKH.

«HeynoBneTBopUTEIEHO» -
TEOPETHYECKOE coziepKaHue
Kypca He OCBOCHO, HEOOXOIMMBbIE
YMEHHS c(hopMHUPOBaHHI,
BBITIOJTHEHHBIE y4eOHbBIC 3a/laHUs
coZleprKaT rpyobIe OTHOKH.

HC

* Pemenue
CUTYallHOHHOM 3a71auu
Texymuil KOHTPOJIb
(mpoBepouHbIe PabOTHI,
TECTHI)
[IpoMexxyTOUYHBII
KOHTPOJIb
(muddhepeHmpoBaHHBIHN
3a4er)
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5. BO3BMOXHOCTHU UCHOJIb30BAHUS INTPOI'PAMMBI B JIPYT'UX PABOYUX
OCHOBHbBIX OBPA30OBATEJIBHBIX IPOT'PAMMAX (POOII)

Keanugpurayus "llpoepammucm”

[TporpaMMUCT C MOMOIIBIO CIEHUATbHBIX MaTeMaTHYEeCKHX Mojieneil pa3pabaThiBaeT
KOMIIBIOTEpHbIE Hporpammbl. K HacrosmiemMy MOMEHTY B COOOLIECTBE 3THX
CHEIHAIMCTOB MOXHO BBIIEIUTh TPU TPYIIBL: MPHUKIAJHbIE, CUCTEMHbIE U Wweb-
IpOrpaMMHUCTbl. VIMEHHO OT NPHUKIAIHBIX IIPOrPAaMMHUCTOB 3aBUCUT, HACKOJIBKO
ycremHo 1 6e3omacHo OyneT UATH paboTa B KOMIAHHM, B KOTOPOW 3aJ€iCTBOBAHBI
COBPEMEHHBIE TEXHHYECKHe ycTpohcTBa (Oynp TO Oyxraiarepckas NporpaMma WA
CUCTEeMa IMOXKapOoTyIIeHus ). JlesTeTbHOCTh CUCTEMHBIX ITPOrPaMMUCTOB 3aKJIIOYAETCs B
paboTe C CHCTEMHBIM IIpOrpaMMHBIM obOecniedeHueM. OHM MOrYyT 3aHUMAaThCS
pa3paboTKoii, CO3aHNEM, YIIPABICHUEM ONEPAIMOHHBIX CUCTEM.

Kesanugpurayus "Pazpabomuux 6ed u myromumeOutinblx mexuonocuil”

Kpanudukamus "PazpaboTunk BeO M MyIbTHUMEIMWHBIX TexHosorui" Pa3paboTunku
Web u MynbTUMEIUHHBIX MPHUIOKEHUNA COYETAIOT B CBOEH paboTe AM3aiiHEpPCKHE U
TEXHUYECKUE 3HAHWUS JUIsl  TPOBEACHMSI  HCCIEAOBAaHWUN, aHaln3a, OICHKH,
IPOEKTUPOBAHUS, IPOrPaMMHUPOBAaHUS U M3MEHEHHs BEO-CaliTOB W NIPUIIOKEHUH,
O0BEAMHSIIONIMX TEKCTOBBIC, TpaduUecKre, MYIbTHILTUKALMOHHBIE, N300pa3uTebHbIE,
3BYKOBBIE U BHJIEOMAaTEpPHUAIIbl, a TAKXKE IPYyrue UHTEPAKTUBHBIE CPE/ICTBA.

Pa3zpaboruuku:

H.A. Hazapoga - npenogaBarens I BIIOY «fOYT'K»

A.IO. CkBopiios - PykoBoautens otnena nndopmarmonasix texnonoruit 3A0 FOYUK «Tpeiina-
ATbSHCY
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