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1. MACIIOPT PABOYEM ITPOI'PAMMbBI YYEBHOM JUCITUITIJIAHBI
Nudopmanuonnas 6e30MaCHOCTD

1.1 O6aacTh NpuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mnporpamma y4eOHOW JUCHMIUIMHBI SBISETCS 4YacThio pabouell  OCHOBHOU
obpasoBarenbHol nporpammbl B cootBeTcTBUuM ¢ GI'OC CIIO 09.02.07 WubopmarmoHHbIC
CHUCTEMBI U IPOrPAMMHUPOBAHHUE.

1.2 MecTO JTUCHMILUIMHBI B CTPYKTYpPe NMPOrPaMMbl MOJATOTOBKH CIIENMAJTHCTOB
Cpe/JHero 3BeHa:
JTUCITUTUIMHA TIPUHAJICKHUT K 001IenpodecCHOHATFHOMY ITUKITY.

13 He.m; H INIAHUPYEMBIC PE3YJbTATHI 0CBOCHUA TUCHUIIIMHBI:

B pe3ynpTaTe 0OCBOCHMS TUCHUIUIMHBI 00YYarOIIUICs JOIKEH YMETh:

— IPUMEHATh HOPMATUBHBIE PABOBBIE AKThl, HOPMATUBHBIE METOIUYECKHE
JOKYMEHTHI 110 00ecrieueHn o nH(HOPMallMOHHON 0€3011aCHOCTH;

— BBIIBJISITH OCHOBHBIE YTPO3bl HHPOPMALIMOHHOM 0€3011aCHOCTH;

— MPOU3BOJUTH YCTAHOBKY M HACTPOIMKY THIOBBIX POrPAMMHBIX CPEJCTB
3alUThl HHPOPMALIUK;

— o0ecreynBaTh AHTUBUPYCHYIO 3aIUTY;

— (QuIbTPOBATh CETEBBIE MAKETHI MEKCETEBBIM KPAHOM;

— HCHOJB30BATh TUIIOBBIE KPUNITOrpauUECKUE CPEACTBA U METOIBI
3aIUThl HHPOPMALIMH, B TOM YHCJIE AIEKTPOHHYIO HHU(PPOBYIO MOAMNKCH;

— BBINOJHATH ONEPAllN PE3EPBHOTO KOITMPOBAHUS U BOCCTAHOBJICHHUS
JAHHBIX.

B pe3ynbTaTe 0CBOCHHUS TUCIUTIITUHBI 00YYaIOIUNACS TOJKEH 3HATh:

— CYIIHOCTb Y MOHATHE HHPOPMAITMOHHOUN 0€30MTaCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIISIONINX;

— MecTo MH(OPMAIIMOHHON 0€30MacHOCTH B CUCTEME HAIlUOHAJILHOM
0€30MacHOCTH CTPaHbl;

— BBl yrpo3 UHGOOPMAITMOHHON OE30MTaCHOCTH;

— OCHOBHBIE MOJIOKEHHUS KOMIUJIEKCHOTO MOIX0/a K 3aluTe HH)opMaIuu;

— OCHOBHBIE HOPMaTUBHBIE MTPABOBBIC AKThI B 00J1aCTU UH(POPMAITMOHHOMN
0€30MacHOCTH U 3alIUThl HHGOPMAIIUU, a TAK)KE HOPMATUBHbBIC
Metoaudeckue 10kyMmeHTbl @Ch u ®CTOK PO B nanHoi o6nactu;

— TPUHIUAIBI APXUTEKTYPHOU 0€3011aCHOCTH;

— COBPEMEHHBIC MPOTPAMMHO-TEXHHUYECKUE CPEICTBA OOECIICUCHUS
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

— BHJBI CUCTEM HICHTU(GUKAIIUU U ayTeHTU(PHUKAIINN;

— TWIIOBBIC MOJICNIN YIPABIICHUS TIOCTYTIOM;

— TWIIOBBIE CPEJICTBA U METObI BEJICHUS ay/INTa,;

— OCHOBHBIC TIOHATHS KPUIITOrpaduu;

— THIIOBBIE KPUTITOTPAQUUECKHUE aJITOPUTMBI, TPUMEHSICMBIE IS 3aIIUTHI
uH(popmanuu;



— THIIOBBIC MCTOAbI CKPBITHA I/IH(I)OpMaIII/II/I;
— MCTOAbI PC3CPBHOTO KOITMPOBAHUA JAHHBIX.

B PE3YIBTATEC OCBOCHUA TUCHUILTIMHBL O6yanOIHHﬁCH OCBaMBaCT 3J1e€MEHThbI KOMIIEeTeH I .

Oo0mrre KOMIIeTeHIINN Jeckpuntopst Ymerpb 3HaTh
c(hOpMHUPOBAHHOCTHU
(melicTBHUSA)
OK 1. Beibupars crioco0bt MIPaBUJILHO PAaclio3HAeT | paclo3HaBaTh 3ajady aKTyaJIbHbIN
peuieHus 3a1a4y 3aja4y B n/uny npodiemMy B npodeccroHaNbHbII 1
npodeccroHaNbHOI npodeccHoHaTHLHOM npodeccuoHaIEHOM COIIMAIbHBIN KOHTEKCT, B
JIeSTeIIbHOCTH, KOHTEKCTE W/WITH COLMATIbHOM KOTOPOM IPHUXOUTCS
HNPUMEHUTEIBHO K TOYHO TIEPEUUCIIACT KOHTEKCTE; paboTaTh U )KUTh; OCHOBHEIE

Pa3sIMIHBIM KOHTEKCTAM,

MeTOIBI paboTHI B chepe
Ut

MPaBHIEHO BBITIONHSIET
9TaIbl IO PEIICHUIO
3a1auu

TOYHO Ha3bIBACT
CTPYKTYpY ILIaHa JJIst
pelienus 3anaun
NIPaBUIIHO
OCYIIECTBIIACT IIOUCK
nHpopmanuu

TOYHO Ha3bIBacT
MOPSAOK OLCHKU
PE3yIbTATOB PEILCHUS
331241

AQHAIM3UPOBATH 331a9y
W/Wm npodieMy u
BBIICIATH €€ COCTaBHBIC
YacTH; ONPEACIIATD
9TAIbl PEIICHUS 3a1a4H;
BBIABJIATH M 3P PEeKTHBHO
UCKaTh MH(POPMAIIHIO,
HEOOXOIUMYIO ISt
peIICHHS 3aa9d ¥/ HITH
po6IIeMBI;

COCTaBUTH IUIaH
JEUCTBUSL; ONPEICIHUTh
HEO0OXOAUMBIE PECYPCEL;
BJIAJICTh aKTYaJIbHBIMH
MeToAaMH paboTHI B

HCTOYHUKH MHPOPMALUH 1
Pecypchl U1l peIleHUs
3a1a4d ¥ mpooJeM B
po¢eCCHOHATHHOM H/HIH
COLIMAIbHOM KOHTEKCTE;
QJITOPUTMBI BBITIOJTHEHHS
paboT B podecCHOHATBHOM
1 CMEXKHBIX 00J1aCTAX;
MeTOoJbl paboThI B
npo¢eCCUOHATBHOM U
CMEXHBIX cepax;
CTPYKTYpY IUIaHA VIS
peLIeHHs 3a1a4; HOPsI0K
OLICHKH Pe3yJIbTaTOB
penreHus 3a1aq

MIPAaBUIIBHO COCTABIISCT po¢eCCHOHATIBHOM 1 po¢eCCHOHATBHON

TUTaH TeHCTBHHA CMEXHBIX cepax; JEeSTEHbHOCTH

NIPaBUIIBHO ONpeAeNsieT | peaau30BaTh

pecypchI I pelIeHns COCTaBJICHHBIH IJIaH;

3a1aun OIIEHUBATh PE3yJbTaT U

HPaBUJIBHO MPUMEHSET MOCTIEICTBHSI CBOMX

MeToJibl paboThl B chepe | nelcTBUi

UT (caMOCTOSTETLHO HJIH C

TOYHO U MPaBIIHHO MTOMOIIIBI0 HACTAaBHHKA)

MOJKET pean30BaTh

COCTaBIICHHBIH IIJIaH IO

PEIICHUIO 3a1a4n

O0OBEKTHBHO OIICHUBACT

pe3yaIbTaT CBOUX

JIEUCTBUI
OK 2. OcymecTBasTh NPaBUJILHO OMpPENENSIeT | ONPeNeNsaTh 3ajJauu JJisi | HOMEHKJIaTypa
MIOWCK, aHAJIN3 U 3a1a4u u UILIET | IoMcKa  MHpOpMaIMu; | MHPOPMAIIMOHHBIX
HHTEPIPETALNIO UH(OpMAIUIO OTIpeIeNATh HCTOYHMKOB, NPHUMEHIEMBIX
nHpopManuy, Heooxonumon | cpencrsamu UT HEOO0XOIUMBIE B podeccHoHaIBHOM
JUTS BBITIOJTHEHHSA 33724 TOYHO U MPABUILHO HCTOYHHKH JIeSTeNIbHOCTH; MIPUEMBI
npodeccroHabHOM TepevucisieT nHdopmanuy; CTPYKTYPHUPOBAHHS
JIeITeIIbHOCTH HOMEHKJIATypy IUIAHUPOBaTh  Tpolecc | MHPOPMAIHH; ¢dopmar

nH(pOpMaMOHHBIX TIONCKa; odopmileHnst  pe3ysbTaTOB

HCTOYHHKOB CTPYKTYpPHpPOBaTh rovcka nHdopmanuu

MIPAaBUJIBHO IIEPEUHCISIET | MOIydaeMyro

TIPUEMBI
CTPYKTYypHUPOBAHHUS
nHpOPMAIIII

TOYHO ¥ MPABHIHHO
IUTAHUPYET MpoIiecc
oncka HHPOPMAaIUH U
€€ CTPYKTYpPHUPOBaHUE
cpenctamu UT

nHpopManuio; BbIIEISITh
HamOonee 3HAYMMOE B
nepeyHe  MH(pOpMaI;
OLICHUBATh
MPaKTHYECKYIO
3HAYUMOCTb
pe3yJbTaToB TIONCKa;
oopMIISITh  pe3yJIbTaTHI




OOurre KOMIETCHIINN Heckpuntopsl YMmets 3HaTh
c(hOpMHUPOBAHHOCTHU
(melicTBHUSA)
MIPAaBUJIBHO ONpeAeNsieT | IOoUCKa
(dopmat opopmieHus
MIOMUCKA Pe3yNbTaTOB
OK 3. IInanupoBats u TOYHO U IIPABUIIBHO OnpenensaTs ConeprkaHue akTyanbHOM
peanu30BLIBaTh onpenenser aKTyaJbHOCTb HOPMAaTHUBHO-TIPaBOBOM
COOCTBEHHOE aKTyaJIbHOCTh HOPMaTHBHO-TIPAaBOBO JOKyMEHTAIHH.
npodeccronansHOE U HOPMAaTHBHO-TIPaBOBOH JOKyMEHTAINX B CoBpeMeHHas Hay4YHas U
JUIHOCTHOE PA3BHUTHE. JOKyMEHTAINN npodeccrnoHaNbHON npodeccruoHaNbHas
cpenctBamu UT JIeATENbHOCTH. TEPMHUHOJIOTUSL.
MIPaBUJILHO IPUMEHSET Bo3moxHBIE TpaeKkTOpHUI
COBPEMCHHYIO HAyJHYIO PO EeCCHOHATBEHOTO
U IpoheCCHOHATIBHYIO pa3BUTHS U
TE€PMUHOJIOTHIO camMo00pa3oBaHus

MPABUIILHO HA3BIBACT
BO3MOKHBIE TPACKTOPUH
poheCCHOHATHHOTO
pa3BUTHUSA U
camMo00pa3oBaHus B
coepe UT

OK 4. Pabotats B
KOJUICKTHBE M KOMaH/e,

3¢ dexTHBHO
B3aHMOJCIHCTBOBATH C
KOJUIETaMH, PyKOBOJICTBOM,
KJIMEHTaMH

MIPaBUIHHO
OpPTraHU30BBIBACT PAOOTY
KOJIJICKTHBA

MIPaBUIHHO
B3aMMOJICHCTBYET C
KOJIJIETaMH B XO7I€
paboThI Ha 3aHATHUAX

OpTaHU30BBIBATH PabOTY
KOJUIEKTHBA ¥ KOMAH/IBI;
B3aMMOJIEHCTBOBATH C
KOJUIETaMH,
PYKOBOJICTBOM,
KIIMEHTaMH B XO0€
npodheCCUOHATBHOM
JIETEILHOCTH

NICUXOJIOTUYECKUE OCHOBBI
JESTEIBHOCTH KOJUIEKTHBA,
NICUXOJIOTUYECKUE
0COOCHHOCTH JINYHOCTH;
OCHOBBI IIPOEKTHOU
JIeSITENIBHOCTH

OK 5. OcymiecTBasTh
YCTHYIO U TUCbMEHHYIO
KOMMYHHKAIIHIO Ha
TOCYapCTBEHHOM SI3BIKE C
y4eTOM 0COOEHHOCTEH
COIMAIIBHOTO U
KyJIbTYPHOTO KOHTEKCTa

MPaBUIBHO 0OpMIISIET
JIOKYMEHTHI C
ncnoan3oBanueM UT
TOYHO Ha3bIBAET
paBuiIa 0POPMIICHHS
JOKYMEHTOB
cpenctBamu UT

IPaMOTHO U3JIaraTb CBOU
MBICIIH U 0(OPMIIATH
JIOKYMEHTBI 110
npodecCHOHATBLHON
TeMaTHKe Ha
roCcyJapCTBEHHOM
SI3BIKE, POSIBIISATH
TOJIEPAHTHOCTH B
paboueM KOJUICKTHBE

0COOEHHOCTH COLHAILHOTO
U KyJIbTYPHOI'O KOHTEKCTA,
npaBuia opopMIICHHUS
JOKYMEHTOB U TTOCTPOEHHSI
YCTHBIX COOOTIEHHUI

OK 9. Ucnonb3oBath
MHPOPMALMOHHBIE
TEXHOJIOTHH B
npodeccnoHanbHOMI
JIeSTENNbHOCTH

MPABUIIBHO
cpencTaa
UH(OPMAIIHOHHBIX
TEXHOJIOTUI
peuenus
npodeCCHOHATBHBIX
3a1a4

MPABUIILHO OTPE/IEIIseT
COBPEMEHHbIE CPECTBA
U yCTpoiicTBa
nHdopmaTuzanuu
NPaBWIBHO U
HCIIOJIb3YeT
COBPEMEHHOE
MIPOrpaMMHOE
obecrieueHne
TOYHO HA3bIBACT
TIOPAOOK MPUMEHCHUA

10 B cepe UT

TIPUMCHSACT

JJIA

TOYHO

MIPUMEHSTH CPEICTBA
MHGOPMAIIMOHHBIX
TEXHOJIOTHH JIJIs
penieHus
npodeccrnoHaTbHBIX
3aJ1a4; UCII0JIb30BaTh
COBPEMEHHOE
MIPOTPaMMHOE
oOecrieucHme

COBpPEMEHHBIEC CPENICTBA U
yCTpoiicTBa
uH(pOopMaTU3aALNH; TOPSIIOK
UX IIPUMCHEHUS U
IporpaMMHOE o0ecriedeHne
B PO eCcCHOHATILHON
JeATEeIEHOCTH

OK 10. ITons3oBaThCs
npoQeCcCUOHANTBHOM
JIOKyMEHTaluen Ha
rOCYAapCTBEHHOM U
WHOCTPAHHOM $I3bIKaxX

MIPABUIBHO IIOHHUMACT
TEKCTHI Ha TEMEI,
CBsi3aHHBIC cO cepoit
uT

MIPABUIBHO IPUMECHSCT

MOHUMATh OOIIUH CMBICTT
YETKO MPOU3HECEHHBIX
BBICKA3bIBAHUI HA
M3BECTHBIC TEMBI
(npodeccuoHabHBIC U

TpaBuJia OCTPOCHUS
TPOCTBIX U CJIOKHBIX
MPEeAJIOKEHUHN Ha
po¢heCCHOHATBHEBIC TEMBI;
OCHOBHBIE




OOurre KOMIETCHIINN Heckpuntopsl YMmets 3HaTh
c(hOpMHUPOBAHHOCTHU
(melicTBHUSA)
JTNAJIOTH HA TEMBI, OBITOBBIC), IOHUMATh 00IIeyIOTpEOUTENBLHBIC
CBsI3aHHBIE CO chepoit TEKCTHI Ha Oa30BEIC TJIaroJiel (OBITOBas U
uT npo¢eCCUOHANBHBIC npodeccuoHaNbHAs

TOYHO U MPaBWIHHO
CTPOHT IIPOCTHIE
BBICKa3bIBaHUA O cebe 1
o cpepe UT

MIPaBUIIHLHO OOBSCHICT
CBOHU JE€UCTBUA
MIPAaBUIIHHO THIIET 1
yuTaeT TekcThl UT-
HATPaBJICHHOCTH

TEMBI; y4acTBOBATh B
Maorax Ha 3HaKOMBIE
o0mue n
npodeccroHaIbHEIC
TEMBI; CTPOUTH TIPOCTHIE
BBICKa3bIBaHUSA O ceOe 1
0 CBOCH
npodeCCUOHATBHOM
JIESATEITBHOCTH, KPaTKO
000CHOBEIBATh U
00BSACHUTH CBOU
JieificTBus (TeKymue u
IUTaHUPYEMBbIe); TTHCATh
MIPOCTHIC CBSI3HEIC
CcoO0OIIIeHHs Ha
3HAKOMBIE WU
HHTEpECYIOIIHe
npogeccruoHanbHEIC
TEMBI

JIEKCHKa); JIEKCHYECKUI
MHUHHUMYM, OTHOCSIIIUICS K
OTUCaHUIO MPEJIMETOB,
CPEJICTB U MPOLECCOB
po¢eCCHOHATBHOMN
JIeATEIbHOCTH;
0COOEHHOCTH
NPOU3HOIIECHHS; TIPaBHIa
YTEHHS TEKCTOB
npoQeCCUOHATBHOM
HANpPaBJICHHOCTH

[Ipodeccuonanpubie
KOMITETCHIINH

Jeckpuntopsl
c(hopMUPOBaAaHHOCTH
(meiicTBus)

Ymers

3HaTh

TIK 4.4. OGecnieunBarts
3aIIUTY POrPAMMHOTO
obecreueHus
KOMIIBIOTEPHBIX CHCTEM
MPOTPAMMHBIMHU CPEICTBAMH

HasrsiBaeT ocHOBHBIE
CpeICcTBa M METOIBI
3aIUThI KOMIIBIOTEPHBIX
CHCTEM MPOrPaAMMHBIMH
U aImnapaTHbIMH
cpelncTBaMu

IIpaBunbHO AenaeT
BBEIOOP METOJIOB 3alTUTHI
MIPOTPaMMHOTO
obecrieueHus
KOMIBIOTEPHBIX CHCTEM.

Hcnons30BaTh METOIBI
3aI0UTHl IPOrPAMMHOTO
obecrieueHus
KOMITBIOTEPHBIX CUCTEM.
AHanu3upoBaTh PUCKH U
XapaKTepUCTUKH
Ka4yecTBa POrpaMMHOTO
obecrieueHusl.
Bribupats u
UCIIOB30BaTh METO/BI H
CpelcTBa 3allUThI
KOMIBIOTEPHBIX CHCTEM
HPOrPaMMHBIMH U
annapaTHbIMU
CpeCTBAMHU.

OCHOBHBIE CPENICTBA U
METO/BI 3aIIUThI
KOMIIBIOTEPHBIX CUCTEM
IIPOrPaMMHBIMU U
annapaTHbIMU CPEICTBAMHU.

IIK 11.6. 3amumats
nHpopmanuio B 6aze
JTAHHBIX C UCTIOJIb30BaHUEM
TEXHOJIOTHH 3aITUTHI
nHpOpPMALTIT

000CHOBBIBAET MEPHUO/T
pe3epBHOTO
xonuposanus b/ Ha
OCHOBE aHaJu3a
obpareHuit
M0JIb30BaTENEH;
BBINOJIHSIET PE3EPBHOE
xonuposanue bJI;
BBITIOJTHSIET
BOCCTAQHOBJICHHE
cocrostHust b/ Ha
3aJaHHYIO JIaTy.

BbINOJHATE YyCTaHOBKY U
HAaCTpOHKY
MIPOTPaMMHOI0
obecreueHus Iy
obecrieueHns: paboOTHI
MOJIb30BaTeN s ¢ 6a30it
JIAHHBIX.

O6ecnieunBaTh
nH(pOpMATMOHHYIO
0e30IaCHOCTh HA YPOBHE
0a3bl JaHHBIX.

Mertoap! opranuzanuu
LEJIOCTHOCTH JJaHHBIX.
Cr1oco0b1 KOHTPOIIS
JIOCTYIa K JAHHBIM H
YIPaBJICHUSI IPUBUIICTUSIMU.
OcHoBBI pa3paboTKu
TIPUIIOKEHNH 0a3 TaHHBIX.
OCHOBHBIE METOIBI U
CPE/ICTBA 3aIUTHI JaHHBIX B
0a3e JaHHBIX

1.4 KoanuecTBo 4acoB HAa 0CBOEHHE NPOrPaMMbl y4eGHO I CUHILUIMHDI:
O6bem 0OpazoBaTenbHOI Harpy3Ku oOydaromerocst —92 yvaca,




W3 HUX Harpy3Kd AUCIUILUIMHBI BO B3aMMOJICHCTBHH C TIpernoaBareneM - 92 vaca,
B TOM YHUCJIE:

TEOpEeTHIECKOro o0yueHus — 46 4acos,

MPAKTUIECKON TOJITOTOBKY — 72 Yaca,

71a00paTOPHO-TIPAKTUYECKUX PAOOT — 46 Jacos;

KypCOBOTO MPOCKTUpOBaHus — 0 4acos,

9K3aMEeHBI U KOHCYabTanuu — 0 4acos;

CaMOCTOSITENLHOM yueOHOU paboThl 0Oyuaromerocs — 0 4acos.



2 CTPYKTYPA COJIEP)KAHUE YYEFHOM JUCIUILJINHBI

2.1. O0beM yueOHOI JMCHUILIMHBI M BUABI Y4e0HOH padoThl

Bua yueOHoii padoThl

O0BbeM yacoB

O0mmii 00bem 00pa3oBaTeIbHOI HATPY3KH 00y4YaroIIerocst 92
CamocrosiTeibHas yueOHass padoTa o0yuaromerocs -
Harpy3ka gucuMiuinHbl BO B3aUMO/IEeHCTBHM € penoaaBaresiemM 92
B TOM YHCIIE:

TEOpeTUIeCcKoe 00ydeHne 46
NpaKkTUYecKas MOJrOTOBKA 72
nabopaTopHbIE 3aHATHS (€CITU TPETYCMOTPEHO) -
MIPAKTUYECKHE 3aHITUS (€CIIU MPEyCMOTPEHO) 46
KypcoBasi paboTa (IIpoeKT) (eciau mpeaycCMOTPEHO) -
KOHTpOJIbHAs paboTa -
Camocmosmenvhas paboma 0

IIpomexyTouHas aTrecTauus NPpoBoAuTcH B popme Juddepenyuposannozo 3auéma




2.2. TemaTu4ecKkuii IJIaH U coJep:kaHue ydeOHou qucuunannbl UandopmannonHas 6€30mMacHOCTD

Haumenoeanue Cooeporcanue yuebnozo mamepuana u popmul op2anu3ayuu Yposens Oobvem uacos Ocesaugaempole
paszoenos u mem desamenbHOCMU 00yUaAOUUXCA oceoenusn 971eMeHmul
KomnemeHuyui
1 2 3 4
Tema 1. llousitue u | Cooeporcanue yueonozo mamepuana Yposeno OK 1, OK 2,
OCHOBHBIE 0CBOCHUA OK 4, OK 5,
coctaBjaromue Ub 1. Cymnocts u mnoustue HUB. MexnucuumivHapHbie 1 OK 9, OK 10,
ceu Wb ¢ 0a3amu JaHHBIX, CHCTEMHBIM U IPHUKJIATHBIM I1IK4.4
MPOrpaMMHUPOBAaHUEM, KOMIIBIOTEPHBIMHU CETAMH, TIPABOBEACHUEM. 2
Buytpennsas wundopmanusa. Buemnss undopmanus. CsoiicTBa
nHpopmanuu. HeoOXoauMOCTh M WM 3aliuThl HH(QOPMAITIH.
Omnpenenenue Wb, IIpoomema WMb. Mecto Wb B cucreme
HalMoHaIbHOM Oe3omacHocTu ctpanbl. Cocrapnsomnme 1b.
Temamuxa npakmuueckux 3aHAMUIL U 1a60pPamopHsIX padom 2
1. Ananus npumepos Hapyienuil Ub. BoisiBnenue 3HaunMbIx 2
cocraBistonnx b u xapakrepuctuk MC B KOHKPETHBIX
CUTYaIHSIX
Ilpakmuueckaa noozomogka -
Camocmoamenvnasn paboma 00yuaruuxcs -
Tema 2. Buasl yrpo3 Cooepotcanue yueonozo mamepuana Yposeno OK 1, OK 2,
Ub 0CB0CHUA OK 4, OK 5,
1. IMonsTue yrposnl. Yrposa Ub. Va3zsumocTts. OkHO 1 OK 9, OK 10,
onacHocTH. Kpurepun kinaccupukanuu yrpos. I1K4.4
2. ¥Yrpo3bl HapylIeHUus1 KOHPUIeHIMATbHOCTH.
HecankunonupoBanHslii Joctyn k uHgopmaruu. [Ilepexsar
nanHbIX. Kpaxa Hocuteneit mHpopmanuu. Metoibl colfuaibHON 8

umxenepun. @ummnr. MHcalaepsl. 3noynoTpedieHue
MTOJIHOMOYUSIMU

3. ¥Yrpo3sl HapyIeHHus He10cTHOCTH. CTaTnueckas
LETOCTHOCTh. /IluHamMuyeckas nenocTHocTs. Hapymenns
ayreHTnuHocTH. Hapymenus anemnupyemoctu. [Togior
(papmunr). SQL-urbekusa. Hapymenue aroMmapHOCTH
TpaH3aKUUH. AKTUBHOE ITPOCIYIINBAaHUE. ATaKa «4€JIOBEK
nocepenune». HempennamepeHHbIe OMMOKH.
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

4. ¥Yrpo3sl HapyuieHHus 10cTynHocTH. OTKa3
noas3oBareneid. Buyrpennuit otkaz UC. OTka3 noaaepkuBaroien
UHPACTPYKTYPHI. ATPECCHBHOE MOTPEOICHHE PeCypCcoB. ATakH Ha
oTka3 B o0cnykuBanu. [lepenonnenue 6ydepa.

Temamuka npakmuueckux 3aHAMUN

1. Pelienue cutyalluoOHHBIX 3a/1a4: BhisiBiieHHe yrpo3 b B
KOHKPETHBIX CHTyalusx. JleMoHCTpaIus moJyiora npu
paspelleHny CUMBOJILHOTO uMeHHu B IP-anpec myTém
moudukaimu ¢aitna hosts. M3noxenne cxeMbl aTaki Ha OTKa3 B
obciyxuBanuu (ataku SYN-mropm, ICMP-mropm).

Hpaxmuttecxaﬂ n0020MoO6Ka

Camocmoamenvnan paboma ooyuarwwuxcsa

Tema 3. Bpenonocnoe
NnporpaMMHoe
odecneuenue (I10)

Cooepotcanue yueonozo mamepuana

Yposenw
0c8oeHUs

1. IHousitue BpenonocHoro IO u xanaJbl ero
pacnpocrpanenusi. BpenonocHas nporpaMma. Jlornueckas
6oM0a. OcHOBHBIE KaHaJIbl PACIPOCTPAHEHMSI: JIOKAJIbHAS
BBIUYHCIIUTENbHAS CETh; CETh VIHTEpPHET; 2IEKTPOHHAsS 1104Ta;
MOOWIbHBIE HOCUTENH. MeTobI 3auThl 0T BpenoHocHoro [10.
Knaccugukanus spenonocnoro I10. KomnbroTepHslii BUpyc.
JKu3HeHHbI KUK KoMIbloTepHOTrO BUpyca. Kinaccuduxamms
KOMIIbIOTEpHBIX BUpYcoB. TectoBeiii Bupyc Eicar. CereBoit uepBb.
KuzHennsblil nuki cereBoro yepss. Kinaccugukanus ceTeBpix
yepBen.

2. Knaccupurkauus Bpenonocnoro INO. TposiHckas
nporpaMMma. JKM3HEHHBIA HUKJIT TPOSTHCKOM ITPOTrPaMMBI.
Krnaccudukanus tposiHckux nporpamm. Y ciaosHo-omnacHoe [10.
OkcrioiT. Pyrkut. [lInnonckoe I10. Komnbrorep-30M6u. boTHeT.
3. IIpu3snaku 3apaskeHHsi KOMIIbIOTEPa BPEIOHOCHBIM
ITO. IIpunuunst padorsl anTuBupycHoro I10. fIBHble
MIPOSIBJIEHUS: BCIUIBIBAIONIME COOOIEHUS; N3MEHEHUE HACTPOEK

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K4.4
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

Opay3epa; HecCaHKIIMOHUPOBaHHBIN BbIXx0a B HTepHET. KocBeHHBIE
MpOsIBJICHUS: cO0M B paboTe ornepanmoHHoi cuctemsl u [10;
6nokupoBanue anTuBUpycHOro [10 u caiiToB;
HECaHKIIMOHUPOBAHHAS PACCHUIKA 3JIEKTPOHHBIX UceM. CKpBIThIE
MIPOSIBJICHUS: HAJTMYWE TTOI03PUTEIbHBIX (hailsIoB U POIIECCOB;
MIOJ03PUTEIIbHASL CETEeBasi aKTUBHOCTD.. Pe3uieHTHas npoBepka.
CkanupoBanue 1o TpedoBannto. CUrHaTYpHbIN aHAU3.
Oppuctuueckuil ananus. [IpoakTuBHas 3amura. AHTUBUPYCHOE
anpo. Kapantun. Mexanusm 6€301acHOrO UCIIOJHEHUS
MIPOrPaMMHOTO K0J1a («IIECOYHUIIAY).

Temamuxa npakmuueckux 3aHAMUI U 1a60PAmopHbLIX padom
1. Onpenenenue GyHKINOHATIBHBIX BO3MOXKHOCTEH 1
IIPUHLIMIIOB PabOTHI TPOSTHCKOM MpOrpaMMbl Ha IpUMeEpe
KJIaBUaTYPHOTO IIMHOHA.

2. BrinonHeHue npoBepKy KOMIIbIOTEpA Ha HaJIM4Ke
IIPU3HAKOB 3apakeHus BpenoHOCHBIM [1O: necnenoBanue HacTpoek
Opays3epa, 3alylIeHHbIX IPOLECCOB, AEMEHTOB aBTO3aIlyCKa,
CETEBOM aKTUBHOCTH.

3. O60cHOBaHNE TPUMEHEHHSI HOPM YTOJIOBHOTO 1paBa B
KOHKPETHBIX CUTYyallUsIX, CBSI3aHHBIX C CO3/1aHUEM U
WCIIOBb30BaHueM BpenoHocHoro [10.

4. Brinonnenue yctaHoBku antuBupycHoro I10.
O6ocHOBaHME BBHIOOPA YCTaHABIMBAEMBIX KOMIIOHEHTOB.
OOHOBIIEHNE aHTUBHPYCHBIX 0a3. BrIonHeHNE HACTPOHKH
IapaMeTpOB AaHTUBUPYCHOM M IPOAKTUBHOM 3amuThl. HacTpoiika
YBEIOMIJIEHUH. BBINIOJTHEHNE aHTUBUPYCHOTO CKAaHUPOBAHUS C
3aJlaHHBIMU [TapaMeTpamMu

Hpakmuuecmm n0020MOBKa

12

Camocmoamenvnan paboma odyuarwuuxcs

Tema 4. IIpaBoBbIe
OCHOBBI o0ecIieYeHu s

Cooeporcanue yueonozo mamepuana

Yposenw
0ceoenus

OK 1, OK 2,
OK 4, OK 5,
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

HUb

1. Crpykrypa npasosoro obecneyenus Ub.
MexayHapoaHbIe KOHBEHITMHU U deaepaibHble 3aK0HbI PD. Yka3sl
IIpesunenra P®. Iloctanosnenus IIpasurenscrea PO.
l'ocynapcrBennbie ctaniapthl. PykoBoasiue nokymeHTel @CTOK
(I'octexxomuccun) u ®Ch POD. JlokanbHble HOpMAaTUBHBIE aKTHI U
METOANYECKUE PEKOMEHAALINH.

2. Kaacenpukanus mnHpopManuu 1o BUIAM TAalH.
3ammTa npaB cOOCTBEHHOCTH Ha HHGopManu. YpOBHU
noctyna K naHdopmarun. 'ocynapcTBeHHas TaifHa U CTETICHU e
cekpeTHocTH (rpudsr). Kommepueckas taiiHa u rpajanuu eé
1eHHOCTH. baHkoBckast TaiiHa. Buapl mpodeccrnoHanbHbBIX TalH.
Buner cnyxebnbix TaiiH. OOBEKThl HHTEIUIEKTYaIbHON
cobctBenHoctu. [IpaBa BiaseHus, MOIb30BaHUS U PACTIOPSKEHHS
unpopmanueit. 3ammra aBropckux npas B 'K PD.Ilepconanbubie
JTaHHbIE

Temamuxa npakmuueckux 3aHAmMuil U 1a60pamopHsvixX padom
1. Pemenue cutTyanmoOHHBIX 337a4: HAX0XICHUE TPUMEHUMBIX
MIPABOBBIX HOPM B 33/IaHHBIX YCIOBHSIX.

OK 9, OK 10,

Ilpakmuueckasn no02omosKa

Camocmoamenvnasa paboma 00yuarwuwuxcs

Tema 5. OueHounbie
CTAaHIAPTHI U
TeXHHUYECKHE

cneurpukanum B
ooaacrtu Ub

Cooepotcanue yuednozo mamepuana

Yposenw
0C60€CHUS

1. «OpanzkeBas kaura». Ub pacnpeneséHHbIX cucTem.
Pexomenpanuu X.800. bezomnacHas cucrema. JloBepeHHAs
cucrema. [lepumerp 6e3onacHocT. OCHOBHBIE MEXAHU3MBbI
6e3onacuHoctu. Knaccudukamnus MC no crenenu nosepus
6e3omacHoctu. CereBble PyHKIMU Oe30macHOCTH. CeTeBbie
MEXaHU3MBbI 0€3011acHOCTH. B3anMoCBs3b QyHKIINN 1 MEXaHHU3MOB.
O0s3aHHOCTH aIMUHUCTPaTOpa 6€30MaCHOCTH.

2. «O6mue kpurepum». Crangapr 1ISO/IEC 15408.
Yupasaenue UB. Cepus crangapros ISO/IEC 27000.Cpena
Oe3ormacHOCTH U €€ acreKThl. [lenn 6e3omacHoCTH.

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

@OyHKIMoHaNbHEIE TpeOoBaHus OezonacHoctu. TpeGoBanus
noBepus. [Ipoduns 3ammurel. 3aganue mo 6e3onacHoctu. [[OCT P
15408-2002. Cuctema ynpapieHust ©H()OPMAITHOHHON
6e3onacHocThio. Mogens PDCA (muki [lemunra). Meponpustust
no ynpasienuto Ub (cepsucer 6e3onacuoctu). TOCT P 17799-
2005.

3. PyxkoBoasimue nokymentol ®CTIK
(I'octexxkomuccun) u ®Ch. Cnenndpuxaunn RFC Poias ®CTOK
u OCBb B obecnieuenun Ub. O630p pyKkoBOASIIUX JOKYMEHTOB
OCTIK. Knaccudukanus aBToMaTU3UPOBAHHBIX CHCTEM 10
YPOBHIO 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
TpeboBanus K 3aMUIIEHHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM.
Hopmatushubie nokymentsl ®CTOK u ®Cb no opranuzauuu
3amuThl nepcoHanbHbIX qaHHbIX (I1/{x). [Tonstue RFC.
Kuzuennsnii kit u Buael RFC. RFC 1244, 2196 «PykoBoacTBO
1o nHpopMalMoHHOH Oe3omacHocTH npennpusatusy. RFC 2350
«Kax pearupoBaTh Ha HapyleHUS! THPOPMAITUOHHOMN
0€30I1aCHOCTH»

Temamuka npakmuueckux 3aHAmMuIl u 1a00pamopHslx padom
1. N3noxenue npakTUYECKUX PEKOMEHIAIUH 110 YIIPABICHUIO
Wb no oTHOIIEHHIO K OTHOMY M3 CEPBUCOB O€30MaCHOCTH,
onucanubx B 'OCT P 17799-2005.

2. Onpenenenune knacca C nepcoHanbHbIX JaHHBIX
(UCITAn) ana UC runoreTH4eckoi opraHu3aliii B COOTBETCTBUN
¢ coBMecTHBIM MiprKkazoM OCTIK, ®Ch u Munundpopmcsszu PO
Ne 55/86/20 ot 13 deBpamns 2008 r.

3. BrlInonHeHne OLIEHKN MCXOTHOM CTENEHH 3alMIIEHHOCTH
NCIIdH, BeIgENEHNE aKTyaJIbHBIX YTPO3 O€30MaCHOCTH B
COOTBETCTBUH C «METOAUKOMN ONpPEEIeHHUS aKTyalIbHBIX YTPO3
6e3onacnoctu I1/1H npu ux obpadotke B MCI1IH».

Ilpakmuueckas no0comosxa

Camocmoamenvnas paboma odyuarouwuxcs
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

Tema 6. IIpuHUMNIBI
obdecnieuenust Ub na
NPOrpaMMHO-
TEXHHYeCKOM YPOBHe

Cooepotcanue yuednozo mamepuana

Yposenw
0ceoenusn

1. AnmunucrpaTuBHblii yposens UB. IlpouenypHbiii
ypoBenb Ub. Ilonutrka 6e30macHOCTH. Y POBHU MOJMTHKA
6e3omacHoctu. [Iporpamma 6e3omacHocTr. CHHXPOHU3ALUS
MIporpaMMbl 0€30MaCHOCTH C JKU3HEHHBIM 1ukiom MC.
VYnpasiieHue puckamy. JTanbl ypasieHUs puckamu. Borpocs!
0€30MMacHOCTH, CBSI3aHHbIE C TepcoHaIoM. Pu3ndeckas 3amuTa.
[Moxnepsxanue paborocriocodHOCTH. PearnpoBanue Ha HapyIICHHE
pexxuma 6e3omacHocTH. [ImannpoBaHue BOCCTAHOBUTENBHBIX
pabor.

2. OcCHOBHBIE NIOHATHS POTPAMMHO-TEXHUYECKOI0
ypoBHs UB. IIpuHuMnbI apXuTeKTYpHOH 0€3011aCHOCTH.
CepBuchl 6€30MaCHOCTH MPOTPAMMHO-TEXHUYECKOTO YPOBHSI.
Mecto cepucoB 6e3onacHocTH B apxurekrype UC. Bunbl mep
6e3onacHocTu. OcobenHocTu coBpeMeHHbIX VIC, cyliecTBEHHbIE ¢
touku 3penus Ub. HenpepriBHOCTh 3amuThl. CiaenoBanue
crannapram. Mepapxuueckas opranuzanus C. Ycunenne camoro
ciaboro 3BeHa. HeBo3MOKHOCTB Iiepexo/ia B HeOe30macHoe
coctosiHue. MuHuMm3auus npusuiernii. Paznenenue
00s13aHHOCTEHN. DIIEIOHUPOBAHHOCTH 000pOHKI. PaznoobOpasue
3amUTHBIX cpeacts. [Ipocrora n ynpasnsemocts UC.
MuHuMHI3a1us 3aUUTHBIX CPEJICTB HA KJIMEHTCKUX CUCTEMax

1

Temamuxa npakmuueckux 3aHAMUIL U 1a60pamopHsIX padom
1. Pemenre cuTyainoOHHBIX 3a/1a4: 000CHOBAaHUE TIPUMEHEHUS
MIPUHIIMIIOB APXUTEKTYPHOUN 0€30MaCHOCTH B 33JJaHHBIX YCIOBUSIX

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,

Ilpaxkmuueckas no0comosxa

Camocmoamenvnas paboma odyuarouwuxcs

Tema 7. Cpeacra
of0ecrieuyeHus

Cooeporcanue yuednozo mamepuana

Yposenw
0ceoenus

OK 1, OK 2,
OK 4, OK 5,
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Haumenosanue Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu Yposeno Oobvem uacoes Ocesaugaemoie
paszoenos u mem desmenbHOCMU 00yUaAOUUXCA oceoenusn 971eMeHmul
KomnemeHuyui
1 2 3 4
KoHGuaeHIaNbHOCTH | 1. IlocTpoenue cucrem 3aIUTHI OT YTPO3 HAPYLICHHSA 1 OK 9, OK 10,

KOH(uaeHnuaabHocTH. UneHTudukanus u ayreHTupuKanms.
CtpyKTypa CUCTEMBI 3aLUTHI OT YTPO3 HAPYILLIECHUS
KOH(UeHMaabHOCTH. OpraHn3aluoHHble Mephl 3aUThl. bazoBas
cxema uaeHTU(UKauK U ayTeHTU(huKanuu. Buast
ayreHTU(uKanuu. Buasl ayrentugukaropos. Buasl cucrtem
uneHTudukanuu u ayreaTudura. OcoOeHHOCTH MapOTbHBIX
cucTeM ayTeHTU(UKa1. MeToibl XpaHeHHsI TapoJieH.
Wnentudukarop 6e3omacHoct. CepBep ayTeHTU(DUKATUT
Kerberos. OcobennocT OMOMETPHUYCCKUX CHCTEM MICHTH()HUKAIUN
U ayTeHTU(UKAITIH.

2. Yupasaenue gocrynom. Ilporoxkouposanue u ayaur.
Marpuna gocryna. Moaenu ynpaBiaeHHs JOCTYIIOM.
JIMCKpeMOHHOe ¥ MaHAaTHOE yIpaBiieHne A0cTynoM. Criucku
koHTpous nocryna (ACL). PoneBoe ynpasnenue noctynom. Lemun
IPOTOKOIMPOBaHUs U ayauTa. CoOBITHS, TOATIEKAILUE AYAUTY.
WNupopmanus, nojaiexanias perucrpaiyy. TUNIOBbIE CPEACTBA U
METOJIbl BeJleHus ayauTa. CUCTEMHBIE CIIUCKM KOHTPOJIS 10CTyNa
(SACL). Beibopoutoe mpOTOKOIMPOBAHUE. AYIUT YCIIEXOB U
ayJIuT OTKa30B. AKTUBHBIN ayauT. CurHarypa araku. CUCTEMBbI
oOHapyxkeHHsl BTOp:keHUH. CucTeMbl IPeIOTBPALLICHUS
BTOP’KECHU.

3. CuMMeTpUYHOE M acHMMeTpUYHOe mudpoBaHue.
CkpbiTue ungopmanuu (creranorpagus). Kpunrorpadus.
Kpunroananus. Kpunrocucrema. Kpunrorpaduueckuii kitou.
Kpunrorpaduueckas croiikocts. CTpyKTypa CHMMETPUYHOM U
ACUMMETPUYHON KpUNTOCUCTEMBI. OTKPBITHIN U 3aKPBITHIN KIHOYH.
Cdepsl Hconp30BaHUS CHMMETPUYHON U aCHMMETPUYHOM
KpUINTOCHCTEMBL. THIOBBIE KpUNITOrpadUUECKUe alrOpUTMBI.
Kpunrorpaduueckuii anroputm RSA. CocTaBHbIE KIHOYH.
Nudpactpykrypa oTKpBIThIX Kitouel. LludpoBoii ceprudukar.

VY nocroBepstonwmii nentp. Haznauenue creranorpaduu.
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

Knaccudukanus meronoB creranorpaduyeckoro npeoOpa3oBaHusi.
Tunel creranorpaduueckux anroputMoB. Anroputm LSA.
OCoOEeHHOCTH TPUMEHEHHUS CTETaHOTPaHH.

4, JKpaHUPOBAHME U AHAJIN3 3AMIIIEHHOCTH.
Tynueauposanue. HazHauenue skpanupoBanusi. MexcereBou
9KpaH. ApXUTEKTYpPHBIE acTIeKThl SKpaHupoBaHus. [lakeTHbIN
¢unsTp. lnro3 ceancoBoro ypoHs. LIm03 MpUKIagHOTO YPOBHSL.
IIpokcu-cepsep. Cucremsl aHanu3a 3amuméHHocTy. Llenn
TYHHEJIHUPOBaHUs. BUpTyanbHbIe YaCTHBIE CETH.

Temamuxa npakmuueckux 3aHAMUIL U 1a60pPamopHsIX padom
1. Co3naHue monp30BaTeleil v rPyI B ONEPauOHHON
cucreme (OC) Windows. Pemienue 3amau morcka u copoca
I1apoJIe MOJIb30BATENCH.

2. BrinmonHenne HaCTPOWKH CUCTEMBI TAPOJIHHOMN 3aIUTHI B
nokanpHOU mosmTrKe 6e3omacHocTr OC Windows.

3. Co3aaHue CIMCKOB KOHTPOJIS IOCTYNa U Ha3HauUeHHE MpaB
noctyna Ha ypoBHe (aitioBoit cuctembl NTFS B 3amanabIxX
YCIIOBHSX.

4. Brinonnenue Hactpoliku napamerpos ayaura B OC
Windows B 3aanHbIX ycinoBuaX. [lomyyeHne u HTEpIIpeTaus
pe3yIbTaTOB ayIuTa.

5. Beimonnenue ycranosku 10 amst paboTsl ¢
UHQPACTPYKTYpPOil OTKPBITHIX KiItouel. Co3laHue OTKPBITOTO U
3aKpBITOTO KPUNTOTpaPUUECKUX KIFOUEH.

6. Brimonnenune ycranoBku 110 miis creranorpaguyaeckoro
npeoOpa3oBanus. BeimoaHeHue oneparuii no CKpeITUIO U 0OMEHY
CKPBITOM MH(OpMaILHEi.

7. BrinonHenue ycTaHOBKH ceTeBoro ckanepa. Ornpenenenue
crucka OTKphIThIX mopToB B OC WIindows npu moMoIim ceTeBoro
CKaHepa.

8. BrinosiHeHNE HACTPONKHN MEAKCETEBOr0 SKpaHa: CO3/ITaHHe
paBui (pUIBTpPAIIMM NAKETOB JJISl MPEAOTBPAIICHUS I0CTYNA K

18
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie

JJ1emenmbl

KomnemeHuyui

1

2

4

BHYTPEHHUM CEPBHCAM.

9. BrinonHenue HaCTpOWKHM MEXKCETEBOT0 SKpaHa: CO3/1aHue
npaBui (pUIBTPAIIMH TAKETOB JJISl IPEAOTBPAIICHHUS JTOCTYIA K
BHYTPEHHUM CEpBHCAM.

Hpakmultecmm n0020MO6Ka

26

Camocmoamenvnan paboma odyuaOwuxcs

Tema 8. CpencrBa
ol0ecrnieyeHust
HEJOCTHOCTH

Cooepotcanue yueonozo mamepuana

Yposenw
0c8oeHuUs

1. ITocTpoenune cucreM 3aIUTHI OT YTPO3 HAPYILICHHSA
nesocTHocTH. [IpunHnune! odbecneyenust nenoctHoctu. CTpyKTypa
CUCTEMBI 3aLIUTHI OT YTPO3 HAPYUIECHUS LIEIOCTHOCTH.

2. Kpunrorpadpunueckne xem-pyHkunu. J1eKTPOHHAA
uudposas nognuch (LI). Haznauenue xem-QyHkunii.
Komnmunsus. [IpuunHbl BOSHUKHOBEHUS KOJUTM3H. Bribl xem-
¢ynkuuit. Conb (Monudukatop kiova). HazHauenue u
npumenenue DLII. CummMerpuuHas U1 aCHMMETPUYHAs CXeMa
OUII. Peanusanus mexanuzma OLII. ®opmuposanue D111
[Tposepka DIII1. Monenu arak. Kommusuu nepBoro u BTOporo
paza.

1

Temamuka npakmuueckux 3aHAMUIL u 1a00pamMopHvIX padom
1. VYcranoska [1O ms pacuéra xemeit. OnpeneneHue
1enocTHocTH (aiiia npu nomoiu xem-pyukuuit MDS u SHA-1.
2. Beinonnenue onepatuii o 0OMeHy OTKPBITBIMU KITFOUaMH
yepe3 HHPPaCTPYKTypy OTKPBITHIX KIIIOUEH, OTIpaBKe U
MOJTYYEHHUIO 3aIMPpOBaHHBIX M noanucanHbix LI TOKyMEeHTOB.

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K4.4

Ilpakmuueckas nodzomosKa

Camocmoamensnas paboma odyyarouwuxcs

Tema 9. Cpencrna
ol0ecnieyeHust

Cooepotcanue yueonozo mamepuana

Yposenw
0C80€CHUS

OK 1, OK 2,
OK 4, OK 5,
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuedono2o mamepuana u popmol op2anuzayuu
oesamenvHoCmu 00y4arnuuxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemuie
I1eMeEeHmbl
KomnemeHuyui

1

2

4

AOCTYNHOCTH

1. 3anauya obecneyeHusi BbICOKOH JOCTYIHOCTH.
IlocTpoeHue cucrem 3alUTHI OT YIPO3 HAPYLIEHUSA
poctynHocTu. lHTEeHCHBHOCTH 0TKa30B. CpeHee Bpems
HapaOOTKHU Ha 0TKa3. Buael Mep obecrieueHus: BEICOKOM
noctynHoctH. KauectBo o6cnyxuBanus (Q0S). Ctpykrypa
CUCTEMBI 3alIUTHI OT YrPO3 HAPYIICHHS TOCTYITHOCTH.
JlyObnupoBaHHe KaHAJIOB CBSI3U M CETEBOTO 00OPYAOBAHMUSL.

Jly6onupoBanue cepBepoB. OTkazoycToitunBbiii kinactep. PesepsHoe

KOITMPOBAHWE JTAHHBIX. METOBI PE3EPBHOTO KOITUPOBAHUS
nanabix. RAID-maccuBel. ObecnieueHre 00CITyKUBaeMOCTH.

2. YupagpiieHue HHPOPMAITHOHHBIMHU CEPBUCAMH U
cepBucamu 0e3onacHocTu. CocTaB ynpaBIIeHUS.
@OyHKIMOHAIbHbBIE 00JIaCTH YIIpaBlIeHU. APXUTEKTypa
«MEeHeKep—areHT». JloBepeHHoe ynpaBiieHue. Y pexaronee
yrnpasnenue. Cucremsl yrpasienus. KoHTpob
MIPOU3BOIUTEILHOCTH.

Temamuxa npakmuueckux 3aHAmMuil u 1a60pamopHvIX padom
1. BrinonHenue HaCTpONKH MapaMeTpoB pe3EPBHOTO

KOITMPOBAHUA JUCKOB B COOTBECTCTBUU C p33pa6OTaHHBIM TIJTaHOM.

BrinonHenue pe3epBHOro KONMUPOBaHMS U BOCCTAHOBIICHUS
nanHbIx. Co3nanue nporpammuoro RAID-maccuBa Tuna
«3epKajio». BeInoaHeHne 3aMepoB MPOU3BOAUTEIBHOCTU U
TECTUPOBaHUE O0TKa3a oJHoro u3 anemeHToB RAID-maccuBa

OK 9, OK 10,
I1K4.4

Hpakmuuecmm n0020MoO6Ka

Camocmoamenvnasa paboma odyyarwuuxcs

Huroro

92
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3 YCJIOBUSA PEAIN3ZAIIUU TPOT'PAMMBI JUCHUIIJIMHBI
3.1 TpeGoBanuss K  MHHUMAJIBHOMY  MaTepPUAIbHO-TEXHUYECKOMY
o0ecne4eHn 1o

JUist  peanuzanuyd TporpamMMbl  y4eOHOW JUCHUIUIMHBL JOJKHBI  OBIThH
MPEAYCMOTPEHBI CIETYIONTUE CIIEIUATbHbIE TOMEIICHUS:

Jlabopatopuss ~ «IIporpammHoro  obecredeHuss M CONPOBOXKICHHUS
KOMITBIOTEPHBIX CUCTEM).

3.2. UupopmanuoHHOe oOecnieyeHue peau3alu NporpamMmMbl

Jist  peanuzammu  mporpaMMbl  OMOIMOTEUHBIH (OHA 00pa3oBaTEILHON
OpraHu3aliy JOHKCH UMETh TEYAaTHBIC W/WIIA JIEKTPOHHBIE 00pa30BaTelbHBIE U
WHOOPMAITMOHHBIE  PECYpPChl, PEKOMEHIYEMBIX IS  WCIOJIh30BaHUS B
00pa30BaTeNHLHOM IpOLIecce

3.2.1. [leyaTHbIe U3TaHUS

1. bapanoBa, E. K. OcHoBbl uHHPOpMalMOHHON O0€30MaCHOCTHU:
yueonuk / E. K. bapanosa, A. B. ba6ami. - Mocksa: PUOP: UH®PA-M, 2021. —
202 c.

2. Mapreika, T. JI. UudpopmanuonHas O0e€30MacHOCTh: Yy4eOHOE
nocobue / T.JI. Tlapteika, U.W. TlonmoB. — 5-e¢ u3x., nmepepad. u mon. — Mockaa:
OOPYM: UHD®PA-M, 2021. — 432 c.

3. PoanueB, FO0.A. HopmaTtuBHas 6a3a W cTaHmapThl B 00JacTH

uH(popManmoHHOW Oe3zonacHocTH. YuyebHoe nocodue / FO.A. PoauueB. - CaHKT-
[TerepOypr: Ilutep, 2021. - 256 c.

4, CprueB, 10. H. 3ammra wuHpopManmu U HHPOPMALHUOHHASA
oe3onacHocTh: yueOHoe nocobue / FO.H. CoiueB. — MockBa: UHOPA-M, 2021.
— 201 c.

S. CobiueB, 0. H. Cranpaptel uH(QOpMAIIMOHHOW O€30MACHOCTH.

3amura 1 00paboTKa KOH(PHUACHIIMATBHBIX JOKYMEHTOB: yueOHoe mocodue / FO.H.
CerueB. — MockBa: MH®PA-M, 2021. — 223 c.

DNEKTPOHHBIE PECYPCHI:

1. [Topran s mpodeccronanoB WHPOPMAITMOHHOW OE30MaCHOCTH:
caiiT. — MockBa. — O6HoBisIeTcss B TeueHue cytok. —URL:http://www.itsec.ru/
(mata oopamenust 10. 06.2021). — TekcT: 3eKTPOHHBIN

2. NudopmarimonHnsiii moptan mo nHGOPMAIMOHHON 0€30MMacHOCTH
caltT. — MockBa. — OOHoBuserca B  TeueHue cyrok. —URL:
https://www.securitylab.ru/ (mata oopamenus 10. 06.2021). — TekcT: MEKTPOHHBIH

3. HoBoctu unpopmaimonHoii 0e30macHOCTH: cailT. — MockBa. —

OonoBsieTcst B Teuenue cyrok. —URL: https://www.anti-malware.ru/news (mara
obpamenust 10. 06.2021). — TekcT: 2IeKTPOHHBIN

4, KomnreroTepnas cripaBouyHas mpaBoBasi cucrema B Poccuu: cair.
— Mocksa. —URL: http://www.consultant.ru/ (mara obpamenus 10. 06.2021). —
TeKcT: 3JIEKTPOHHBIN
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3.3. Opzanuzayus oopazoeamenvHo20 npoyecca

3aHATHS 110 U3YUYEHUIO TAHHOW TUCITUTIIMHBI IPOBOAUTCS B TPATUITMOHHONU opMe
oOyueHusi, KOTopasi XapaKTepu3yeTcs TPAAUIMOHHOW Mojaueldl Marepuana MpH
HEMOCPEACTBEHHOM OOIIEHHH O0y4YaeMBbIX C MPENOoJaBaTeIeM M BO3MOKHOCTHIO
uanora MEXIy HUMH, a Tak)Ke MPOBEJACHUEM MPAKTHYECKUX 3aHATUH. [Ipu aTOM
pexkoMenyetcs ucnoib3oBanue MKT u Apyrux TeXHUUYECKUX CPEACTB 00yUCHHUS.
Kaxnpiii oOydaromuiicss A0DKEH HUMETh JOCTYN K KOMIIBIOTEPY Ha BCE BpeMs
oOy4eHusi, 000pyI0BaHKE JIOJKHO ObITh COOTBETCTBYIOIIHM.

Jns  neMoHCTpallMM MaTepuana Ha  JIGKIMOHHBIX 3aHATHUAX HE0O0XO0IuM
MYJIbTUMEIUNHBIA IIPOEKTOP.

Bxoouvie mpebosarnus k ooyuarowumcs: ocoowvix mpebosaruil Hem.

3.4. Kaodpoeoe odecneuenue 00pazosamenvHozo npoyecca

TpeGoBaHus K KBATM(DHUKAITAN TIEAATOTMYECKUX KaIPOB:

Peanuzanust oOpazoBaTeibHOM MHporpaMMbl 00€CTICYMBACTCS PYKOBOMSIIUMU U
NeJarornieckuMu  pabOTHUKaMH 0Opa30BaTENbHOW OpraHU3alid, a TaKKe
JULAMHU, TPUBJIEKAEMBIMU K peanu3aluu o0pa3oBaTeIbHOM MporpaMMbl Ha
YCIOBUSIX  TIPaXKJAHCKO-NIPAaBOBOTO  JIOTOBOpPA, B TOM YHUCIE M3 4YHCIA
pyKoBoaUTENEH U PaOOTHUKOB OpPraHM3alUi, AESATENbHOCTh KOTOPBIX CBA3aHA C
HaIPaBJICHHOCTHIO peain3yeMoil 00pa3oBaTeNbHON MPOTpaMMbl (MMEIOIIUX CTaX
paboThl B JaHHON Npo¢ecCHOHaIbHON 001acTH HE MEHee 3 JIET).

KBanmudukanus mnegarorudeckux pabOTHUKOB 00pa3oBaTENbHON OpraHu3aiuu
JIOJDKHA ~ OTBEYaTh  KBaJU(UKAIIMOHHBIM  TpPEOOBaHUSIM,  YKa3aHHBIM B
KBATM(PUKAIMOHHBIX CIpPAaBOYHUKAX, U (WJIM) MPOPECCHOHANTBHBIX CTaHIApTax
(pY HATTMYUN).

[lenarornvyeckue paOOTHUKK TIOMYYalOT JOTOJHUTEIBHOE MPOQPECCHOHATBHOE
oOpa3oBaHHE TIO0 MTpOorpaMMaM TOBBIIMIEHUS KBATH(PUKAIIUNA, B TOM YHCIIe B (opMe
CTRXHUPOBKHM B  OpTraHM3aIlUsAX, HaANpaBiCHUEC  JACITCIBPHOCTH  KOTOPBIX
COOTBETCTBYET 00JacTH MpodeccuoHaIbHON NeSITENbHOCTH, YKa3aHHOW B IYHKTE
1.5 ®I'OC CIIO no naHHOM clieManbHOCTH, HE pexe | pa3a B 3 roga ¢ ydeTom
pacHIMpPEeHUs CIEKTPa NPOPECCUOHAIBHBIX KOMIIETEHIIUH.

Jlons memarornyeckux paOOTHUKOB (B TIPUBEACHHBIX K  IEJIOYMCICHHBIM
3HAYEHUSIM CTaBOK), 00ecreunBarouX OCBOEHUE oOydJarorumucs
poeCCHOHANTBHBIX MOJYJICH, UMEIONINX OMBIT JACSITEILHOCTH HE MeHee 3 JIeT B
OpraHW3allusIX, HAMpaBJICHUE JCSITEIIBHOCTH KOTOPBIX COOTBETCTBYET 001acTH
npodeccuoHaNbHOM AesaTenbHOCTH, YKa3anHo! B myHkTe 1.5 ®I'OC CIIO nanHoM
CHEIUATBHOCTH, B OOIEM YHCIe TMEeJarorudecKux pabOTHUKOB, PEaTU3YIONIUX
o0Opa3oBaTenbHYyI0 TPOrpamMmy, J0JKHA OBITh HE MeHee 25 %.
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4  KOHTPOJIb
JUCHUIIIAHBI

n

OIIEHKA

PE3YJBTATOB

OCBOEHUA

Peszynomamut 00yuenus

Kpumepuu OUECHKU

Dopmul u memoowt
OUeHKU

Ilepeuens ymenuii, oceausaemvlx 6

PAMKAX OUCYUNTUHBL:

- MIPUMEHSITh HOPMaTUBHbIE
MIPABOBBIE AKThI, HOPMATHBHBIC
METOJUYECKHE IOKYMEHTHI 10
o0ecne4eHuno
nH(pOpMaITMOHHOM
0€30I1aCHOCTH;

- BBISIBJISITH OCHOBHBIC
yrpo3bl HHGHOPMALIMOHHON
0€30I1aCHOCTH;

- MIPOU3BOIUTH YCTAHOBKY U
HaCTPOUKY THUIIOBBIX
MPOrPaMMHBIX CPEJICTB 3aLTUThHI
uHpOopManuy,

- obecrieunBaTh
AHTUBUPYCHYIO 3aILIUTY;

— (bUIBTPOBATH CETEBHIE
MAKEThl MEKCETEBBIM IKPAHOM;

— WCIOJIb30BaTh THUIIOBHIE
KpunTorpaduueckue cpeacTra
¥ METOJIBI 3aIUTHI
uH(pOpMaIliK, B TOM YHUCTIE
ANEKTPOHHYIO IUPPOBYIO
MOJINUCE;

— BBITIOJTHSATE OIIEPAIHH
pE3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHHSI JJAHHBIX.

«OTnIUYHO» -  TEOPETUYECKOe
COJICp)KaHUE  Kypca  OCBOCHO
MMOJIHOCTRI0,  0e3  mpoOeroB,
yMeHHsT  c(DOPMHPOBAHBI, BCE

MPEAYCMOTPEHHBIE TPOrpaMMOM
y4eOHbIC 3aJaHUS BBIMOJIHCHBI,

KayecTBO 150. BBITIOJTHCHHUSI
OIICHEHO BBICOKO.

«Xopowo» -  TEeOpEeTUYECKOe
ColepKaHUE Kypca  OCBOEHO
MOJHOCThI0,  0e3  MpoOeInoBs,
HEKOTOphIE YMEHUS
c(hopMHpOBaHEl  HEJOCTATOYHO,
BCE MPEAYCMOTPEHHBIE
MpOrpaMMoi y4eOHbIC 3aJaHus
BBINIOJIHEHBI, HEKOTOPBIE BHJIbI
3aJaHuu BBINTOJIHEHBI c
OIITHOKaMHU.

* KomMmmnbrotepHoe
TECTUPOBAaHUE HA 3HAHHE
TEPMHHOJIOTHH 10 TEME;
» HaOmronenue 3a
BBITIOJTHEHUEM
NPaKTUYECKOTO 3a/IaHusI.
(1esITeNbHOCTBIO
CTYJICHTA)

*  OleHKa BBITOJHEHUS
PaKTUYECKOTO
3agaHus(padoThI)
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Hepeqeﬂb 3HaHM1;Z, oceaueaemblx 6
pamkax auCI/;ul’lﬂMHbl.'

CYIIHOCTb U TIOHATHE
UH(POPMALIMOHHOM
0€30I1aCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIIAIOIINX;

MeCTO WH(OPMAITMOHHON
0€30I1aCHOCTH B CHCTEME
HaIlMOHAJTFHON 0€30MacHOCTH
CTpaHbI;

BUBI YTPO3 HH(OPMAITMOHHON
0€30I1aCHOCTH;

OCHOBHBIE TTOJIOKEHUS
KOMIIJIEKCHOI'O II0JX0/1a K
3ammTe HHPOPMaLnH;
OCHOBHBIE HOPMaTHBHBIE
IIPaBOBBIE aKTHI B 00J1aCTH
UH(POPMALIMOHHOM
0€30I1aCHOCTH U 3aILUThI
UHPOPMAIINH, a TAKKE
HOPMAaTUBHBIE METOAUYECKHE
noxkymeHTsl ®Chb u ®CTOK PO
B JIaHHOM o0acTy;

IPUHIUIBI ApXUTEKTYPHOH
0€30I1aCHOCTH;

COBpPEMEHHBIE IPOTPAMMHO-
TEXHUYECKHE CPE/ICTBA
oOecrieyeHns UHPOPMALIMOHHOM
0€30I1aCHOCTH;

BUIBI CUCTEM HUICHTU(DUKAITIT
U ayTeHTU (UKL,

TUIIOBBIE MOJIENN YIIPABIEHUS
JOCTYTIOM;

TUTIOBBIE CPEJICTBA U METOIBI
BEJICHUS ayaMTa;

OCHOBHBIE TTOHATHS
KpunTorpaduu;

TUIIOBBIE KpUNTOrpaduueckue
ITOPUTMBI, IPUMEHSIEMBbIE IS
3alUThl HH(GOPMaLIUK;
THUTIOBBIE METOIbI CKPBITHS
uH(pOopMaLnu;

METO/IBI PE3EPBHOTO
KOIMPOBAHUS TaHHBIX.

«Y IOBJIETBOPUTEITHHOY -

TEOpEeTUIECKOe coJiepykaHue
Kypca OCBOCHO YacTHYHO, HO
poOeTBI HE HOCSIT
CYIIECTBEHHOTO XapakTepa,

HEOOXOJMMBIE YMEHHS PabOTHI C
OCBOCHHBIM  MAaTepHajoM B
cthopmMupoBaHHI,
OOJBIIMHCTBO MPEIYCMOTPEHHBIX
MporpaMMoi 00y4deHHsT yaeOHbIX
3aJaHUN BBINIOJIHEHO, HEKOTOPHIE
n3 3alaHui

OCHOBHOM

BBIMOJTHEHHBIX
coaepKaT OITHOKH.

«HeynoBneTBopUTEIEHO» -
TEOPETHYECKOE coziepKaHue
Kypca He OCBOCHO, HEOOXOIMMBbIE
YMEHHS c(hopMHUPOBaHBI,
BBITIOJTHEHHBIE y4eOHbBIC 3a/laHUs
coZleprKaT rpyobIe OTHOKH.

HC

* Pemenue
CUTYallMOHHOM 3a71a4u
Texymuil KOHTPOJIb
(mpoBepouHbIC PabOTHI,
TECTHI)
[IpoMexxyTOUYHBII
KOHTPOJIb
(muddhepeHmpoBaHHBIHN
3a4er)
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5. BO3BMOXHOCTHU UCHOJIb30BAHUS INTPOI'PAMMBI B JIPYT'UX PABOYUX
OCHOBHbBIX OBPA30OBATEJIBHBIX IPOT'PAMMAX (POOII)

Keanugpurayus "llpoepammucm”

[IporpaMMuUCT C TOMOIIBIO CIELUUATBHBIX MAaTeMaTHYECKHX Mojejeil pazpabarbiBaeT
KOMIIBIOTEpHbIE Hporpammbl. K HacrosmiemMy MOMEHTY B COOOLIECTBE 3THX
CHEIHMAIMCTOB MOXHO BBIIEIUTh TPU TPYIIBL: MPHUKIAJHbIE, CUCTEMHbIE M Web-
IpOrpaMMHUCTbl. VIMEHHO OT NPHUKIAIHBIX IIPOrPAaMMHUCTOB 3aBUCUT, HACKOJIBKO
ycremHo u 0e3omacHo OyneT UATH padoTa B KOMIAHUHM, B KOTOPOH 3a/1eHCTBOBaHbI
COBPEMEHHBIE TEXHHYECKHe ycTpohcTBa (Oynp TO Oyxraiarepckas NporpaMma WA
CUCTeMa IMOXKapoTyIIeHus ). JlesTenbHOCTh CUCTEMHBIX IPOrPaMMUCTOB 3aKJII0YAaeTCs B
paboTe C CHCTEMHBIM IIpOrpaMMHBIM oOecnedeHneM. OHHM MOTYT 3aHHUMAaThCs
pa3paboTKoii, Co3aHNeM, YIIPABICHUEM ONEPAllMOHHBIX CUCTEM.

Kesanugpurayus "Pazpabomuux 6ed u myromumeOutinblx mexuonocuil”

Kpanmudukamus "PazpaboTynik BeO M MyJIbTHUMEIUHHBIX TexHoyoruil" Pa3paboTunku
Web u MynbTUMEIUIHBIX NPUIOKEHUM COUETalOT B CBOeW paboTe Au3aiiHEpCKUE U
TeXHUYECKUE 3HAHWUS JUIsl  TPOBEACHMS]  HCCIEJAOBAaHUM, aHalu3a, OICHKH,
IPOEKTUPOBAHUS, IPOrPaMMHUPOBAaHUS U M3MEHEHHs BEO-CaliTOB W NIPUIIOKEHUH,
O0BEAMHSIIONIUX TEKCTOBBIE, TpadUUecKe, MYJIbTUILTUKALMOHHBIE, N300pa3uTeNbHbIE,
3BYKOBBIE U BHJIEOMAaTEpUabl, a TAK)KE APyrue HHTEPAKTUBHbBIE CPEACTBA.

Pa3zpaboruuku:

H.A. Hazapoga - npenogaBarens I BIIOY «fOYT'K»

A.IO. CkBopiios - PykoBoautens otnena nndopmarmonasix texnonoruit 3A0 FOYUK «Tpeiin-
ATbSHCY
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