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1. O01mue moJ10KeHus

Kommiexkt KHMM mnpenHa3HavyeH i OLIEGHKA TOTOBHOCTH OOYYaroIIErocsi K BBIMOJHECHUIO
ocHoBHOro BHja aestenbHocTd (BJl) Mcnonp3oBanne COBpEMEHHBIE CHCTEMBI OPKECTpPAllUd, OCHOBHOM
npodeccuoHanbHOM oOpaszoBarenpHON mporpammbl (manee OIIOIT) mo cnemmansnoctr 09.02.07
WudopmannoHHbIE CUCTEMBI U TIPOTPAMMHUPOBAHHE.

KOC»bI 1no3BoJISIOT OLEHNBATh: CHOPMHUPOBAHHOCTH OOMIMX U MPO(EeCCHOHATBHBIX KOMIIETCHIIUN B
COOTBETCTBHUH C TIOKA3aTEISIMH.

KoMIu1eKT KOHTPOJILHO-0II€HOYHBIX CPEACTB MO3BOJISIET OLIEHUBATD:
1. ®opmupoBanue 1eMeHTOB IpodeccroHanbHbIx kommereHnui (I11K) u aneMeHToB
obmux komnereHmui (OK):

Tabnua 1

IIpodeccnonanbubie U

IToka3aTeau oeHKH

CpeacTBa npoBepKu

IMPHUMCHUTCIIBHO K
Pa3JIMIHBIM KOHTCKCTAM

001I1e KOMIIETeHIMU pe3yJbTara (NeNe 3a1anmin)
1 2 3
OK 1. Beibupats cioco0Obl IIPaBWJIBHO PAcHO3HAET 3a/adyy B | DKCIepTHas OLICHKA,
pelieHus 3aaad npodeccuoOHAIbHOM  KOHTEKCTe, | AuQdepeHInpPOBaHHbIN 3a4ET
npoeCCHOHATBLHON TOYHO  IEPEYUCIIIET  METOAbI
NEATEIbHOCTH, pabotsl B chepe UT

OK 2. Ocy1iecTBiaTh MOUCK,
aHaJIN3 ¥ UHTEPIIPETAIHIO
nHbopManny, HeOOXOMMOi
JUIs1 BBITTOJIHEHUS 33124
npo¢ecCuOHAITBHON
JesTeNbHOCTH

MMpaBHUJIbHO ONPCACIACT 3aaaqyu

TUIS novcka  HHQOpPMAINH;
ONpEAEIATh HEO0OXOANMBIE
HMCTOYHHUKHU uHbOpMaIy;
IUTAaHUPOBATh MPOIIECC TOMCKA;

MPaBUIIbHO CTPYKTYpHUPYET

noJIy4aemMyro HH(OpMaIuio;
NpaBUIBHO BbIIENSIET Hambosee
3HAYNMOE B nepevHe
uHpOpMaINH;

TOYHO OIICHMBAET MPAKTUYECKYIO
3HaYMMOCTb PE3YJIbTaTOB MOUCKA;
IIPaBUJIBHO U OBICTPO OdopMiIsieT
pe3yJbTaThl HOUCKA

DKcnepTHas OIICHKa,
mudepeHIIMPOBaHHBIN 3a4ET

OK 03. IlimanupoBats u
peann30BbIBaTh COOCTBEHHOE
npodeccuoHanbHOE U
JMYHOCTHOE Pa3BUTHE

NPaBUIHHO OTIpEIeIIsieT
aKTYaJIbHOCTb HOPMAaTUBHO-
IIPaBOBOM  JIOKYMEHTallMM B
npodeccHoHaNBHOM
NeSITeTTHHOCTH,

paBUIBEHO MIpUMEHSIET
COBPEMEHHYIO HAYYHYIO
npo¢eCCHOHATIBHYIO
TEPMUHOJIOTHIO;

ompenenser M BBICTpauBaeT

TPAeKTOPUHU MPOPECCHOHATBHOTO
Pa3sBUTHSI U CAMOOOPa30BaHUS

DKcnepTHas OIICHKA,
T pepeHIIMPOBAHHBIN 3aUET




OK 4. PaboTaTh B KOJUIEKTHBE
1 KoMaHie, 3G (HEKTUBHO
B3aMMOECHCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM,
KJIMCHTaMH.

MIPaBUIIBHO OpraHN30BbIBET
paboTy KOJJIEKTHBA U KOMaHIbl;

DKcrepTHas OLICHKa,
nudepeHIpoOBaHHBIN
3a4€T

OK 5. Ocy1iiecTBisiTb yCTHYIO
" MUCHEMEHHYIO
KOMMYHHKAIUIO Ha
rocyJaapCTBEHHOM SI3BIKE
Poccuiickoit  ®enepanun ¢
y4eTOM ocoOeHHOCTeH
COLIMAJILHOTO U KYJIBTYPHOTO
KOHTEKCTA.

IPaMOTHO M3JIaracT CBOM MBICITH H
opopmisieT  JIOKYMEHTBl IO
npodeccCHoHaIbHOM TeMaTHKE Ha
rOCY/IapCTBEHHOM SI3BIKE,
OpPOSIBIISICT  TOJICPAHTHOCTh B
KOJUICKTUBE

DKcnepTHas OICHKA,
Qg epeHIIMPOBAHHBIN
3a4€T

OK 6. IIposiBisTh
IPaKJaHCKO-
MaTPUOTHYECKYIO MTO3UIIHIO,
JEMOHCTPUPOBATH
OCO3HAaHHOE MOBEJCHHE Ha
OCHOBE TPaUIIMOHHBIX
00IIeUeT0BEYECKUX
LIEHHOCTEMN

MIPaBUJILHO OITMCHIBATh 3HAYUMOCTD
CBOE CIIeUaJIbHOCTH

DKcnepTHas OICHKA,
Qg epeHIIMPOBAHHBIN
3a4€T

OK 7. ConeiicTBOBaThH
COXPAHEHUIO OKPYKAOLIEH
Cpelbl, pecypcocOepekeHH IO,
3¢ (HEeKTHBHO JACHCTBOBATH B
Ype3BBIYAIHBIX CUTYAIIHSIX.

COOIIIOIaeT HOPMBI JKOJIOTMYECKON
0e30macHOCTH; OIIPEeIsTh
HaIpaBJIeHHUs pecypcocOepexeHus B
pamKax po¢eCCHOHANTBHOM
JeATEIBHOCTH 110 CIICIHATBHOCTH

DKcnepTHas OICHKA,
Qg epeHIMPOBAHHBIN
3a4€T

OK 8. Mcnoab30Barh
CpeacTBa (PU3NYCCKOM
KYJIBTYPHI JJI1 COXPAHEHUS U
YKPEeTIEHUS 37J0POBbS B
nporecce mpoecCHOHaATBHON
NEeITEIbHOCTH U
HOHI[Gp)KaHI/ISI H€O6XOI[I/IMOFO
ypOBHS HU3HUECKOM

($U3KYIBTYpHO-
O3IIOPOBHUTEIILHYIO  JIEATCIBHOCTh
JUTS YKPETUICHHUSI 3II0POBB,
JOCTHIXCHUA JKN3HCHHBIX u
po(heCCHOHAIBHBIX LesIei;
MPUMEHSTh PAlMOHANBHBIC MPUEMbI
JIBUTATEILHBIX byHKImi B
po(heCCUOHATIBHON  JIEATEIIBHOCTH;

HCIIOJIb3YyEeT

DKcriepTHas OIICHKA,
nuddepeHIMpOBaHHbBIN
3a4€T

IIOJB30BaThCA cpeacTBaMu
ITOATOTOBJICHHOCTH OpOoQUIIAKTHKA  [IEepCHATPSIKEHUS

XapaKTCpHbBIMHA JJIsL JaHHOHU

CIIEIIUAJILHOCTH
OK 9. Hcnonb3oBaTh MpaBUJILHO TNPUMEHSIET CPEACTBa | DKCIEpPTHAas OLICHKA,
nH(pOpMaLIlMOHHbIE MH(OPMALIMOHHBIX ~ TEXHOJOTUH | AU PepeHInPOBAHHBII
TEXHOJIOTHU B JUTSt pemieHus | 3a4ér
npodecCuoHATBHON poQ)eCCHOHANIBHBIX 3a71a4;
NeSATETbHOCTH MPaBUIILHO UCIIONb3YET

COBPEMEHHOE pPOrpaMMHOE

o0ecrieyeHue
OK.10. ITomp30BaTnCs TOYHO TIOHUMAET OOIMMHA CMBICT | DKCIepTHAs OICHKA,
npogeccuoOHaTbHON YETKO MIPOM3HECEHHBIX | nuddepeHIMpoBaHHBIH
JTOKyMEHTAIMen Ha BBICKa3bIBAaHUI HAa W3BECTHBIC | 3a4€T

roCy/1lapCTBEHHOM U
WHOCTPAHHOM SI3bIKAX.

TeMbl  (IpOogeCcCHOHANbHBIE U
OBITOBBIC), TOHMMAET TEKCTHI Ha
0a3oBbIe npogeccruoHaNbHbIe
TEMBI;

yyacTByeT B  Juajorax Ha
3HAKOMEIE ooOmue "




npodeccruoHaNbHBIE TEMBI;
CTPOUT MPOCTHIC BHICKA3bIBAHHSI O

cebe u 0 CBOCH
npodeccuoHaNbHOM
JIeITEIbHOCTH,
KpaTKo 00OCHOBEIBAET H
OOBSCHSICT CBOH JercTBUA
(TeKyIue U IIaHuPyeMBbIE);
[HIIET MPOCTHIC CBSI3HBIE
COOOIIlEHHS Ha 3HAKOMBIE HIIM
UHTEPECYIOIIHE
podeCCHOHATBHBIC TEMbI

OK 11. Hcnonp30BaTs 3HAHUS | BBISIBISIET JIOCTOMHCTBA U | DKcIepTHas OlLEHKA,

1o (PMHAHCOBOW TPAMOTHOCTH,
IUTAHUPOBATH
MPEIIPUHUMATEITBCKYIO
JeSTeIILHOCTD B
npodeccuoHabHOU chepe.

HEJ0CTaTK! KOMMEpUECKOH uiew;
MNpE3CHTOBATb HACU  OTKPBITHA
COOCTBEHHOTO nena B
npodeccuoHaNbHOM
JeATEIILHOCTH; otopmisieT
Ou3HeC-IJIaH; paccuuThIBAET
pa3Mepbl BBIILIAT MO MPOLECHTHBIM
CTaBKaM KpCAUuTOBaHUA,
ONPEIETSATh  WHBECTUIMOHHYIO
IMPUBJICKATCIIBHOCTDb
KOMMEpYECKHX HJIeH B paMKax
npodeccuoHaNbHOM
JeATEILHOCTH; Npe3eHTyeT
OU3HEC-UJIEI0; ornpenaenser
VCTOYHUKU (PMHAHCHPOBAHUS

nuddepeHIMpoBaHHBIN
3a4€T

IIK 12.1 OcymiecTBasTh
KOHUTypauuio u
TUTAHUPOBaHHE
UHPPACTPYKTYPHI C TOMOILBIO
COBPEMEHHBIX CHCTEM
OpKEeCTpaIu

IIPaBWJIbHO MOJTrOTaBIMBAET U
pa3BepThIBAET HH(PPACTPYKTYPHI;
TOYHO U OBICTPO IUTAHUPYET U
KOH(UTypHPYET CepBepa;
MIPABUJIbHO BBIJIENISIET CEPBEPHBIE
pecypcesl

DKcrepTHas OICHKA,
nudhepeHIMPOBaHHBIN
3a4€T

IIK 13.1 BeiaBaars
TEXHUYECKHUE MPOOIIEMBI,
BO3HHUKAIOIIHE B MPOIECCE
AKCIUTyaTanuu 0a3 JTaHHBIX U
CEPBEPOB.

TOYHO MaclITabupyer
KOHTEHHepbl co0Opa3zHo pabouum
Harpy3kam

MPaBUJIBHO OCYIIECTBISET
OaJaHCUPOBKY Harpy3Ku cepBepa
TOYHO OTCJIEKUBAET COCTOSIHUE
KOHTEHHEPOB

NPaBUIBHO U TOYHO YCTPAHSET
HETOJIaJIKU B Pa0OTE CUCTEMBI

DKcrepTHas OICHKA,
nudhepeHIMPOBaHHBIN
3a4€T

IIK 13.2 OcymecTBasaTh
aJIMIUHUCTPUPOBAHHE
OTJENbHBIX KOMIIOHEHT
CEepBEPOB.

obecrnieunBaeT 6€30MaCHOCTh
cepBepa

MIPOBOJIUT aHAJIN3

s pexTuBHOCTH PabOTHI U
ONTUMU3AIMH PAOOTHI
OTJCITbHBIX KOMITOHEHTOB BHOCHT
U3MEHCHHS B KOH(PUTYPALIHIO
MIPOTrpaMMHOTO 00ecTIeueHHUs
CHUCTEMBI

DKcrepTHas OleHKa,
nuddepeHIpoBaHHBIN
3a4€T




1.1.3. OcBoeHue yMEHUN U YCBOSHHUE 3HAHUM

Tabmura 2.
NoeNe
Iloka3aTeu OlEeHKHU .
3alaHui
OcBoeHHbIEe YyMeHHS, YCBOEHHbI€ 3HAHUS pe3yJibTara st
NPOBEPKH
1 2 3
[ToaroraBnuBaTh U pa3BepTHIBATD YMeeT noAroTOBUTH U MPAaBUIIBLHO 1-2
UHPPACTPYKTYPHI pa3BepHYTh UHPPACTPYKTYPY
[TnaaupoBaTh 1 KOHPUTYPUPOBATH CEpBEpa | YMeEeT MPaBUIBHO CIUIAHUPOBATH 1-2
U CKOH(GUTYpUPOBATh CEPBEP
Briensite cepBepHBIC PeCypChl [TpaBUIIbHO BBIAEISIET CEPBEPHBIC 1-2
pecypcehl
MacmrabupoBaTh KOHTCHHEPBI COO0pa3HO | YMeeT MaciTabupoBaTh 1-2
pabounmM Harpy3kam KOHTEITHephl co00pa3Ho pabounm
Harpy3kam
banancupoBaTh Harpy3ky cepBepa YMmeeT OanaHcUpOBaTh HATPY3KY 1-2
cepsepa
OTcrexuBaTh COCTOSIHIE KOHTEHHEPOB [TpaBHIIbHO OTCIIEKUBAET 3
COCTOSIHUE KOHTEHHEPOB
Ob6ecneunBaTh 6€30MaCHOCTH CEpPBEPA Ymeet obecrieunBaTh 3,6
0e30macHOCTb cepBepa
YcTpaHATh HENMONAAKU B pabOTe CUCTEMBI YMeeT yCcTpaHuTh HEMOJaIKH B 3,6
paboTe CUCTEMBI
[TpoBomuTh ananu3 3¢(HeKTUBHOCTH pabOTHI | YMeeT MpoBeCTH aHaIN3 3,56
Y ONTHUMU3AIMH pabOThI OT/ICTbHBIX s pexTrBHOCTH PabOTHI U
KOMITOHCHTOB ONTHMH3AIMH PAOOTHI OTICITBHBIX
KOMIIOHEHTOB
BHOCUTE M3MEHEHHS B KOHPUTYPAITHIO Ymeer npaBUIbHO BHECTH 56,7
MIPOrPaMMHOTO OOECTIeUeHHUsI CUCTEMBI M3MEHEHHUS B KOH(MUTYpAIHIO
MPOrpaMMHOTO o0ecTieueHus
CUCTEMBI
[ToHsITHS KOHTEHHEP, MUKPOCEPBUCHBIN 3HAEeT ¥ TOYHO HA3bIBAET MOHATHS 4
noaxon, DevOps-npakTuka KOHTEIHep, MUKPOCEPBUCHBIN
noaxoxa, DevOps-nipakTrka
OyHKIMOHAT IPOTPAMM-OPKECTPATOPOB [TpaBuiibHO TIEepevHCIseT 4
(G yHKIIMOHAJ POrpamm-
OpKECTPaTOpOB
[ToHsiTHE NEKITApaTUBHON MOAEITHN [IpaBuiIbHO HA3BIBAET MTOHATHE 4
yIpaBIeHUS 00bEKTaMH JEKIapaTUBHON MOJeNn
yrIpaBieHus: 00beKTaMu
Komangst Docker [TpaBuibHO TIEepevHCIIseT 4
xomansl Docker
HabGop BcmoMorarenbHBIX YTHIUT [TpaBWIIbHO ¥ TOYHO HA3BIBAET 4,5
HA0OpP BCIIOMOTATEIbHBIX YTHIIUT




1.2. Cucrema KOHTPOJISI M OLIEHKH OCBOEHHS MPOTrPAMMbI MEKIMCUUIINHAPHOTO

MOYJIA

Tao0nuna 4.

DJIeMeHTbI MOAYJIsl,

o DopMbI IPOMEKYTOYHON aTTECTALUU
npodeccunoHaIbLHbIM MO1YJIb

1 2

VI 12 JnddepeHunpoBaHHbIil 324ET




2. 3ananmus AJ151 OLleHKH YMeHUil U ycBoeHus 3Hanmii mo YII 12.
Pa3zoen 1. Coepemennuie cucmemol opKecmpauuu
3aganune Nel

[TocTpouTh MPOTOTUII POTPAMMHOIO MPOAYKTA C MCIOJIb30BAHUEM UHCTPYMEHTOB
Twitter Bootstrap u Font Awesome. IlpoTotnn pomkeH HWMHUTHPOBAaTh HauOosee
KJIF0UeBYIo, ¢ Barieit Touku 3peHusi, GyHKIMOHATLHOCTh IPOSKTUPYEMOTO TPUIIOKEHUS U
OBITH MTOHSATHBIM JIJISI TIPETIOIAraeMoro 3aKa3unKa.

[IporoTun gomkeH ObITh BbIMOMHEH B Buae Habopa HTML crpanmui, cBsS3aHHBIX
TUNEPCCHUTKaMU U 0(OPMIIEHHBIX ITPU TIOMOIITH BBIMICTICPEYHCICHHBIX HHCTPYMEHTOB.

Hcnonp3oBanue anajaoroB BMecto Twitter Bootstrap u Font Awesome 060cHOBaHHO
JOITYCKAETCS.

Kputepusimu o11eHKM IPOTOTHUIIA SIBISIFOTCSI:

1. IIpennonaraemoe CXOICTBO € peaJbHBIMU MPUIIOKEHUAMHU

2. Mcnonb30BaHUE pEeAIbHBIX JAHHBIX U PEAIbHBIX CUTyalluid

3. Y100cTBO pabOThI ¢ TPOTOTUIIOM JIJIsi KOHEYHOTO MOJIB30BaTENs

4. TIoHATHOCTB U OJIU30CTH K MPEIMETHOM 00IacTH

[TpumepHBIN X0/ BBITIOJIHEHUS J1A00paTOPHON PabOTHI:

1. BbiGop Tembl MPUIIOKEHUSI U aHAIM3 MPEeIMETHON obnactu. JlomycTum, 1Eebio
MPOTOTUIIUPOBAHUS  SBJIACTCS  MPWIOKEHUE JUIsl OpraHu3allud  Hay4dyHO-y4eOHOM
nesatenbHoCTU. [Ipou3BOMM KpaTKuil aHAIM3 MPEIMETHOM 00JIacTH, a TaKXke aHallu3
MOJIb30BAaTEILCKUX TPEOOBAHWU U MOXKEJIAHWM MMEHHO TOrO CaMOro MPeIoaracMoro
MOJIB30BATENS, JUIsl KOTOPOTO IJIaHUpYyeTca pa3paboTKa MpoToTuma. B Hamem ciydae 3To
OyJleT ceTeBOW MHXKEHEP, B 00S3aHHOCTU KOTOPOTO BXOJMUT OOCIIYyKUBAHUE, KOHTPOJIb U
y4eT 000pyI0BaHUSI HECKOJIBKUX J1a00paTopuil.

2. OmpenernsieM OCHOBHBIC 00SI3aHHOCTH BRIOPAHHOTO T0JIb30BaTels. B cinydae, ecnm
MoJIb30BaTeNb B Mpolecce padboThl (POpPMHUPYET HEKOTOphle OyMa)KHbIE JTOKYMEHTHI —
00s3aTEIbHO CHUMAeM ¢ HHUX Komuu. Jlydmum perieHueM Mpu MPOTOTUIIUPOBAHUU
SBJISIETCS, 10 BO3MOXHOCTH, HauOoJiee TOJIHOE KOMHUPOBAHUE CTPYKTYPhl OyMarkKHBIX
JOKYMEHTOB. B Haliem cirydae 3To: - MoICUeT KOJIMYECTBA Pa3IMYHOTO 000PYAOBAHHUS - €T0
WHBEHTAPU3AIMS - YU4ET CpPOKa CIIY>KObI Ka)XI0W €IUHUIIBI 000pYyIOBaHUS, PETUCTpAIUs
WHIIAICHTOB - TJIAHOBAs U SKCTPEHHAS 3aMeHa 000pYy/I0BaHUS B CITydae MOJIOMKH - BEJICHHE
(hMHAHCOBOM OTYETHOCTH

3. IIpoekTupyem 0OILYI0 CTPYKTYpy NPUIIOKEHHs, pa30OMBaeM ero Ha Moayiu. B
HallleM cJiydae OJWH U3 BapUAHTOB JIEKOMIIO3UIIMM TPWIOKEHHS Ha MOIyJIH Oyaer
BBITJISIZIETD CIACAYIOITUM 00pa3oM:

- [InanupoBanue

- OnepanuoHHbIN y4eT

- OTYETHOCTH

OTH MyHKTHl OyAyT BXOJWTh B IJIaBHOE MEHIO MPOTOTHIA Hapsay ¢ Habopom
CIEAYIOIINX CEPBUCHBIX TYHKTOB:

- [Tonb30Barenb

- CripaBOYHUKHU

BapuanTsl 3a1aHuii 11 peain3anuu

1. ITpunoxenue «byxrairepusi-OHIaliH

2. Jlnunbiii kaOUHET KJIMEeHTa OaHKa

3. IIpunoxkeHue KpeIUTHOTO UHCIIEKTOpa



4. ITpunoxeHue IJig HaJIOTOBOM CITYKOBI

5. Pabouee mecto npenogaBarens BY3a

6. [Ipunoxenue 115 CTyIeHTa

7. llpuioxxeHnue 11l TYpUcTa

8. IHTepHeT-IpeICTaBUTENBCTBO TOCTUHUIIBI

9. [lpunoxenue AJig yIpaBJIeHHs MPOU3BOJICTBOM MeOeH
10. Ilpunoxxenue 1 aBTOMAaTU3ALMA CEIBCKOTO XO3SIMCTBA
11. ITpuniosxeHue ajisl ynpaBlIeHUs CIECAPHBIM LIEXOM

12. ITpuiioxeHrue BarOHOPEMOHTHOT'O €O

13. bubnroTreka GUHAHCOBBIX MHCTPYMEHTOB JIJIs1 MakKJiepa
14. ITpunoxenue LIYII kocmonpoma

15. Cucrema ynpaBieHHs a3pOnOpTOM

3aganue Ne2

1.
2.
3.
4.
5.

UYro Takoe BeO-cepBep?

[Tpumepsl BeO-cepBEPOB.

Yro takoe CYB/I?

CYBJ] MySQL, OracleDatabase, PostgreSQL.
CVYB/] MongoDB, Redis.

3aganue Ne3

VYcraHoBka u HacTpolika kinacrepa Kubernetes

Ecth Pa3JIUYHBIC T'OTOBLIC PCAJIU3AINH KJIIACTCPaA Kubernetes, HaIlIpuMCp:

Minikube — roToBbIii KJTacTep, KOTOPBIA Pa3BOPAUNBACTCS HA OJJMH KOMIIBIOTEP.
Xopommii criocod mo3HakoMuThest ¢ Kubernetes.

Kubespray — natop Ansible poeii.

['otoBeie knacTepsl B obnake, Hanpumep, AWS, Google Cloud, Yandex Cloud u Tax
nanee.

Hcnonb30BaTh 0IHY U3 TOTOBBIX peaau3aluii — OBICTPBIN U HAJACKHBINA CIOCOO
pa3BepTHIBAHUS CUCTEMbI OpKeCTpaluu KoHTelHepoB Docker. OqHako, Mbl
paccMOTpuUM pyudHoe co3faHue kiactepa Kubernetes u3 3-x HOJ — 0oIMH MacTep
(ympaBneHue) v iBe paboure HO/bI (3aIyCK KOHTEUHEPOB).

I[J'DI 9TOrI'0 BBIITOJIHUM CJICAYIOIINC IIaru:

1.

Iloaroroska cucTeMBbI
JlaHHBIE neHCTBUS BBITIOTHSAEM Ha BCEX y3JIax Oyaymiero kjaacrepa. ITo

HE00XO0MMO, YTOOBI YAOBJIETBOPUTH TPOTPAMMHBIC CUCTEMHBIE TPEOOBaHUS JIJIs1 HAIIIETO
KJ1acrepa.
2. Hactpoiika cuctemsl

1. 3anaeM HMCHaA y3JIaM. I[J'I}I 9TOI'O BBIITOJHACM KOMAaH/Ibl Ha COOTBCTCTBYIOIINX

cepBepax:

hostnamectl set-hostname k8s-masterl.it-systems.local
hostnamectl set-hostname k8s-workerl.it-systems.local

hostnamectl set-hostname k8s-worker2.it-systems.local


https://it-systems.msk.ru/chto-takoe-ansible/

* 6 0annom npumepe mol 3a0aoum ums K8s-masterl ous macmepa u,
coomsemcmeenno, k8s-workerl u k8s-worker2 — ozs nepsoco u emopozco pabouux 1oo.
Kaowcoas komanoa eévinoninsiemcst Ha ceoem cepegepe.

Heo0xo11uMo, 4TOOBI HaIllK CEpBEPBI OBUIN JTOCTYIHBI 110 331aHHBIM UMeHaM. J{J1s
9TOro HeoOxo Mo Ha cepBepe DNS nobGaBuTh cOOTBeTCTBYIOIIME A-3amnucu. Mimu Ha
KaXJIOM cepBepe OTKpbIiBacM hosts:

vi /etc/hosts

N nobGasisiem 3anuvcH Ha oA00uE:

192.168.0.15 k8s-masterl.it-systems.local k8s-masterl
192.168.0.20  k8s-workerl.it-systems.local k8s-workerl
192.168.0.25 k8s-worker2.it-systems.local k8s-worker2

* 20e, 192.168.0.15, 192.168.0.20, 192.168.0.25 — IP-adpeca nawux
cepeepos, k8s-masterl, k8s-workerl, k8s-worker2 — umena cepsepos, it-systems.local —
HAW 6HYMPEHHUL OOMEH.

2. YcraHaBiauBaeM HEOOXOIUMbIE KOMIIOHEHTEI — JOIOJIHUTEIbHEIE ITAKETHI U

yTUIUTHL. [{715 Hauana, oOOHOBUM CITMCOK MAaKETOB U caMy CUCTEMY:
apt-get update && apt-get upgrade

BrinosnHseM ycTaHOBKY MAKETOB:
apt-get install curl apt-transport-https git iptables-persistent
* rae:
— Qit— yruuta st padotsl ¢ GIT. [TonagoOuThes 11st 3arpy3ku (aiios u3
peno3uTtopus git.
— curl — yrumura s orripaBku GET, POST u npyrux 3amnpocos Ha http-cepsep.
[TonanoOuTHCs AJIs 3arpy3KH Kirrouya periosuropust Kubernetes.
— apt-transport-https — no3Bomser nmomyuuts qoctymn kK APT-penozutopusim mo
npoTokouty https.
— iptables-persistent — ytunauTa a1 cOXpaHeHHs TPaBUJI, CO3IaHHBIX B iptables
(1e obs13aTenbHA, HO TTOBBITIAET y100CTBO).
B nporiecce ycranoBku iptables-persistent MokeT 3alIpOCHTD MOATBEPHKICHUEC
COXpaHUTh IpaBUiIa OpaHaMaydpa — OTKa3bIBAEMCH.
3. Otxirouaem daitn noakauku. C aum Kubernetes He 3amycTurcs.
BrinonHsem KoMaH Ty AJ1s1 pa30BOTO OTKIFOUCHUSI:
swapoff -a
YToObI sSwap He MOSBUJICS MOCJE TIepe3arpy3ku cepBepa, OTKPhIBaeM Ha
penakTupoBaHue (hai:
vi /etc/fstab
N KoMMeHTHpYEM CTPOKY:
#/swap.img none swap sw O O
3arpyxaeM JOMOJIHUTEIbHbIE MOAYJIHU SAIpa.
vi /etc/modules-load.d/k8s.conf
br_netfilter
overlay
* mooynw br_netfilter pacuupsiem sozmoocnocmu netfilter
(noopobnee); overlay neobxooum ons Docker.
3arpy3um MOAYJIU B SIAPO:


https://ebtables.netfilter.org/documentation/bridge-nf.html

modprobe br_netfilter

modprobe overlay
[IpoBepsiem, UTO JaHHBIE MOAYJIU PAaOOTAIOT:

Ismod | egrep "br_netfilterjoverlay"
MBI 10JKHBI YBHJIETh YTO-TO Ha MOJ00HE:

overlay 114688 10
br_netfilter 28672 0
bridge 176128 1 br_netfilter

5. I3MeHuM napameTpsl sjipa.

Co3znaeM KOHPUTypaMOHHbIHN (aiin:
vi /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1

* net.bridge.bridge-nf-call-iptables konmponupyem
803MOdHCHOCMb 0Opabomku mpaguka uepes bridge ¢ netfilter. B nawem npumepe mol
paspewaem oannyro oopabomxy ons IPv4 u IPv6.

[TpuMeHsieM mapaMeTpbl KOMaHI0M:

sysctl --system
3. Bbpanamaysp

Jlnst MacTep-HOABI U paboyeil co3gaeM pa3Hble HAOOPHI MPABUII.

[To ymonuanuto, B Ubuntu OpanaMaysp HaCTpOEH Ha pa3pelieHue Jro0oro Tpaduka.
Ecnu Mbl HacTpanBaeM Hall KJjacTep B TECTOBOM cpejie, HacTpoiika OpaHamayspa He
oOs3aTeNbHA.

1. Ha mactep-aoze (Control-plane)

BreimonHsiem komaHy:

iptables -1 INPUT 1 -p tcp --match multiport --dports 6443,2379:2380,10250:10252
- ACCEPT

* B JaHHOM MPUMEPE MBI OTKPHIBAEM CJICIYIONINE TTOPTHI:

. 6443 — noaxrouenue s ynpasieHus (Kubernetes API).

. 2379:2380 — mopTsI 1151 B3aMMOJICHCTBHS MacTepa ¢ Bopkepamu (etcd server
client API).

. 10250:10252 — pa6ora c kubelet (cooTBeTcTBEHHO
API, scheduler, controller-manager).

JI1st COXpaHEeHHMS TIPAaBHIT BBITIOJIHSIEM KOMaHY:

netfilter-persistent save
2. Ha paGoueii nome (Worker):
Ha Homax /i1t KOHTEWHEPOB OTKPHIBAEM TAaKHE MOPTHI:

iptables -1 INPUT 1 -p tcp --match multiport --dports 10250,30000:32767 -j
ACCEPT

* roe:

. 10250 — nonxirouenue k kubelet API.



. 30000:32767 — pabourie MOPTHI IO YMOJTYAHUIO JIJISI TIOJKITFOYEHUS K
nogam (NodePort Services).
CoxpaHnsieM npaBuiia KOMaHJ0M:

netfilter-persistent save
4. YcraHoBka 1 HacTpoiika Docker
Ha Bce y31bl kitacTepa BeinoJinsieM yctaHoBKY Docker crnegyronieit komaHaou:
apt-get install docker docker.io
[Tocre ycTaHOBKH pa3peniacM aBTo3aIryck ceppuca docker:
systemctl enable docker
Coznaem ait:
vi /etc/docker/daemon.json
{
"exec-opts": ["native.cgroupdriver=systemd"],
"log-driver": "json-file",
"log-opts™: {
"max-size": "100m"
b
"storage-driver": "overlay2",
"'storage-opts": [
"overlay2.override_kernel_check=true"
]
¥

* 0ns nac sensiemces eadxcHou hacmpotkou cgroupdriver — ona dondxcna 6vimo
gvicmasiena 6 sHavenue Systemd. B npomuenom ciyuae, npu coz0anuu kiacmepa
Kubernetes evioacm npedynpesicoenue. Xomv Ha 803MONCHOCHb pAOOMbl NOCACOHE20 IMO
He @lusem, Ho Mbl NOCMAPAeMCsl 8bINOJIHUMb PA3eepmbléanue 6e3 ouudoK u
npeoynpeicOeHull co CmMopoHbl CUCTNEMBIL.

U nepesamnyckaem docker:

systemctl restart docker

5. YcranoBka Kubernetes

VYcraHoBKY HEOOXOAMMBIX KOMIIOHEHTOB BBIIOJIHUM U3 peno3uTopus. JlobaBum ero

KITFOY JTsl IUPOBOM TTOIITHICH:

curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | sudo apt-key add -
Coznaaum ¢aiist ¢ HaCTPONKON PEMO3ZUTOPHS:
vi /etc/apt/sources.list.d/kubernetes.list

deb https://apt.kubernetes.io/ kubernetes-xenial main
OOHOBHMM CITUCOK ITAKETOB:

apt-get update

YcraHnaBiauBaeM NaKeTHI.

apt-get install kubelet kubeadm kubectl

* roe:



. kubelet — cepruc, KoTOpHIi 3ammyckaeTcst U paboTaeT Ha KaKIOM y3Jje
kimactepa. Ciaeaut 3a paboTOCIIOCOOHOCTRIO MOJIOB.

. kubeadm — yrunura mis ynpasiaenus kinacrepom Kubernetes.

. kubectl — yrunura s ornpaBku komana kiactepy Kubernetes.

HopmasibHast paboTa KitacTepa CHIIbHO 3aBUCHT OT BEPCHH YCTAHOBIICHHBIX ITAKETOB.
[To3TOMY OECKOHTPOJIBLHOE MX OOHOBJICHHUE MOKET ITPUBECTH K TIOTEPE
paboTOCIIOCOOHOCTH Beeil ccTeMbl. UYTOOBI 3TOT0 HE MPOM30IILIO0, 3allpenacM
OOHOBJICHHE YCTAaHOBJICHHBIX KOMIIOHCHTOB:

apt-mark hold kubelet kubeadm kubectl

YcTraHOBKa 3aBEPIICHa — MOYKHO 3aIIyCTUTh KOMaH/TY:

kubectl version --client

... ¥ YBUJIETh YCTAHOBJICHHYIO BEPCHIO MPOTPAMMBI:

Client Version: version.Info{Major:"1", Minor:"20", GitVersion:"v1.20.2",
GitCommit:"faecb196815e248d3ecfb03c680a4507229¢2a56", GitTreeState:"clean™,
BuildDate:"2021-01-13T13:28:09Z", GoVersion:"gol1.15.5", Compiler:"gc",
Platform:"linux/amd64"}

Haiu cepBepbl TOTOBBI K CO3aHUIO KJIacTepa.

6. Co3manme KiacTepa

[To-oTnenbHOCTH, PACCMOTPUM MPOIECC HACTPOMKHM MacTep HObI (control-plane) u

MIPUCOEIMHEHHUS K HEell IByX pabounx Hox (worker).
7. Hacrpoiika control-plane (macTep HOABI)
BrinonHsiem koMaHy HA MacTEp HOAE:

kubeadm init --pod-network-cidr=10.244.0.0/16

* 0aHHas KOMAHOA BLINOJIHUM HAYALLHYIO HACMPOUKY U NOO2OMOBKY OCHOBHO2O0
yzaa knacmepa. Kmouw —pod-network-cidr saoaem adpec snympenneti noocemu 0ist
Haue2o Kuacmepa.

BeinonHeHue 3aiiMeT HECKOIBKO MUHYT, MOCJIE Yer0 MbI YBUIUM YTO-TO Ha
nojooue:

Then you can join any number of worker nodes by running the following on each as
root:

kubeadm join 192.168.0.15:6443 --token f7sihu.wmgzwxkvbr8500al \
--discovery-token-ca-cert-hash

sha256:6746f6602197ef496192¢9e240b31275747734cf74057e04409¢33b1ad280321

* 0aHHYI0 KOMAHOY HYIHCHO 8600UMb HA wWorker HOOaAx, UumMoobbL NPUCOEOUHUMb UX K
Hawemy Kracmepy. ModtcHo ee ckonuposams, HO No324ce Mbl Oy0em 2eHepupos8ams
OAHHYI0 KOMAHOY NO HOBOILI.

B okpyxennn nosib3oBarens coznaem nepemennytro KUBECONFIG, ¢ nmomotibio
KOTOpOIi OyzieT yka3aH myTh 110 (aitna kondurypamnuu kubernetes:

export KUBECONFIG=/etc/kubernetes/admin.conf

UToOB! KaXABIN pa3 IpH BXOJE B CUCTEMY HE MPUXOIUIOCH TOBTOPSITH TaHHYIO
KOMaH1y, OTKpbhIBaeM (haiim:



vi /etc/environment

N nobGasisieM B HErO CTPOKY:

export KUBECONFIG=/etc/kubernetes/admin.conf

HOCMOTpeTL CIIMCOK Y3JIOB KJIaCTCPa MOKHO KOMaHIIOﬁI

kubectl get nodes

Ha JaHHOM 3TallC¢ MbI JOJDDKHBI YBUACTDH TOJIbKO MACTCP HOAY:

NAME STATUS ROLES AGE VERSION

k8s-master.it-systems.local NotReady <none> 10m v1.20.2

Yrto0bl 3aBepIINTH HACTPOIKY, HeoOxoaumo ycranoBuTh CNI (Container
Networking Interface) — B moem mpumepe 7o flannel:

kubectl apply -f
https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-flannel.yml

* kpamkuil 0030p u cpasrenue npouszgooumenviocmu CNI modxxcno nouumams
6 cmambe Hd xa6pe.

VY3en YIIPpaBJICHUA KJIIACTCPOM I'OTOB K pa60Te.

8. Hacrpoiika worker (paGoueii HOfbI)

MBI MOKEM HUCIIOIb30BaTh KOMaHy MJIs IIPUCOCOANHCHUNA pa6oqero Yy3Jja, KOTOPYIO
MBI ITOJIYUIHJIN ITOCJIC MHUIIHATIN3alINu MaCTCP HOAbI NJIM BBOAUM (Ha IICPBOM yane):

kubeadm token create --print-join-command

I[aHHaSI KOMaH/Ja IOKaKET HaM 3aIllpOoC Ha NPHUCOCINHCHUSA HOBOH HOJBI K KJIIACTCPYy,
HaIpuMmep:

kubeadm join 192.168.0.15:6443 --token f7sihu.wmgzwxkvbr8500al \

--discovery-token-ca-cert-hash

sha256:6746f66b2197ef496192c9e240b31275747734cf74057e04409c33b1ad280321

KonupyeMm ero u ucnosib3zyeM Ha JIByX Hamux y3iax. [lociie 3aBepiieHust paboThl
KOMaHIbI, MbI IOJIZKHBI YBUJICTh!

Run 'kubectl get nodes' on the control-plane to see this node join the cluster.

Ha macrtep Hozte BBOAUM:

kubectl get nodes

MpbI 1OJKHBI YBUAETD!

NAME STATUS ROLES AGE VERSION
k8s-masterl.dmosk.local Ready control-plane,master 18m v1.20.2
k8s-workerl.dmosk.local Ready <none> 79s v1.20.2
k8s-worker2.dmosk.local Ready <none> 77s v1.20.2

Hair kiactep rotoB k padote. Teneps MOKHO CO3/1aBaTh MOIbI, Pa3BEPTHIBAHUS
1 cyk0bl. PaccMoTpum 3TH mporiecchl moapooHee.
9. Pods
[Toaet — Henenumas cynHocTh 00bekTa B Kubernetes. Kaxxapriit Pod moxet
BKJIFOYATh B CE0sI HECKOJIBKO KOHTEHHEPOB (MUHUMYM, 1). PaccMOTpuM HECKOJIBKO
MPUMEPOB, KaK paboTaTh ¢ mojaMu. Bce KoMaH bl BBITIONHSAEM Ha MacTepe.
10.Co3nnanmne
IToxwr co3marorcst komaHIoi kubectl, Hanpumep:
kubectl run nginx --image=nginx:latest --port=80


https://habr.com/ru/company/southbridge/blog/518782/

* 6 0anHnoMm npumepe Mol co30aem noo ¢ Hazsanuem NYINX, Komopwlil 6 Kavecmae
obpaza Docker 6yoem ucnonvzoeams NQINX (ROCA€OHIO0 6epCUio), makice Haul Noo
b6yoem caywams 3anpocwol Ha nopmy 80.

YrtoOBI MOJIyYUTh CETEBOM AOCTYII K CO3JTaHHOMY Moy, co3naem port-forward
CJICIYIOLIEH KOMAaHIOM:

kubectl port-forward nginx --address 0.0.0.0 8888:80

* 6 0anHom npumepe 3anpocwl K kiacmep)y kubernetes na nopm 8888 6yoym eecmu
Ha nopm 80 (komopulil Mbl UCNONB308aANU OJISL HAULE20 NOOA).

Komanna kubectl port-forward sisisiercst uaTepakTuBHOM. Ee MBI ncnonbs3yeM
TOJILKO ISl TeCTHPOBaHuUs. UTOOBI MpoOpocuTh HY)HBIE TOPTHI B Kubernetes
HCIIOJIB3YIOTCS Services — 00 3ToM OyJeT CKa3aHO HUKE.

MosxHo OTKpBITH Opay3ep u BBectu aapec http://<IP-agpec mactepa>:8888 —
JOJKHA OTKPBIThCA cTpaHuia npuBetcTBus 1t NGINX.

11.TTpocmotp
[ToyduTh CIIMCOK BCEX TIOJIOB B KJIACTEPE MOKHO KOMaH/I0M:

kubectl get pods
Hampumep, B HaiieM npumMepe Mbl JOJIKHBI YBUJETh YTO-TO Ha Moj00ue:
NAME READY STATUS RESTARTS AGE
nginx 1/1 Running 0 3m26s
[TocMoTpeTh MoAPOOHYI0 HHPOPMAIHIO O KOHKPETHOM MOJE MOKHO KOMaHIOM:
kubectl describe pods nginx
12.3amyck KoMaH/a BHYTpU KOHTEIHEpa
MBI MOKEM 3allyCTUTh OJIHY KOMaHAy B KOHTEHHEpE, HAIlpUMEDP, TAKOW KOMaHIOM:
kubectl exec nginx -- date
* 6 dannom npumepe 6yoem 3anyuena komanoa date enympu xonmetinepa Nginx.
Takske MbI MOKEM MOAKJIFOUUTHCS K KOMaHIHOM CTPOKE KOHTEHHEPAa KOMAaHIOM:
kubectl exec --tty --stdin nginx -- /bin/bash
13.Y nanenue
Jns ynanenus noaa BBOJUM:
kubectl delete pods nginx
14.Vcnonb3oBanue MaHUu(eCcTOB
B npoaykTuBHO# cpene yrpaBlieHHE MOIaMH BBITIOJIHSIETCS ¢ TOMOIIBIO
CIIeUAIBHBIX (DAMIIOB C OMHUCAHUEM TOTO, KaK JOJDKEH CO3aBaThCsl 1 HACTPAUBATHCS MO/
— MmaHudecToB. PaccmMoTpum npumep co3aaHus U MPUMEHEHUS TaKOro MaHudecTa.
Coznaaum ¢aiin popmara yml:
vi manifest_pod.yaml
apiVersion: v1
kind: Pod
metadata:
name: web-srv
labels:
app: web_server
owner: dmosk
description: web_server_for_site


https://yandex.ru/an/count/WWuejI_zOoVX2Ld00GKG06DTS2OQbKgbKga4mQG2XuDofmdq-LpkxDb-vyuRxdpzZjSRxd2LpIPvJyYM8gKF80SC307OCUWuUfsn2Dqh9MTVPqVoTBREnBR1BeA7JOneGU701MYXS7O5QA5DF0hGGh6C1MYbJnxS2Ssb-GBJACyJVzfvJaC06rH8avol2KYTBrZGOmKvNHfG2fLy23C_UBq7hdH8A0BeLEa44a-A81VW9Z8uO185m0b1i_4UUPgwngOtCtTFhe8fKbPgn3bwZRxX294YVN5KiW3ISDCyG98YWSfZ8UM-x_l60_Z2u0LtXq29EKaaBm73eErvr4EI-8KlKl4gAwDM62I6tBIWt00IquG0Si1qCy1eUwg4QC1eI8aGA1on-s8FFxZyS0r2xGVZQ7d_5qVB-xquMjxF9S3A_lUYnyQl1VhA-jcYnqQc-TCnkUZAQSii35QKDw-b_W1PrtKTIvjzU6pSX6xKK5XNH-yOql3Az9Q6pdflNaBwSeP9BsPFzdC-tXhzcFPW0-RE31dzzsZlIXP8lwLrNM_Skv85qckz5_4hHOVFLeLutLzjfPJpyiHGpewOQ7JVNAbKAgq3F1rj6gpy2g3LY7wP2NmH5VpU_nLA4YxVWg9lWHda1rP5VifRoinpdBcZcfkkDelhdPFhYnnvb_XTO8Q9hhoCfHcgMoRlAYfgVj82~2?stat-id=19&test-tag=315559837171777&banner-sizes=eyI3MjA1NzYwOTE0ODgwODMxNSI6IjE3OHgzMDAifQ%3D%3D&actual-format=14&pcodever=882238&banner-test-tags=eyI3MjA1NzYwOTE0ODgwODMxNSI6IjI4MTQ3NDk4MTA5MzQyNyJ9&constructor-rendered-assets=eyI3MjA1NzYwOTE0ODgwODMxNSI6NjU3Mjl9&pcode-active-testids=877950%2C0%2C24&width=730&height=300
https://yandex.ru/an/count/WWuejI_zOoVX2Ld00GKG06DTS2OQbKgbKga4mQG2XuDofmdq-LpkxDb-vyuRxdpzZjSRxd2LpIPvJyYM8gKF80SC307OCUWuUfsn2Dqh9MTVPqVoTBREnBR1BeA7JOneGU701MYXS7O5QA5DF0hGGh6C1MYbJnxS2Ssb-GBJACyJVzfvJaC06rH8avol2KYTBrZGOmKvNHfG2fLy23C_UBq7hdH8A0BeLEa44a-A81VW9Z8uO185m0b1i_4UUPgwngOtCtTFhe8fKbPgn3bwZRxX294YVN5KiW3ISDCyG98YWSfZ8UM-x_l60_Z2u0LtXq29EKaaBm73eErvr4EI-8KlKl4gAwDM62I6tBIWt00IquG0Si1qCy1eUwg4QC1eI8aGA1on-s8FFxZyS0r2xGVZQ7d_5qVB-xquMjxF9S3A_lUYnyQl1VhA-jcYnqQc-TCnkUZAQSii35QKDw-b_W1PrtKTIvjzU6pSX6xKK5XNH-yOql3Az9Q6pdflNaBwSeP9BsPFzdC-tXhzcFPW0-RE31dzzsZlIXP8lwLrNM_Skv85qckz5_4hHOVFLeLutLzjfPJpyiHGpewOQ7JVNAbKAgq3F1rj6gpy2g3LY7wP2NmH5VpU_nLA4YxVWg9lWHda1rP5VifRoinpdBcZcfkkDelhdPFhYnnvb_XTO8Q9hhoCfHcgMoRlAYfgVj82~2?stat-id=19&test-tag=315559837171777&banner-sizes=eyI3MjA1NzYwOTE0ODgwODMxNSI6IjE3OHgzMDAifQ%3D%3D&actual-format=14&pcodever=882238&banner-test-tags=eyI3MjA1NzYwOTE0ODgwODMxNSI6IjI4MTQ3NDk4MTA5MzQyNyJ9&constructor-rendered-assets=eyI3MjA1NzYwOTE0ODgwODMxNSI6NjU3Mjl9&pcode-active-testids=877950%2C0%2C24&width=730&height=300

spec:
containers:
- name: nginx
image: nginx:latest
ports:
- containerPort: 80
- containerPort: 443

- name: php-fpm
image: php-fpm:latest
ports:

- containerPort: 9000

- name: mariadb
image: mariadb:latest
ports:

- containerPort: 3306

* 6 0annom npumepe byoem coz0arn noo ¢ Hazeanuem Web-Srv; ¢ dannom nooe
byoem pazeeprymo 3 konmetinepa — Nginx, php-fpm u mariadb na ocrnose oonoumennwix
00pa3zos.

Jlnst 00bexToB Kubernetes ouens BakHOE 3HaueHe NMEIOT MeTku miu labels.
HeobOxoammo Bcerna nx onmuchiBaTh. Jlanee, TaHHbBIE METKH MOTYT HCITOIh30BaThCS IS
HAaCTPOMKH CEPBUCOB U PAa3BEPTHIBAHUM.

YToOBI MPUMEHUTHh MAaHU(PECT BBITOTHSIEM KOMAHTY:

kubectl apply -f manifest_pod.yaml

MBI TOJDKHBI YBHIETH OTBET:

pod/web-srv created

CMoOTpUM OBl KOMaHIOM:

kubectl get pods

MBI 10JKHBI YBUIETD!

NAME READY STATUS RESTARTS AGE

web-srv 3/3 Ready 0 3mlls

* ons Ready mbr mooicem yeuoems 0/3 unu 1/3 — smo 3uauum, umo Konmeunepol
BHYMPU N00A ewje CO30ArOMCs U HYHCHO NOO0HCOAMb.

15. Deployments

Pa3BepThIBaHMS MO3BOJIIOT YIIPABIIATH SK3EMILIApaMu 110,10B. C WX TIOMOIIBIO
KOHTPOJIMPYETCS UX BOCCTAHOBJICHHE, a TAaK)Ke OalaHCHpOBKa Harpy3ku. Paccmorpum
npumep ucnoiabzoBanus Deployments B Kubernetes.

16.Co3nanue

Deployment co3maem KOMaHI0M CO CIEAYIONINM CHHTAKCUCOM:

kubectl create deploy <nazBanue aJisi pa3BepThIBaHUS> --image <o0pas3, KOTOPHIH
JIOJI’KCH MCIIOJIb30BAThCSI>

Hanpumep:

kubectl create deploy web-set --image nginx:latest

* 0annot komanoou mei cozoaoum deployment ¢ umenem Web-set; ¢ kauecmee
obpaza byoem ucnoavzosams NQinx:latest.



17. TIpocmoTp
[TocMoTpeTh CrUCOK pa3BepThIBAHUN MOKHO KOMAaH0M:
kubectl get deploy
[ToapobHOE onmrcanue Ak KOHKPETHOTO Pa3BEPTHIBAHUS Mbl MOKEM ITOCMOTPETh
TaK:
kubectl describe deploy web-set
* 6 dannom npumepe mvl nocmompum onucanue deployment ¢ nazeanuem web-set.
18. Scaling
Kak 6p110 Harmcano Beiie, deployment MoxeT 6aaHcUpoBaTh HATPY3KOU. ITO
KOHTpOJIHpYyeTcs napamerpom scaling:
kubectl scale deploy web-set --replicas 3
* 6 danHom npumepe mbl yKazvieéaem 05 Hawe2o co30anHo2o panee deployment
ucnonvzoeams 3 penauku — mo ecmv Kubernetes cozoacm 3 ax3emnuapa KonmeuHepos.
Tak>ke MbI MOYKEM HACTPOUTh aBTOMATUYECKYIO 0aTaHCUPOBKY:
kubectl autoscale deploy web-set --min=5 --max=10 --cpu-percent=75
B oannom npumepe Kubernetes 6yoem cozoasamv om 5 0o 10 sx3emnispos
KOHmelHepos8 — 000asieHue HO8020 IKIEMNAAPA OyO0em npoucxooums npu npesvliuleHuu
Hazpy3Ku Ha npoyeccop 0o 75% u bonee.
[TocmoTpeTh co3aHHbIe MTapaMeTphbl 0ATAaHCUPOBKH MOKHO KOMaH/IOM:
kubectl get hpa
19. PemaktupoBanue
Jlnst Hatero pa3BepThIBAHUSI MBI MOKEM U3MEHUTH UCIIOJIL3YEeMbId 00pa3s,
Harnpumep:
kubectl set image deploy/web-set nginx=httpd:latest --record
* 0annou komanoou ons deployment web-set mbi 3amenum obpaz nginx na httpd,
Koy record nozeonum nam 3anucamo deticmeue 6 UCHOPUIO USMEHEHUIL.
Ecnu MbI MCITONTB30BaNIN KJTFOY FECOrd, TO HCTOPHIO M3MEHEHUH MOYKHO MTOCMOTPETh
KOMAaH/IOH:
kubectl rollout history deploy/web-set
[Mepesanyctuth deployment MoxxHO KOMaH10¥:
kubectl rollout restart deploy web-set
20. Manudecr
Kak B ciiydae ¢ mogamu, AJist CO37aHusl pa3BEPThIBAHUN Mbl MOYKEM HUCTIOJb30BAThH
ManudecTsl. [TonmpobdyeM paccMOTpeTb KOHKPETHBINA MTPUMED.
Coznaem HOBBIH (haili:
vi manifest_deploy.yami
apiVersion: apps/vl
kind: Deployment
metadata:
name: web-deploy
labels:
app: web_server
owner: it-systems
description: web_server_for_site
Spec:
replicas: 5



selector:
matchLabels:
project: myweb
template:
metadata:
labels:

project: myweb

owner: it-systems

description: web_server pod
spec:
containers:

- name: myweb-httpd
image: httpd:latest
ports:

- containerPort: 80
- containerPort: 443

apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: web-deploy-autoscaling
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: myweb-autoscaling
minReplicas: 5
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 75
- type: Resource
resource:
name: memory
target:
type: Utilization
averageUtilization: 80
* 6 0oannom manughecme moi cozoaoum deployment u autoscaling. Amoeco, moi
NOJYUUM 5 IK3EMNIAPOB N0O08 OJisl pazsepmuléanus web-deploy, komopwie moeym 6vims
pacuupennt 00 10 sxzemnisapos. Jlobasnenue Ho6o2o 6yoem npoucxooums npu



npesvluleHUU Hazpy3Ky Ha npoyeccop bonee yem Ha 75% uiu nompeb.aenuem
onepamusnou namamu 6o.nee yem Ha 80%.
Y100B5I CcO31aThb OOBEKTHI C IIOMOIIBIO HAIIIETO MaHI/I(I)eCTa BBOJIUM:
kubectl apply -f manifest_deploy.yaml
MpbI 1OJKHBI YBUIETD!
deployment.apps/web-deploy created
horizontalpodautoscaler.autoscaling/web-deploy-autoscaling created
Oo0nexTel Web-deploy u web-deploy-autoscaling co3aassr.
21. Y nanenue
I[J'I}I YAAJICHUA KOHKPCTHOI'O pa3BEPThIBAHUA MCITIOJIB3YyCM KOMAaH/Y:
kubectl delete services web-deploy
* 6 dannom npumepe byoem yoanena cayscoa 0ns pazeepmoieanus Web-deploy.
VY nanuTh Bce CityKObl MOKHO KOMaH/10M:
kubectl delete services --all
22. Manudecr
Kak B ClIy4dac € IIoJaMM1 U pa3BCPThIBAHUAMMU, MBI MOKEM HCII0JIb30BATb MaHI/I(beCT-
¢aiinbl. PaccMoTpum HEOOIBIION TPUMED.
vi manifest_service.yaml
apiVersion: v1
kind: Service
metadata:
name: web-service
labels:
app: web_server
owner: it-systems
description: web_server_for_site
spec:
selector:
project: myweb
type: NodePort
ports:
- name: app-http
protocol: TCP
port: 80
targetPort: 80

- name: app-smtp
protocol: TCP
port: 25
targetPort: 25
* 8 0aHHOM npumepe Mbl CO30A0UM CAYHCOY, KOMOopas 6y0em C8A3b18aAMb s
¢ pazeepmoleanuem no aetibosy project: myweb.
23. Ingress Controller
B nannoit uHCTpyKIIMK HE OyneT pacckazaHo o padote ¢ Ingress Controller.
OcTaBiisieM JaHHBINA MYHKT JUISI CAMOCTOSATEIBHOTO N3YYICHHSI.



JlaHHO€ MpUJIOKEHKE MO3BOJISET CO3AaTh 0aJaHCUPOBILIUK,
pacnpenesnsoInid CeTeBble 3aMpoCchl MEKy HalllMMU cepBucamu. [lopsiiok o6paboTku
CeTeBOro Tpaduka onpenensieM ¢ momoibto Ingress Rules.

CylecTByeT He MaJleHbKOE KoMm4uecTBO peanu3anuii Ingress Controller — ux
CpaBHEHHME MOKHO HAlTH B JOKyMeHTe 10 ccbuike B Google Docs.

s ycranoBku Ingress Controller Contour (cpein MHOKECTBa KOHTPOJIEPOB, OH
JIETKO YCTaHABJIMBAETCA U HA MOMEHT OOHOBJICHHS JaHHOW MHCTPYKIUU IMOTHOCTHIO
MO/IJICP KM BAET TIOCIICIHIO BepcHio kiactepa Kubernetes) BBoaum:

kubectl apply -f https://projectcontour.io/quickstart/contour.yaml
24. YcranoBka BeO-uHTEepdeiica

Be6-unTtepdeiic mo3BoseT nodydnuTh nHPOpMaIrio o paboTe KiacTepa B yA00HOM
JUTsl IPOCMOTpPA BUJIE.

B GospmMHCTBE MHCTPYKITUNA paccKa3aHo, KaK MOJYIHTh TOCTYI K BeO-uHTEepdeicy
C TOTO € KOMIIbIOTEpPA, Ha KOTOPOM Haxoautcs kiacrep (mo aapecy 127.0.0.1 v
localhost). Ho MbI paccMOTpUM HAacTpOMKY JIJIsl yIaJIEHHOTO MOJIKJIFOUEHHUSI, TaK KaK 9TO
0oJiee aKTyallbHO JUIsl CepBEPHON MHPPACTPYKTYPHI.

[Tepexoaum Ha cTpanuity BeO-untepderica B GitHUb u kormupyem cchuiky Ha
MOCJIeAHION Bepcuio (aitna yaml:

Installation

kubectl apply -{1 https://raw.githubusercontent. com/kubernetes/dashboard/v2.1.08/aio/deploy/recommended.yaml I

* Ha MOMenm 0OHOBIeHUsL UHCMPYKYUL, NOCIeOHs 8epcusi uHmepelica
ovina 2.1.0.

CxauuBaem yaml-daiin koMaH 0i:

wget
https://raw.githubusercontent.com/kubernetes/dashboard/v2.1.0/aio/deploy/recommended.
yaml

*
2oe https://raw.githubusercontent.com/kubernetes/dashboard/v2.1.0/aio/deploy/recomme
nded.yaml — ccwinka, komopyio mui ckonuposanu na nopmane GitHub.

OTKpbIBaEM Ha peIaKTHPOBAHNUE CKAYaHHBIN (haii:

vi recommended.yaml

Kommentupyem crpoku aist Kind: Namespace u kind: Secret (B daiisie HecKoJIbKO
omokoB ¢ kind: Secret — Ham Hy»xeH ToT, uTo ¢ Name: kubernetes-dashboard-certs):

#apiVersion: v1

#kind: Namespace

#metadata:

# name: kubernetes-dashboard

#apiVersion: v1
#kind: Secret
#metadata:

# labels:


https://docs.google.com/spreadsheets/d/191WWNpjJ2za6-nbG4ZoUMXMpUK8KlCIosvQB0f-oq3k/edit#gid=907731238
https://github.com/kubernetes/dashboard/releases/latest

# k8s-app: kubernetes-dashboard

# name: Kubernetes-dashboard-certs

# namespace: kubernetes-dashboard

#type: Opaque

* Ham HeobX00UMO 3AKOMMEHMUPOBAMb dMu OJIOKU, MAK KAK OAHHble HACMPOUKU 8
Kubernetes mbt 0ondicHvl 6y0em coenams 8pyUHYIO.

Teneps B ToM xe (aiine naxoaum Kind: Service (kotopsrii ¢ name: kubernetes-
dashboard) u no6asisiem ctpoku type: NodePort u nodePort: 30001 (BereeHbBI
KUPHBIM):

kind: Service

apiVersion: v1

metadata:

labels:

k8s-app: kubernetes-dashboard
name: kubernetes-dashboard
namespace: kubernetes-dashboard

Spec:

type: NodePort
ports:
- port: 443
targetPort: 8443
nodePort: 30001
selector:
k8s-app: kubernetes-dashboard

* makum oopazom, mvl nyoauKyem Haw cepeuc Ha sHewnem aopece u nopmy 30001.

Jlns noakiroueHus K BeO-uHTepdeiicy He uepes JIOKaIbHBIN aJipec, HauuHas ¢
Bepcuu 1.17, 06s13aTebHO HEOOXOIUMO MCTIOIB30BaTh 3aTM(POBAHHOE MTOAKITIOUYECHUE
(https). s aToro HykeH cepTudukar. B maHHONW HHCTPYKITUU MBI CTEHEPUPYEM
CaMOTIOJIMTMCAHHBIN cepTU(PUKAT — JAHHBIN MOIX0]] YI00€H JJIsl TECTOBOM CPEeJibl, HO B
MPOTYKTUBHOMU Cpejie HEOOXOAUMO KYMUTh CEPTUDUKAT WK MOTYIUTh €ro OECIIaTHO B
Let’s Encrypt.

U Tak, cozmaem Karanor, KyJa pa3MecTUM HaIllll CepTU(DUKATHI:

mkdir -p /etc/ssl/kubernetes

CrenepupyeM cepTUPUKATHI KOMAHOM:

openssl req -new -x509 -days 1461 -nodes -out /etc/ssl/kubernetes/cert.pem -keyout
letc/ssl/kubernetes/cert.key -subj "/C=RU/ST=SPb/L=SPb/O=Global Security/OU=IT
Department/CN=kubernetes.it-systems.local/CN=kubernetes"

* MOOJICHO He MeHsAmb napamempsbl KOMaHObl, a mak ux u ocmasums. bpaysep ace-
pasHo 6ydem 8bl0asamsv npedynpedicoeHue 0 HenpasuilbHoOM cepmugurame, max KaKk oH
CAMONOONUCAHHDBILL.

Cozpnaem namespace:

kubectl create namespace kubernetes-dashboard

* 9mo ma nepsas HaCMpoUKa, KOMOPYI0 Mbl KOMMEHMUPOBATU 8 CKAYAHHOM
¢atine recommended.yaml.

Teneps co3maeM HACTPOIMKY IJist secret ¢ CIOIb30BAaHNEM HAITUX CEPTU(DUKATOB:



kubectl create secret generic kubernetes-dashboard-certs --from-
file=/etc/ssl/kubernetes/cert.key --from-file=/etc/ssl/kubernetes/cert.pem -n kubernetes-
dashboard
* CO6CI718€HHO, Mbl HE UCNnOoJib306alu HdCI’I’lpOLZKy 6 CKAYAHHOM qbadﬂe, makK KakK
co30aem ee ¢ KIIYeHUEM 6 napamviempbvl nymu 00 CO30aHHbIX HAMU cepmuqbuKamoe.
Tenepb cOo34a€M OCTaJIbHBIC H&CTpOﬁKPI C IIOMOIIIBKO CKAYaHHOTO @aﬁﬂa:
kubectl create -f recommended.yaml
Mps1 yBUIUM YTO-TO Ha MOJ00UE:
serviceaccount/kubernetes-dashboard created
service/kubernetes-dashboard created
secret/kubernetes-dashboard-csrf created
secret/kubernetes-dashboard-key-holder created
configmap/kubernetes-dashboard-settings created
role.rbac.authorization.k8s.io/kubernetes-dashboard created
clusterrole.rbac.authorization.k8s.io/kubernetes-dashboard created
rolebinding.rbac.authorization.k8s.io/kubernetes-dashboard created
clusterrolebinding.rbac.authorization.k8s.io/kubernetes-dashboard created
deployment.apps/kubernetes-dashboard created
service/dashboard-metrics-scraper created
deployment.apps/dashboard-metrics-scraper created
Co3gaauM HaCTPOMKY ISl aAMUHCKOTO TTOAKIIFOYEHHS:
vi dashboard-admin.yaml
apiVersion: v1
kind: ServiceAccount
metadata:
labels:
k8s-app: kubernetes-dashboard
name: dashboard-admin
namespace: kubernetes-dashboard

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: dashboard-admin-bind-cluster-role
labels:
k8s-app: kubernetes-dashboard
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: dashboard-admin
namespace: kubernetes-dashboard
CozpaemM HACTPOMKY ¢ MPUMEHEHUEM CO3/IaHHOTO (haiia:



kubectl create -f dashboard-admin.yaml

Tenepb oTKpbIBacM Opay3ep U mepexoaum 1o cebiike https://<IP-axpec
Mactepa>:30001 — Opay3ep mokakeT onmmoKy cepTudukara (eciau Mbl HaCTpauBaeM I10
MHCTPYKIIMU U CTEHEPUPOBAIA CaMONIOANUCAHHBIN cepTrdukar). Uranopupyem ommoOky u
MIPOJIOJIKAEM 3arpy3Ky.

Kubernetes Dashboard notpeOyeT npoiiTi mpoBepKy MOAJIMHHOCTH. 7151 3TOTO
MOKHO WCITOJIH30BaTh TOKEH WJIM KOHPUTYPAITMOHHBIN (Haii:

Kubernetes Dashboard

@ Token

Every Service Account has a Secret with valid Bearer Token that can be used
Bearer Tokens, please refer to the Authentication section.

(O Kubeconfig

Please select the kubeconfig file that you have created to configure access tc
file, please refer to the Configure Access to Multiple Clusters section.

Ha cepBepe BBOIUM KOMaHAY ISl CO3[JaHUSI CEPBUCHOW YYETHOM 3aMUCH:

kubectl create serviceaccount dashboard-admin -n kube-system

Co3nauM MPHBS3KY HAIIEro cepBUCHOTO akkayHTa ¢ Kubernetes Dashboard:

kubectl create clusterrolebinding dashboard-admin --clusterrole=cluster-admin --
serviceaccount=kube-system:dashboard-admin

Tenepb kKamaHOM:

kubectl describe secrets -n kube-system $(kubectl -n kube-system get secret | awk
'/dashboard-admin/{print $1}'

IMOJIydacM TOKCH IJIA ITOAKIIOYCHUA

HCHOJ’IBSYH HOquCHHBIﬁ TOKCH, BBOJAHUM €TI0 B IIAaHCJIW aBTOPHU3alIUN:



Kubernetes Dashboard

@ Token

Every Service Account has a Secret with valid Bearer Token that can be used
Bearer Tokens, please refer to the Authentication section.

(O Kubeconfig

Please select the kubeconfig file that you have created to configure access tc
file, please refer to the Configure Access to Multiple Clusters section.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

MpbI HOJKHBI YBUAETH CTAPTOBOE OKHO CUCTEMBI YITPABJICHUS:
kubernetes default - Q. Search

Workloads Service

Cron Jobs "
Services
Daemon Sets

Deployments Name

iobs &  kubernetes

25. Ynanenue HOII

HpI/I HGO6XOI[I/IMOCTH YAQAJIUTb HOAY U3 HAICTO KJIACTCPa, BBOAUM 2 KOMaHBbI:

kubectl drain k8s-worker2.it-systems.local --ignore-daemonsets
kubectl delete node k8s-worker2.it-systems.local

* 6 dannom npumepe mul yoansem Hooy k8s-worker2.it-systems.local.

3ananune Ned
Bomnpocsr
1. Tlouemy Kubernetes uacto o6o3nauyator K8s?
2. Uem K8s ormmuaercs ot Docker-Compose?
3. UYro ucnonb3yercs A1 OMUCAHUA COCTOSIHUS 00BeKTOB B K8s?
4. Kak csa3ansl noustus Deployment, Replica Sets, Pods?
5. Jns gero ucnonws3yrorcs Namespace?
6. Uro obmero u B yem paznuuue Mexay Service u Ingress?
7. Yto ucnosb3yetcs 11 noakaoueHus Pod k obmum daiinam?
8. [ns gyero myxeHn Helm u 9To ucnonb3yercs s €ro onmucaHus?



3aganune Ne5
VYcranoBka SSL-ceptudukara Ha 1oMeH

[Tocne nomyyeHust HeOOXOAUMBIX (DaiiyioB U cepTuduKaTa, HEOOXOTUMO BCTPOUTH
ATOT cepTU(UKAT HA CepBEpP, UTOOBI MOTOM UM TOJNUCATH Ballle JOMEHHOE nMs. J[aHHBIHI
MaTepual OMUCHIBACT YCTAHOBKY cepTu(uKara ¢ moMoIbio Menemkepa [ISPmanager, a
TaK)K€ YCTAaHOBKY HAIPSIMYIO, HE UCTIONIB3YS YTUIIHTHI.

Hcnons3oBanue [ISPmanager 6

ABTOpU3HPYHUTECH B KaUECTBE MOJIH30BATENS], KOTOPBIN BlIaJieeT HEOOXO0IUMbIM
noMeHoM. YToObI 3TO clienaTh, BOMAUTE B CUCTEMY C IIpaBaMu CYIEpIIOIb30BaTes (root),
nocJie HaiuTe B MeHIo yHKT «llosb3oBaTenn«, BeioepuTe «BoTH MO 0JIb30BaTEIEM).
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BaxxHo: BaM HEOOXOAMMO MOKIIOYUTH BOBMOXXHOCTH HCTob30Banus SSL. B
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B noamento «SSL-ceptudukarsi« — «/{o0aBuTh ceprudurat.

(5 sSl-ceprudmkatel X

= = af o
= @ w ¢ = SSL-cepTUdUKaTBI @ ¥ % @
& nawbopn
(®) BobasuTb cepTdmKaT B Let's Encrypt (] csrsanpocs
& Canrsl
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= [] spf.fvds.ru_le1
I SSL-cepTMdMKaThbI B
[] sarnywka.pd_le1
MnaHnpoBLWMK CRON
oN: - YnpasseHue DNS
FiF  HacTpoitku PHP
F MeHenxep dainos
¥} Pe3epBHbie KOMUK

Tun cepTudukata — CyIIeCTBYIOLIUH.
IHapameTpsbI:

Nmsa ceprudukara — umsi opMUpYETCS B 3aBUCUMOCTH OT WH(GOPMAIUH, KOTOpast
conepxkuTcs B ceprudukare + « customX» Ecnu y Bama Bepcus nanenu < 6.19, To Bam
HEOOXOMMO BPYYHYIO yCTaHOBUTH uUMs ceptudukarta. SSL-Ceprudukar — moine, s
3arpy3ku (aitna .crt. Kiitou ceptudukara — copepkumoe npuBaTHoro kirova (daiin .key).
Taxxke BaM HEOOXOaUMO TMpEeACTaBUTh, B MaHenb dain (.ca/.ctrca). D10 1emovka
ceptudukaroB (cepTuduKaT, KOTOPHIM TOMANMUCAH Baml HCXOAHBIN). Comaepxumoe
CepTU(UKATOB MTPOCTO CKOMUPYUTE M3 (PailIOB U BCTABHTE B TIOIXOISAIINE TTOJIS.

Hanpumep: nenouka cepruduxaros ot GlobalSign

Brl nmonyuaete apxuB ¢ ¢aitnamu (daiin .p7b ceptudukar u nemnodka ceptudukara,
Gdaiin ¢ UMEHeM JOMEHa + OTKPBITHIA KU + cepTu(dUKaT, KOPHEBOM KIIOU IIETIOYKU
ceptudukara, IpoOMEeKyTOUHBIN KIIIOY .Crt).

YT0oO0bI cO371aTh LIETIOYKH cepTr(UKaTa TOMECTUTE B OJIUH (pailn .txt KOpHEBOU KITt0U
ceprudukara, Mocjie 3a HUM, HAYWHAsS C HOBOW CTPOKH, MPOMEKYTOUYHBIM KIHOY U
ycTaHoBUTE Uil Hero HasBanue GlobalSign.ca. Ortkpoiite ¢aiuiel ¢ KIFOYaMu
IIETIOYKH Yepe3 000N TEeKCTOBbIN penakTop. CKomupyiTe coaepkumoe, 00s3aTenbHO
MPOBEPHTE LEIOCTHOCTH CKOMMMPOBAHHOTO KO/IA.

Korma Bbl 1o0aBunm ceptudukar, nepexoautre Ha crpaHully «CalTbl», 3ayCTUTE
cepep. Bbl yBuauTe ycraHoBieHHbI cepTudukar. Ho eciu HacTpoiiku caiita OyayT
MEHATbHCS, TO (ailsibl KOHPUrypauu OyAyT nepe3anrucanbl aBTOMaTHUYECKU.

N3menenust B ¢aiiyiax, KOTOpbIe Bbl BHOCHIIM PYKaMHu, MOTYT HE COXpaHHUThCs. B
cllydae BO3HHMKHOBEHHS IMOJO0OHOM CHUTyallud BaM HYXKHO mnepeiltu B /var/www/httpd-


https://firstvds.ru/sites/default/files/files/GlobalSign.ca

cert/UMS_TIOJIB3OBATEJISAI/UMSA CEPTU®UKATA ¥ 1OBTOPHO BHECTU HY>KHbIE
VU3MEHEHHS.

[IpoBepka ceptuduxara

Hcnonw3yiite pecypc: https://www.ssllabs.com/ssltest/analyze.html

You are here: Home > Projects > SSL Server Test > firstvds.ru

SSL Report: firstvds.ru (37.230.118.233)

Assessed on: Mon, 07 Nov 2022 08:55:26 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating
Certificate
Protocol Support
Key Exchange

Cipher Strength

100

‘ Visit our page for more guides, and books. Known issues are documented here. ‘

‘ ‘Server sent invalid HSTS policy. See below for further information. ‘

‘ This site works only in browsers with SNI support. ‘

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1

firstvds.ru
Subject Fingerprint SHA256: B09a5h51
Pin SHA256: YCFXCOKKATPLhOIY TOAIXS T22ewIhATxMTHO k=

Common names. firstvds.mu

Alternative names firstvds.ru

Serial Number 12¢332dd936b5ab867c2bdef

Valid from ‘Wed, 19 Oct 2022 03:10:19 UTC

Valid until Mon, 20 Nov 2023 03:10:18 UTC (expires in 1 year)
Key RSA 2048 bits (e 65537)

Weak key (Debian) No

I[J'ISI IMPOBCPKU BAIIMAHOCTH pa6OTBI YCTaHOBJICHHOTO
ceptudmkarta: https://www.sslshopper.com/ssl-checker.html

SSL Checker

Use our fast SSL Checker ta help you quickly diagnose problems with your SSL certificate installation. You can verify the

your web server itis y , vald, trusted and doesni't give any errors to any of
your users. To use the SSL Checker, simply enter your server's public hostname (intemal hostnames aren't supported) In
the bax below and click the Check SSL button. Ifyou need an Ss. certificate, check out the SSL Wizard.

More Information About the SSL Checker

https://firstvds.ru/ E=3
V4
V4

The certificate should be trusted by all major web browsers (all the correct intermediate
certificates are installed).

firstvds.ru resolves to 37.230.118.233

Server Type: ddos-guard

The certificate was Issued by GlobalSign.

The certificate will expire in 377 days.

QA

The hostname (firstvds.ru) is correctly listed in the certificate.

‘comman name: firstvds.ru

SANs: firstvd

Valid from October 18, 2022 to November 19, 2023
Serial Number: 12c332d336b52b967c2bdcl
Signature Algorithm: sha256WithRSAEnEryptian
Issuer: AlphassL CA - SHA256 - G2

Common name: AlphassL CA - SHA256 - G2
Organization: Globalsign nv-sa

Location: 8¢

Valid from February 20, 2014 to February 20, 2024
Serial Number: 040000000001 444¢f036531
Signature Algorithm: sha2S6WithRSAENcryption
Issuer: Globalsign Root A



https://www.ssllabs.com/ssltest/analyze.html
https://www.sslshopper.com/ssl-checker.html

VYcranoBka SSL-cepTudukara 6€3 UCHOJIb30BaHKS BHEIIHUX MTaHENIeH
B nepByto ouepenn, NOAKIIOYUTECH K cepBepy o SSH.
[TpoBepnTe mopt 443 — (netstat -napt | grep 443 wiu ss -tlpn | grep 443 wnum sockstat
| grep 443 st FreeBSD).
OoOpaszen BeiBosa: root  httpd 83299 19 tcp4  188.120.225.20:443  *:*
YcraHoBKa ¢ HCNOJIb30BaHUeM (aiijia KOHpuUrypauuu sed-cepsepa
Apache
[TyTh ny1st yCTaHOBKH cepTH(HUKATA!
UBUNTU/DEBIAN — /etc/apache2/apache2.conf
Centos — /etc/httpd/conf/httpd.conf
FreeBSD — /usr/local/etc/apache22/httpd.conf
Coznaiite <VirtualHost>, yTo0sb1 ocymecTBuTh SSL-coenunenne:
<VirtualHost 10.0.0.1:443>
DocumentRoot /var/www/user/data/www/domain.com
ServerName domain.com
SSLEngine on
SSL CertificateFile /path/to/domain.crt
SSL CertificateKeyFile /path/to/domain.key
SSLCACe rtificateFile /path/to/ca.crt
</VirtualHost>

I'ne:

. domain.com — goMeHHOE MMs Balllero JOMEHa

. 10.0.0.1 — IP agpec momeHa

. Ivar/www/user/data/www/domain.com — myTh 0 JOMamIHEH TUPEKTOPUH,
/1€ PacIoJIOKEH Ball JIOMEH

. /path/to/domain.crt — daiin ¢ ceprudurarom

. /path/to/domain.key — daiin ¢ kimrodom ist ceprudukara

. /path/to/ca.crt — caiin, coaeprxaniuii KOpHEBO# cepTHdUKAT

[Tociie ycTaHOBKM M3MEHEHUN, UCTIOJIB3YUTE KOMaHAY:

apachectl -t

Ecnu nonydeno coobmenne — Syntax OK, To mMoxeTe nepesanycTuTh cepBep —
systemctl restart apache2 unu systemctl restart httpd wim apachectl restart
NGINX
Ortkpoiite ¢aiun konduryparmu cepsepa. [1yts: /etc/nginx/nginx.conf
Nuanmmanusupyire Moaysib SSL:
server {
listen 10.0.0.1:443;

server_name domain.com;
ssl on;
ssl_certificate /path/to/domain.crt;
ssl_certificate_key /path/to/domain.key ;
}
domain.com — nomenHoe ums10.0.0.1 — IP, koTopbIii MPUHALJIEKUT TOMEHY
nytb — /path/to/domain.crt (ceprudmkar)/path/to/domain.key — ko4 cepsepa

(myTn)



Ienouka ceprudukara god6asiasiercs B gaiiia ¢ camuM ceprudukaTom.

[Tocne Toro, Kak Bbl U3MEHWIH (aiiil KoH(PUTypalyu, MpoBepbTe HATMYNE OIIMOOK B
CHHTAKCHCC, a TaKKC Ballll BCTaBJICHHBIC JaHHBIC.

Nginx -t — nmpoBepka KOHpHUTypaIun

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

Ecnu BBI yBUAEH MO00HEIH BEIBOI, TO SSL HACTpOEH KOPPEKTHO

systemctl restart nginx — mepe3amyck cepBepa

SSL-ceptudukarsl (HECKOIBKO) HA equHOM [P

Bbpaysep momyuut cepTudukar cepBepa, BBHICTABICHHBIN MO YMOIYaHHUIO. JTO HE
3aBHCHUT OT HEJOCTATOYHOM HACTpoiku, Tak pabdoraer SSL. UToOwl pa3pemuTs paboThl
HECKOJIbKUX cepTu(dukatoB Ha oAHOM [P, HE0OXOaMMO BOCHOIB30BATHCS pPACHIMPEHUEM
SNI mporokoma TLS. Cceuika Ha mokymentaruio (https://tools.ietf.org/html/rfc6066).
JlaHHBIE MOAYJb TO3BOJUT ycTaHOBUTH SSL-handshake, Bo Bpems koToporo cepsep
OIIPpCACIINUT HGO6XOI[HMI>II>1 CepTI/I(l)I/IKaT JJI1 UCITOJIB30BAaHUS. bonpmmHaCcTBO COBPCMCHHBIX
6pay3epOB MMOAACPKUBACT 3TO PCIICHUC, HO CTOUT 06paTI/ITI> BHHMAHHUC TAKIKC Ha BCPCHIO
oubnuorexu OpenSSL, ona nomkHa O661TH > 0.9.8f.

[Tonesnsie komauael Openssl

. Coznanue kimoua st SSL-ceprudukara:

openssl req -batch -noout -new -newkey rsa:2048 -nodes -keyout cert.key

. CrenepupoBars CSR-3amnpoc:

openssl req -new -key cert.key -out cert.csr

. Crnenatp ko4 6€3 naposs:

openssl rsa -in cert.key -out cert.key

. CSR pannwble:

openssl req -noout -text -in cert.csr

. Jlannusie ceptudukaTa (MpoOBEPUTH KEM BbIJaH, HAIPUMED):

openssl x509 -noout -text -in cert.crt

. [IpoBepuTh, YTO KIIFOY COOTBETCTBYET CEPTUDUKATY:

openssl x509 -noout -modulus -in cert.crt | openssl md5

openssl rsa -noout -modulus -in cert.key | openssl md5

JIBa mocnemHuX 3HAYCHUS JOJDKHBI COBIIAIaTh, B HAIIEM ciIydae 3To mdS.

. VY3Hath AJIMHY 3anpoca:

echo ‘(‘ “openssl req -noout -modulus -in cert.csr | cut -d’=" -f2 | wc -¢” ¢-1)*4’ |

bc

. [Tposeputs HTTPS:

openssl s_client -host ulanovka.ru -port 443
3ananue Ne6

AnmunuctpupoBanue FTP-cepsepos.

1. Ha BuptyanbHO MarmHe pa3BepHuUTe ftp-cepsep;

2. Pa3zpemmre aHOHUMHBIN TOCTYTI JJIsl BCEX MOJIb30BaTeNeH Ha TaHHbBIN ftp-cepsep.
[IpoBepbTe paboty ftp-cepBepa ¢ naHHOM KOH(pUTypaluen ¢ Balei OCHOBHOM
OIIEPALMOHHON CUCTEMBI;


https://tools.ietf.org/html/rfc6066

3. HacrpoiiTe pasrpanndyeHue npas IOCTYIa K ONMPEAEICHHBIM KaKTOJIOTaM
noJib3oBaTtesnei Ha ftp-cepsepe. [IpoBepbTe padoty ftp-cepBepa ¢ naHHOM
KOH(Urypamueu ¢ Barieii OCHOBHON ONeparliOHHON CUCTEMBI;

4. HactpoiTe cMeIaHHbIi PEXUM JT0CTyIa AHOHUMHBIX U 3apereCTPUPOBAHHBIX
nosib3oBartelel. [IpoBepbTe padoTy ftp-cepBepa ¢ naHHOM KOHGUTypaIuel ¢ Balei
OCHOBHOM ONEPAITMOHHON CUCTEMBI;

5. YcranoButs ssh-cepBep Ha Balry ornepaiuonHyo cucreMy Linux. Hactpoifer ssh ¢
TOYKH 3peHUs1 0€30MacHOCTH;

6. Ha Bameii o0CHOBHOI1 OnepaliiOHHON CUCTEME YCTaHOBUTH ssh-KIueHT (eciu

OCHOBHasl oreparronHas cuctema Linux) uiam pytty (eciiu OCHOBHas OneparioHHas

cuctema Windows). [IpoBeprsTe paboTy ssh, HACTPOMB KIMEHT COOTBETCTBYIOIIUM

o0pazom;

YcranoButs Beb cepBep Ha Linux Ubuntu;

8. Co3zpaiite npoctyio html-ctpanuuky. Pazmecture e€ Ha BeO-cepBepe 1o BeO-
anpecaM: work.my u Www.work.my.

~

3amanne Ne7

YcTaHoBKa HEOOXOIMMBIX TTakeToB: apt-getinstallapache2-utilslibpam-pwdfile

Hacrpoiika BUpTyanapHbIX Mosb3oBaTeneit vsftpd

[TapameTpsl 1J1s1 HACTPOMKHU JOJIKHBI HAXOAUThCS B (aiiie /etc/vsftpd.conf.

listen=YES

listen_ipv6=NO

anonymous_enable=NO

local _enable=YES

write_enable=YES

local _umask=022

nopriv_user=vsftpd chroot_local user=YES

allow_writeable_chroot=yes guest_username=vsftpd virtual use local privs=YES

guest_enable=YES

user_sub_token=$USER

local_root=/var/www/$USER

hide_ids=YES

B (aiine /etc/pam.d/vsftpdaomken xpaHuThest yTh K Gaiiiy ¢ MOIb30BaATEISIMU:
auth required pam_pwdfile.so pwdfile /etc/ftpusers account required pam_permit.so
Co3nanune BUpTyajabHOTrOnoab3oBaress test FTP-cepsepa: htpasswd -d /etc/ftpuserstest

Co3nanue JoMaIrHero KaTajaora Juisi CO3JJaHHOIO Mmojb3oBaTess: mkdir
Ivar/wwwi/test chownftp:nogroup /var/www/test chmod +w /var/www/test

Ckondurypuposarb FTP-cepBep /uist moaaep>Kku BXoJa BUPTYaJIbHbIX
M0JIb30BATEIIEH.

Coznath BUPTYaIbHOTO MOJIB30BATENS U JOMAIIIHUI KaTaJlor JiJis Hero. B kauecTBe
JIOTWHA TI0JI30BAaTEJIs UCTI0JIb30BaTh CBOIO (DAMUIIHIO.

C nomompto FTP-kimenTa npoaeMOHCTpUPOBaATh padOTy BUPTYaIbHOTO
MOJIb30BATEIIS


http://www.work.my/

3aganue Ne8

KakoBo Ha3nauenue ftp-cepsepa?

Kaxum o6pazom npomnsBoauTcst HacTporika vsttpd?

KakoBo Ha3zHaueHue cereBoro nporokona SSH?

Kakune ocHOBHBIE TapamMeTpbl PEKOMEHAYETCS MEHATH Npu HacTporike SSH ¢ Toukun
3peHus ero 0€30MacHOCTH U o4emMy?

Kaxoso naznauenue Telnet? [Touemy Telnet He pexomMeHayeTCS NCTIONB30BATH?
KaxoBo Ha3zunauenue Apache?

7. Kakue ocHOBHbBIE KOH(PUTYpalroHHbIE (aitinbl Apache cymiecTByoT?

Hwnh e

o ol

3amanue Ne9
VYcTaHOBKA U HACTPOMKA CUCTEMBI 3aluThl OT DDoS-atak

st 2pdhekTuBHONM 3alUTBHl OT PACHPEICIEHHBIX CETEBbIX aTaK THUIIA «OTKa3 B
00CITy’KUBaHUU» TpeOyeTCcsl CBOEBpPEMEHHOE OOHapyKeHHe Hayaiga araku. UYToObl
oOHapyxuth DD0S-aTaky He0OX0OAMMO HAKaILTMBATh CTATUCTHYECKUE JAaHHBIC O Tpaduke
cepBepa B ceTH, paboTtaroieM B mTaTHOM pexuMme. [Ipu 3HaHUM CpeaHECTATUCTUUECKUX
3HAYEHUN XapaKTEPUCTUK CEPBEPA, MOKHO OTCIEAUTH MOSIBJICHUE aHOMaluu Tpaduka B
CETH.

J171s1 BBIMOJTHEHUST TAHHOM paboThl HEOOXOAMMO CO3/IaTh JIBE BUPTYAIbHbIC MAIIIUHBI
WM OOBEAVHUTH B JIOKAJIBHYIO CETh JBa KommbloTepa. O/Ha MaimimHa OyJeT KepTBOM,
Ipyras 3J10yMbBIIUIEHHUKOM.

Ha mammne sxepTBe HEOOXOAMMO YCTaHOBUTH:

Web-cepsep (Apache, NGINX);

CpencTBa MOHUTOPUHTA M aHAJIM3a PECYPCOB cepBepa U ceTeBoro Tpaduka (iptraf,
ksysguard wiu npyrue);

Ha mamvne 3710yMBIIIUIEHHHKA HEOOX0IUMO YCTaHOBHTD:
[IporpammHoe obecniedeHre U CKpUNnThl 11 npoBeaeHuss DDoS atak;
Vsa3Bumbie cepBuchkl aiis yeunenust DDoS artak (dns, ntp, chargen);

Ha wMamuHe-xepTBe (QUKCUPYIOTCS CUCTEMHBIE XapAaKTEPUCTUKH, TaKUE Kak:
3arpy3KH npoiieccopa, 00beM ONEepaTUBHOMN MAMSTH U XapaKTEPUCTUKU CETEBOrO Tpaduka,
TaKHE KaK: KOJINYECTBO NAKETOB, OTKPBITHIE COCUHEHUS.
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CKpUHIIOTHI MOHUTOPUHTA U TPaguKa

M3meHeHune yka3aHHbBIX XapaKTePUCTUK HE 00s13aTeIbHO 0003HAYAET aTaKy Ha
CepBEP, HO MOKA3bIBAET OTKIOHEHHUE OT CPETHECTATUCTUUECKUX MOKa3aTenel paboThl B
mraTHoM pexkume. st 6onpimacTBa DDoS-atak MOXHO BBIACIUTH aHOMAUU U
MIPU3HAKH, COOTBETCTBYIOIINE TOJIBKO M.

B xoxe nanHoii 1abopaTopHOi padoThHI HEOOXOAMMO NMPOBECTH KAKIBINA U3
npeacrabjeHHbIX TUIIOB DDoS arak, oTcjieIuTh AHOMAJIUU B HCIIOJIb30BAHUU
pecypcoB cepBepa U ceTeBoM Tpaduke, nposeputh npusHaku DDoS araku u, ecjiu
OHM MOATBEPANJINCH, 3AIIUTUTH CEPBEP OT ATAKHU C MOMOLIbI0 HACTPOMKHM cepBepa,
no0aBJIeHUE MPABUJI /ISl MEKCETEBOr0 3KPaHa, QUIbTPALNH AKETOB 110
CUTHATYpPaM.

ITomaroBbI aJIrTOPUTM METOAMKH:

OO6nHapyxeHue aHOMAJIMY B HAOIIOJJAEMBIX CHCTEMHBIX XapaKTEPUCTHKAX U
XapaKTEPUCTUKAX CETEBOTO TpaduKa.

[IpoBepuTh NMpUCYTCTBUE MPU3HAKOB aTaKu B TpauKe.

BHecTu n3meHeHus B HACTPOMKH cepBepa Mol KOHKPETHYIO aTaKy U BHECTH
npaBuiia 1151 GUIbTPALIUH.

J{nst KaK1oro THUMa aTak B CETH MHTEPHET HEOOXOIMMO HAUTH MO HECKOJIBKO
MIPOTPAMM U CKPHUIITOB, KOTOPBIE PEATU3YIOT JaHHBIN BUJI aTaKHU.

s ataku HTTP flood: goldeneye, ddosim, DAVOSET, HULK, LOIC, BBHH.

Jliis MeuteHHBIX aTak: r-u-dead-yet, slowhttptest, pyloris, sockstress, torshammer.
s UDP flood: LOIC, fudp, hping3.



Hns SYN flood u atak Ha TCP-ctek: sprut, sitekiller, mummy, hping3.

Hns ICMP flood: hping3.

s land araku: fudp, hping3.

Jliis atak ¢ ucnojias3oBanuem SSL: the-ssl-dos.

Jiis amplification arak: saddam, chargen_amp.

O3HAaKOMBTECH CO CIIPABOYHON JOKyMEHTAI[MEH UCIIOJIb3yeMbIX BaMu rporpamm u
CKpPUITOB.

JlomomHuTeNbHAS MHPOPMAIIHSI

MensieHHbIe aTaKu

A”omauus: KpaTKoBpeMEHHBIN CKa4OK HArpy3KH IIPOLIECCOPA, IIOBBIILICHHE
UCXOJSIIETo TpapuKa U UCTIOIb3yeMOM ONepaTUBHON MaMSITH.

Ipusnak: B TCP-cTeke 60bl10e KOITMYECTBO COSAMHEHHUM CO CTaTyCcOM
ESTABLISHED.

3ammura: Ecnu ycranosieH apache, To MocTaBUTh Mepe HUM KAIIUPYIOUTUN CEepBeEp
NGINX. YcraHoBUTh U HACTPOUTH OaaHCUPOBIIMK Harpy3ku. Ha apache moxHO
yctaHoBuTh mod_security — firewall ¢ roroBeimu nipaBmiamu ot OWASP u
mod_reqtimeout — ycTaHOBKa TalilMayTOB 1 MUHHUMAaJIbHON CKOPOCTH MEPEIaun JaHHBIX
JUTS1 IOJTyYEHUS 3aIIPOCOB.

Jlo0aBUTH MpaBHia MEKCETEBOTO IKpaHa:

OTpaHUYCHUE KOJIMYECTBA coequHeHui ¢ oquoro IP-anpeca;

# iptables -A INPUT -p tcp --syn --dport 80 -m connlimit --connlimit-above 30 -
DROP

3a0nokupoBats |IP nmocie 10 noakimtouenuii k nopty 80 B Teuenue 30 ceKyHI;

# iptables -1 INPUT -p tcp --dport 80 -m state --state NEW -m recent — set

# iptables -1 INPUT -p tcp --dport 80 -m state --state NEW -m recent --update --
seconds 30 --hitcount 10 -j DROP

Taxke NGINX nmMeer QyHKINIO KIIIMPOBAHUS KIMEHTCKOTO 3ampoca nepe
ortmpaBkoii Ha 03k3H1 — client_body buffer size. Bakana mosyduT 3anpoc, TOIBKO KOTaa
OH MOJIHOCTBIO 3arpy3UTCH.

ATaka NpOU3BOJbHBIMHU NAKETAMHU.

AHomanus: Pe3koe yBennmueHne Harpy3Ku Mpoueccopa, BXOASIIEro U UCXOISIIEro-
HTTP tpaduxka.

IIpu3nak: Ha cepBep npuxoauT MHOTO OJHOTUITHBIX MAKETOB, PE3KO BHIPOCIIO
KOJINYECTBO 0OpallleHUH K pecypcoEMKOMY AJIEMEHTY caiTa.

3ammTa: boprba ¢ HTTP flood Bexércst ¢ momoripro ycoBepieHCTBOBAHUS paOOThHI
BeO-cepBepa 1 0a3 JaHHBIX. TakKke Mephl BKITIOUAIOT B ce0s UCTIOJIb30BaHUE 00pabOTKU
noJIKJIIoueHui MetozoM epoll, yBenmndyenne KoarMuecTBa COSIMHEHU, OTKIFOUCHHUE TaiiM-
ayTa Ha 3aKpbITHE TOaKII0YcHH Keep-alive.

worker_processes 2; worker_rlimit_nofile 8000; events {

worker_connections 4000;

use epoll; }

Ycranosuth Ha NGINX moaymne ngx_http_limit_req_module u 6ioxuposats IP-
azpeca, KOTOpbIE CTaJIU MOTy4YaTh OTBET «Service unavailabley.

http {

limit_req_zone $hinary_remote_addr zone=zne:15m rate=3r/s; server {

location / {



limit_req zone=zne burst=5;

¥

ATaka npou3BoabHbIMH nakeramu. UDP-Flood

Anomanus: Pe3koe yBennueHne Harpy3ku mpoieccopa, sxoasmiero UDP-tpaduka.

IMpusnak: Co Bcex oTKpbIThIX UDP-niopTOB MAET Hcxoasmuii Tpaduk.

3ammura: Heo0X01uMO BBICTABUTH OTpaHUYECHHE HA KOJMYECTBO MOJKIIOUEHUM K
OTKPBITBIM MOPTAM U 3aKPbITh HEUCIIOJIb3YEMbBIE OPTHI C IIOMOIIIBIO MEKCETEBBIX
DKPAHOB.

J{o0aBUTH MpaBuiia MEKCETEBOIO SKpaHa:

OTPAHUYUTH KOJTUYECTBO MOAKIIOUEHU;

# iptables -1 INPUT -p udp --dport 53 -j DROP -m iplimit --iplimit-above 1 *
paspeuums NOOKIIOYeHUe mMoabKo 0oeepeHHbiM IP-adpecam,

# iptables -A OUTPUT -p udp --dport 53 -d 8.8.4.4 -j ACCEPT

OJIOKUPOBATH BCE OCTAIbHBIC TTOPTHI.

# iptables -A OUTPUT -p udp -j DROP

ATaka npou3sBoJbHbIME nakeramu. SYN-Flood

Anomanus: KpaTKoBpeMEHHBIN CKa4OK HCIOJIb3YEMBIX PECYPCOB MIPOIIECCOPA U
MHOTOKpPATHOE YBEJIMYEHUE BXOISIIETO U UCXOAIIEro TpaduKa, U UX KOJIMYECTBO PABHO.

IIpusnak: B TCP-creke nossisieTcst 001b1110€ KOTUYECTBO MOIYOTKPBITHIX
coequHenmit co crarycom SYN_RECV.

3ammra: CoBpemenHsle peanuszanuu TCP nmpoTokoia 1 HEKOTOPBIE MEKCETEBBIE
sKpaHbl UMeroT Mexanu3Mm 3amuThl oT SYN flood arak.

[TpuHIMIT €T0 AEUCTBUS 3aKIIOYAETCA B CIAEAYIOIIEM:

CepBepy oTnpasisieTcs 3apoC Ha yCTAaHOBJIEHNUE COSAUHEHHUSI, MEXaHU3M
PETUCTPUPYET €ro B TaOIulIe.

[locne oTBeTa cepBepa 0 NOATBEPKACHUU 3aIPOCa HA COEINHEHUE MEXAHU3M
OTIIPABJISIET MTAKET CEPBEPY C MOATBEPKICHUEM COCUHEHUS U OTIIPABIISECT OTBETHBIN
[IAKET KJIMEHTY. B 3TOT MOMEHT B MEXaHU3ME 3aIlyCKAETCS TAMEP, OTCYUTHIBAOLLIMI
BpEMsI Ha OTBET OT KJIMEHTA.

IIpu nostyyeHnH nakera ¢ MOATBEPKIACHUEM COCTMHEHUSI MEXaHU3M CUMTAET 3aIpocC
BAJIU/IHBIM, OCTAHOBUT TaliMEP U OTIPABUT €TI0 HA CEPBEP.

Ecnu nakeT He IpUIIEN B YCTAHOBJIEHHOE BPEMS, MEXaHU3M OTIPABIISIET CEPBEPY
3anpoc Ha yJajieHue HHPOPMaLUU O COETUHEHUU.

[TpuHIMIT IEMCTBUE MEXaHU3Ma OCHOBAH HA KOHTPOJIE BPEMEHU 3a1€P>KKH OTBETA
KkireHTa. [Ipu koM KOpoTKOM TaliM-ayTe OyAyT OOphIBATHCS JIETUTUMHBIC
MOJIb30BaTENH, MPU JIJTMHHOM OyIyT HAKaIlJUBAaTHCS COSUHEHUSI, YTO MOXKET IPUBECTH K
CEPbE3HBIM MOCIIECICTBUSIM.

Taksxe MO>xHO uctonb3oBaTh SYN cookie, nian OrpaHMuUTh KOJTUYECTBO 3aIIPOCOB
Ha HOBBIE MTOJKIIFOYEHHSI OT KOHKPETHOTO MOJIB30BATEIIS 32 KOHKPETHBIN MEPHUO]T BPEMEHH.
Ha Pucynke 1 npeacraBiieH npuMep HaCTPOUKH siipa ONEPAllMOHHON CUCTEMBI JJIs
3amuthl 0T SYN-Flood ¢ momomibio koman st sysctl.
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ATaka npou3BoabHbIMH nakeTamu. ICMP-Flood

Anomanus: OueHb CUIbHAS 3arpy3Ka MpoIeccopa U CUIIbHOE YBEIUYCHUE
Bxojsmiero u ucxopsmero ICMP tpaduka, paBHOTO MO 3HAYCHHSIM.

** [Ipusnak:** Muo)xecTBO nakeToB nepeaaétcs mno npotokory ICMP.

3amuTa:

JIns IpOTHUBOAECUCTBHS aTaKe BO3MOYKHBI CIIETYIOIINE MEPBI:

OTKJIIOUUTH 0TBETHI Ha ICMP-3anpocsr;

#sysctl net.ipv4.icmp_echo_ignore_all=1

MOHU3UTH TIpuoputeT 00padoTku |CMP-coobieHuii;

otOpocuth unu ¢puiabTpoBath ICMP-Tpadguk MeKCeTeBBIM DKPAHOM;

# iptables -A INPUT -p icmp -j DROP --icmp-type 8

YBEJIMYUTH 0YEPEIb 00padaThIBAEMBbIX MOAKIIOYCHUH.

Ataka ¢ nomomb0 SSL

Anomauius: Pe3koe NOBBINIEHUE UCTIOIB3YEMBIX CUCTEMHBIX PECYPCOB.

Ipusnaxk: Ilosenasercs HTTPS tpaduk. bonbmoe konmudectBo oopamenuii k SSL
cepBepy.

3ammTa: MOXHO yCTaHOBUTH MpaBia pa3pbiBa COCIUHEHUS C MOJIb30BaTENIEM,
BBITIOJTHSIONIETO (DYHKIIMIO MOBTOPHOTO MOJTBEPKICHUS OOJIbIIE 3aJaHHOTO KOJTUYECTBA
pa3 B onpeeNIEHHbIN MTepruoj] BpeMeHH. MOXKHO UCIOIb30BaTh KOHTPOJIIEP JOCTABKU
npunoxennii (ADC), uto0sl BeIrpy3uTh SSL ¢ cepBepa u ucnonb3osats Web Application
Firewall (WAF), nis mpocMotpa Tpaduka Ha Hamuaue atak. Ho rpamoTHO
CIUTAaHUPOBAHHBIE aTAKW MOTYT MPEBBICUTH KOJUYECTBO MOJKIIOUEHUM K ATUM
YCTPOMCTBAM M HapyIIUTh UX padoty. HeoO0XoaumMo nMpoBOAUTh MOBEICHUCCKUI aHAJIN3.
[lenpro 3TUX METOMIOB SIBIISIETCS CHKEHNE 00beMa TpaduKa aTaku MoKa pecypchl cepBepa
HEe cMOTyT 3P (HEKTUBHO OOPOTHCS ¢ HUM. JIaHHBIN THIT aTaK HE OTJIMYACTCS TTOBEJICHUEM
OT JISTUTUMHOTO TpaduKa Ha CETeBOM ypoBHe. M3-3a aToro 60prda He Bcerna rhdexTuBHa
Y MEXaHU3MBbI 0CJIa0JIEHUs CKJIOHHBI K JIO)KHBIM Cpa0aThIBAaHUSIM.

Amplification ataku

Anomasusi: OrpoMHOE yBEIUYEHUE BXOAIIET0 Tpauka, KOTOPOE MOXKET
nocturath 10 600 I'0/c.

[Mpusnak: Yeemnuenue Bxoaiamux UDP-mtakeToB Ha TOPTHI, HCTIOIB3YEMBIE
ysi3BUMbIME cepBucamu. Hanpumep, NTP 123 nopt, DNS 53 nopt, CharGEN 19 nopr.

3amura: Takue ataku GUIBTPYIOTCS MO MOPTY UCTOYHHUKA M CUTHATYPaM MaKETOB,
TaK Kak JIs Kaxaoi amplification ataku ucnonb3yercs onpenencHHas ysi3BuMasi KoMaHIa
CepBHUCAa, CHTHATYpa KOTOPOU U3BECTHA.

B MexceTeBOM sKpaHe HE0OX0IMMO T00aBUTh MTpaBUIIA:



3aKpbITh HEUcnonb3yeMbie UDP nopTsi;

# iptables -A INPUT -p udp -j DROP

paspewnts noaxiaoueHue Kk X UDP nopry toneko ¢ [P-anpeca ucronap3yemoro
CEpBHUCA;

#iptables -A INPUT -p udp --dport X -d x.x.x.x -] ACCEPT

MPOMYCKATh TOJIBKO MAKEThI, KOTOPHIE UMEIOT ONPEACIEHHYI0 CUTHATYPY
0x00=0x00000000.

# iptables -A INPUT -p udp --dport X -m u32 --u32 «0x00=0x00000000» -
ACCEPT

3amanus K 1ab0paTopHOi padoTe:

YcranoButh HeoOxoaumoe [1O u HacTpouTts ceprepa.

CrenaTh CKpUHIIIOTHI MOHUTOPHHTA PECYPCOB CEPBEPA U CETEBOTO TpaduKa B
IITaTHOM PEXUME.

IIpoBeCTH HECKOJIBKO aTaK U3 CIIMCKA.

Crenatb CKpUHIIOTHI MOHUTOPUHTA TSI KaXKI0M TPOBEAEHHOM aTaKH.

Hamnucatp kakue aHoManuu Bbl HAOIIOAIM B UCTIOJIB3YEMBIX PECypcax CepBepa,
XapaKTEPUCTUKAX CEPBEPA, U UTO SBIISIETCS IPU3HAKOM ATAKHU.

3alIMTUTh CEPBEP OT aTakK U CHIEJIaTh CKPUHIIOTHI PE3YJIbTATOB.

3aganue Nel(
1. [TpuHuun pa®oThl KaX10M U3 CETEBBIX aTaK TUIA «OTKa3 B 0OCITYKUBAHUN»?
2. Kakue anomanuu B ceTeBoM TpauKe U pecypcax cepBepa Bbl 3aMETHIIN B
KaXJI0u atake?
3. Uro siBnsieTcs NPU3HAKOM KOHKPETHOW aTaku?
4, B gyem otsmune DDoS ot DoS?

Urto takoe UDP-bayn?
Kak 3amututhes oT pa3nuuHbix atak DoS/DDoS?

7. UYro takoe SYN-duya? Yikaxute pemenue 3amuthl oT SYN-diyaa ¢
ITOMOIIIBIO0 iptables.

8. Kax onpenenuts, uto ocymectsiusercs ataka SYN-(ya?

Q. Kaxk ocymectButs 3amuty or HTTP-dnayna?

10. Kak pabotatot ataku tumna SlowLoris?

11. Kak coBepmuts DDo0S-aTaky Ha OYTOBBIN cepBep U B AaJIbHEHIIIEM
pean30BaTh €ro 3aIUTy?

12. Kak pa6otarot ataku tumna SSL? Kak onpenenuTs, 9TO OCYIIECTBISICTCS
aTaka?

13. Ilepeuncnure Amplification aTaku ¢ kKoapPuUIIEEHTAMU UX YCUICHUS.

14. Onuiumre TeoOpeTUYECKH BO3MOKHOCTh pacciienoBanus DoS/DDoS atak,
YCTaHOBJICHHE TUYHOCTH aTaKYIOIIETO, OMPEIeJICHIE NCTOYHUKOB aTaK.
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