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1. MACIIOPT PABOYEM ITPOI'PAMMbBI YYEBHOM JUCITUIIJIAHBI
Nudopmanuonnas 6e30MaCHOCTD

1.1 O6aacTh NpuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mnporpamma y4eOHOW JUCHMIUIMHBI SBISETCS 4YacThio pabouell  OCHOBHOU
obpasoBarenbHOl nporpammbl B cootBeTcTBUU ¢ PI'OC CIIO 09.02.07 HubopmarimoHHbIC
CHUCTEMBI U IPOrPAMMHUPOBAHHUE.

1.2 MecTO JTUCHMILUIMHBI B CTPYKTYpPe NMPOrPaMMbl MOJATOTOBKH CIIENMAJTHCTOB
Cpe/JHero 3BeHa:
JTUCITUTUIMHA TIPUHAJICKHUT K 001IenpodecCHOHATFHOMY ITUKITY.

13 He.m; H IINTAHUPYEMBIC PE3YJbTATHI 0CBOCHUS TUCHUIIIMHBI:

B pe3ynbpTaTe 0CBOCHMS IMCHUIUIMHBI 00YYarOIUICs JOIKEH YMETh:

— IPUMEHITh HOPMATHUBHBIE IPABOBBIE AKThl, HOPMATHUBHBIE METOANUYECKUE
JOKYMEHTBI 110 00ecreueHnI0 HH(HOPMalMOHHON 0€3011aCHOCTH;

— BBIIBJISITh OCHOBHBIE YIPO3bl HH(POPMALIMOHHOM 0€30M1aCHOCTH;

— MPOU3BOJUTH YCTAHOBKY M HACTPOIMKY THUIOBBIX IPOIPAMMHBIX CPEJICTB
3alUThl HHPOPMALIUK;

— o0ecreynBaTh AHTUBUPYCHYIO 3aIUTY;

— (QuIbTPOBATh CETEBBIE MAKETHI MEKCETEBBIM KPAHOM;

— HCHOJB30BATh TUIIOBBIE KPUNITOrpauUECKUE CPEACTBA U METOIBI
3aIUThl HHPOPMALIMH, B TOM YHCJIE AIEKTPOHHYIO HU(PPOBYIO MOANHKCH;

— BBINOJHATH ONEPAllN PE3EPBHOTO KOITMPOBAHUS U BOCCTAHOBJICHHUS
JTAHHBIX.

B pe3ynbTaTe 0CBOCHHUS TUCHUIIIUHBI 00YYaIOMUNACS TOJKEH 3HATh:

— CYIIHOCTh Y MOHSITUE UHPOPMAIIMOHHOM 0€30MaCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIISIONINX;

— MecTO UH(pOPMAIIMOHHOM 0€30MaCHOCTH B CUCTEME HAIlUOHAJILHOU
0€30MacHOCTH CTPaHbl;

— BBl yrpo3 UHGOOPMAITMOHHON OE30MTaCHOCTH;

— OCHOBHBIE MOJIOKEHHUS KOMIUJIEKCHOTO MOIX0/a K 3aluTe HH)opMaIuu;

— OCHOBHBIE HOpMAaTUBHBIE MTPABOBBIC AKThI B 00J1aCTU UH(POPMAITUOHHOMN
0€30MacHOCTH U 3alIUThl HHGOPMAIIUU, a TAKKE HOPMATUBHbIC
Metoaudeckue 10kyMmeHTbl @Ch u ®CTOK PO B nanHo# 06macTu;

— TPUHIUIBI APXUTEKTYPHOU 0€3011aCHOCTH;

— COBPEMEHHBIE MPOTPAMMHO-TEXHUYECKUE CPE/ICTBA OOECTICUCHUS
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

— BHJBI CUCTEM HICHTU(GUKAIIUU U ayTeHTU(PHKAIINN;

— TWIIOBBIC MOJIEIIN YIPABIICHUS TOCTYIIOM;

— TWIIOBBIE CPEJICTBA U METObI BEJICHUS ay/INTa,;

— OCHOBHBIC TIOHATHS KPUIITOrpaduu;

— THIIOBBIE KPUTITOTPAQUUECKHUE aJITOPUTMBI, TPUMEHSICMBIE IS 3aIIUTHI
uH(popmanuu;



— THIIOBBIC MCTOAbI CKPBITHA I/IHq)OpMaIII/II/I;
— MCTOAbI PC3CPBHOTO KOITMPOBAHUA AAHHBIX.

B PE3YIBTATE OCBOCHUA TUCHUILTIMHBL o6yqafomm710;1 OCBaMBacCT 3J1€MEHThI KOMIIeTeH I .

Oo0mrre KOMIIeTeHIINN Jeckpuntopst Ymerpb 3HaTh
c(hOpMHUPOBAHHOCTHU
(melicTBHUSA)
OK 1. Beibupars cnoco0bt MIPaBUJILHO Paclio3HAET pacrio3HaBath 3a/1a4y AKTyaJIbHBIH
peuieHus 3a1a4y 3a7avy B n/uny npodiemMy B npodeccroHaNbHEII 1
npodeccroHabHOM podecCHOHAIEHOM npodeccruoHaIEHOM COLMAJIbHBIA KOHTEKCT, B
JIeSITeIIbHOCTH, KOHTEKCTE W/WITH COLMATIbHOM KOTOPOM IIPHXOAUTCS
NPUMCHUTENBHO K TOYHO TIEPEUUCIIACT KOHTEKCTE; paboTaTh U )KUTh; OCHOBHEIE

Pa3sIMIHBIM KOHTEKCTAM,

MeTOIBI paboTHI B chepe
uT
TIPaBUIHHO BHITIOTHSICT
3TAITBI TIO0 PEUICHUIO
3amaun
TOYHO Ha3bIBAET
CTPYKTYpY ILIaHa JJIst
pelIeHus 3aa49u
MPaBUIIBHO
OCYIIECTBIISIET HOUCK
nHpopmanuu
TOYHO Ha3bIBACT
TIOPSIIOK OIICHKH
pe3yIBTaTOB PEIICHUS
3a7a9u
MIPaBUIIBHO COCTABIISCT
IJIaH JeHCTBUI
MIPaBUJIBHO OTIpEJIeIsieT
pecypchl ISt peleHust
3aJa4uu
MPaBUJIBHO MPUMECHSCT
METObI paboThI B chepe
uT
TOYHO U MPAaBIIBEHO
MOJKET PeaIn30BaTh
COCTaBJICHHBIH IIJIaH IO
PEIICHHIO 3a1aun
00BEKTHBHO OIICHUBACT
Ppe3yJbTaT CBOMX
JIEUCTBUI

AQHAIM3HPOBATH 3314y
W/Wm npodieMy u
BBIICIATH €€ COCTaBHBIC
YaCTH; ONPENEIISATD
9TaIbl PEIICHUS 3a/1a4H;
BBIBJIATH U 3P HeKTHBHO
UCKaTh MH(POPMAIIHIO,
HEOOXOIUMYIO ISt
peIICHHS 3a]a9d ¥/ ITH
npoOJIeMBl;
COCTaBUTH IUIaH
JeHCTBHS; ONPEICIUTD
HEO0OXOAUMBIE PECYPCEL;
BJIAJICTh aKTYaJIbHBIMH
MeToJaMH paboTHI B
npoheCcCHOHATBHON 1
CMEXHBIX cepax;
peann3zoBath
COCTaBJICHHBIH IJIaH;
OLICHMBATh PE3YJIbTAT U
TIOCJIE/ICTBHSI CBOMX
JeUCTBUI
(caMOCTOSITEIIBHO WITH C
MOMOILBEO HACTAaBHUKA)

UCTOYHHUKH HHOOPMALIUH U
pecypehl Al peLIeHUsI
3a1ad ¥ mpooieM B
po¢eCCHOHATHHOM H/HIH
COI[MAIbHOM KOHTEKCTE;
AJITOPUTMBI BBITIOJIHCHUA
paboT B podecCHOoHATBHOM
U CMEXKHBIX 00J1aCTAX;
MeToJbl paboThI B
po¢eCCHOHATIBHOMN 1
CMEXHBIX cepax;
CTPYKTYpY ILIaHa ISt
PpeLIeHUsI 3a/1a4; MOPSI0K
OLICHKH PE3yJIbTATOB
peteHus 3ama4
podeCcCHOHANTBLHON
JIeATEILHOCTH

OK 2. Hcnons30Bath
COBpEMEHHBIE CPEJICTBA
MOMCKa, aHAJIN3a U
HHTEPIPETANNN
nHGOPMALUHU U
HHPOPMALMOHHBIE
TEXHOJIOTHH IS
BBITTOJTHEHHS
npoQeCcCUOHANTBHOM
JIESITeTbHOCTH

HPaBUIIBHO OTPEAEIsIeT
3a[a4d U UIIET
UH(DOPMALHIO

cpeactBamu UT
TOYHO U MPABMIBHO
HepeyuucisieT
HOMEHKJIATypy
MH()OPMAIMOHHBIX
UCTOYHUKOB
MIPABUIBHO NEPEUUCIAET
TIPHEMBI
CTPYKTYPHUPOBAHHUS
nHpOpMaIN
TOYHO ¥ TIPABIIBHO
IUTAaHUPYET MPOIIecC
noncka nHpopMauu u
€€ CTPYKTYpPHPOBaHUE
cpencrtBamu UT

OTIpeIeNIATh 3a/1a4t IS
oucka MH(popMaIumy;
onpeneniTh
HEoOXO0IUMBIE
HCTOYHHMKH
HHpOPMAIIHH;
IUTAHUPOBATH TIPOIIECC
TIONCKa;
CTPYKTYpPHpPOBaTh
MOJTy4aeMyHo
nHpopMaIHIO; BBIIEIATH
HanboJiee 3HAYNMOE B
nepevHe HHPOPMaLny;
OIICHUBATh
MPaKTHYECKYIO
3HAYUMOCTb
Ppe3yJIbTaToB IIOUCKA;
oopMIISITh pe3yIbTATHI

HOMEHKJIaTypa
nH(pOpMaLMOHHBIX
WCTOYHHMKOB, NPUMEHSIEMBIX
B IPO()eCCHOHATBHOM
JeATEeNIbHOCTH; TIPHEMbI
CTPYKTYPHPOBAHHS
nHpopmanuy; Gpopmat
oopMIIEHHS PEe3ySIbTATOB
noucka nHdopmanuu




MPaBHJIEHO OMPEAEISACT
(opmar opopmieHus
MOMCKA PE3YJIbTATOB

IIOHCKa

OK 3. IInanupoBats u
pea30BbIBAT
cOOCTBEHHOE
npodeccuoHaIBHOE U
JMYHOCTHOE PAa3BUTHE,
HpeIIPHHIMATEIIBCKYIO
JeATeNbHOCTD B
npodeccrnoHanbHOH chepe,
UCIIONB30BATh 3HAHUS 110
(bUHAHCOBOH TPaMOTHOCTH B
Pa3IHYHBIX )KU3HEHHBIX
CHUTYaLHSIX.

TOYHO U MPAaBUILHO
orpezenser
AKTyaJIbHOCTh
HOPMAaTHBHO-TIPABOBOM
JOKyMEHTAIHN
cpencrteamu UT
MPaBUIIBHO IPUMEHSET
COBPEMEHHYIO HAYYHYIO
1 Ipo(hecCHOHANBEHYIO
TEPMHUHOJIOTHIO
MPABHJIBHO HA3BIBACT
BO3MOJKHBIE TPACKTOPUH
podeCcCHOHANBEHOTO
pasBUTHUS U
camM000pa3oBaHus B
chepe UT
MPaBIIBHO UCIIONB3YET
3HAHMS 110 GUHAHCOBOU
rPaMOTHOCTH B
Pa3ITUYHbIX KU3HEHHBIX

Onpenenstob
aKTyaJIbHOCTh
HOPMAaTHBHO-TIPaBOBOH
JIOKyMEHTaIH B
npogecCHOHATBHOM
JeSITeTbHOCTH.
Wcnonp30Bate 3HaHUSA
o (hMHAHCOBOU
TPaMOTHOCTH B
Pa3NMUYHBIX )KU3HEHHBIX
CUTYaIUsIX.

ConeprkaHue akTyanbHOU
HOPMaTHBHO-TIPAaBOBOM
JIOKyMEHTaIHH.
CoBpeMeHHasi Hay4YHas 1
npo¢eccCHOHaIbHAS
TEPMHUHOJIOTHSI.
Bo3morkHbIE TpaekTOpUH
po¢heCCHOHATHFHOTO
pa3BUTHSA U
camoo0pa3oBaHuUsL

CHUTYaIIAX
OK 4. 3¢ dextuBHO HDABIUIEHO OpPTraHU30BBIBATh Pa0OTy | TICHXOJOTHYECKHE OCHOBEI
B3aMMO/ICHCTBOBATh U P KOJIJIGKTHBA U KOMaH/Ibl;, | JEATENbHOCTH KOJUICKTHBA,
OpPTraHU30BBIBACT PabOTy .
paboTaTh B KOJJICKTHBE U KOILICKTHEA B3aUMO/ICHICTBOBATH C MICUXOJIOTHUECKUE
KOMaH e KOJIJIeTaMH, 0COOEHHOCTH JINYHOCTH;
MIPaBUIIBHO .
. PYKOBOJCTBOM, OCHOBBI IIPOCKTHOM
B3aUMO/ICHCTBYET C
KIIMEHTaMH B X0J1€ JeSITeIbHOCTH
KOJIIEraMH B X0Jle .
npodheCCUOHATBHOM
paboTHI HA 3aHATHAX
JIeSITEIIbHOCTH

OK 5. OcymecTBasaTh
YCTHYIO ¥ HUCBMEHHYIO
KOMMYHUKAIIHIO Ha
TOCYAapPCTBEHHOM SI3BIKE C
y4eToM 0coOeHHOCTEH
COIIMAIBHOTO U
KyJIbTypHOTO KOHTEKCTa

MIPaBUIBHO 0(OPMIIIET
JOKYMCHTHI C
ucroab3oBanrueM UT
TOYHO Ha3BIBAET
paBuiIa 0POPMIICHHS
JIOKyMEHTOB
cpeactBamu UT

rPaMOTHO U3JIaraThb CBOU
MBICITH U ODOPMIIATH
JIOKYMEHTBI 110
npodeccroHaNbHOI
TEMaTHKE Ha

rOCY/IapCTBEHHOM
A3BIKE, IMTPOSABJIATH
TOJIEPAHTHOCTH B

pabovyeM KOJUIEKTHBE

0COOCHHOCTH COLMAIEHOTO
1 KyJIbTYPHOTO KOHTEKCTa;
TIpaBmIIa 0OPMICHHS
JOKyMEHTOB U TIOCTPOCHHUS
YCTHBIX COOOIICHUH

OKO. Tlons3oBaThCs
npodeccnoHamTbHOMI

JIOKyMEHTalue Ha
TOCYJTApCTBCHHOM U
WHOCTPAHHOM SI3BIKaX

MPaBHILHO MOHUMAET
TEKCTBI
npoQeCcCHOHATBHOM
JOKYMEHTalWH,
CBsI3aHHBIE CO chepoi
uT

MMOHUMATH OOIIUNA CMBICIT
TEMBI
(mpodeccuonanbHOM),
IIOHMMAET TEKCTHI Ha
0a30BLIE
mpo¢eCCHOHATIBHEIC
TEMBI Ha HHOCTPAaHHOM
SI3BIKE; YIaCTBOBATh B
Manorax Ha
npodeccroHabHbIE
TEMBI; CTPOUTH MPOCTHIC
BBICKa3bIBaHUA O cebe 1
0 CBOECH
npodeccrnoHaTbHOM
JESITEIBHOCTH; KPaTKO
000CHOBEIBATE U
OOBSICHUTH CBOH
JieiicTBus (TeKylue u
IUTAHUPYEMEIE); TIHCATh
MIPOCTHIC CBSI3HEIC
CoO0O0IIIeHNs Ha
3HAKOMBIE WIIN

npaBUiia MOCTPOSHHUS
MPOCTBIX M CIIOKHBIX
IIPEJUI0OKEHUN Ha
npohecCHOHATbHBIC TEMBI;
OCHOBHBIC
00IIeynOTpeOUTEIEHBIC
TJIaroJibl
(mpodeccuonansHast
JIEKCHKA); JICKCHICCKHI
MHUHHAMYM, OTHOCSIIIIHHCS K
OIUCaHUIO MPEIMETOB,
CPE/ICTB U TPOLIECCOB
npodeccnoHaTbLHOM
JIeSITENIbHOCTH;
0COOCHHOCTH
MIPOM3HOLIEHUS; IPaBUIIa
YTEHHS TEKCTOB
poheCCHOHATBHOMN
HarpaBJIeHHOCTH




HHTEPECYIOINC

npodeccHoHaNBHbIE
TEMBbI
IIpodeccronansHble JeckpunTopst Ymerpb 3HaTh
KOMIIETCHIIUH c(hOpMHPOBAHHOCTH
(meticTBHUs)

[IK 9.8. OcymecTBaiTh
ayauT 0e30I1acHOCTH BeO-
MPUIIOKECHUS B
COOTBETCTBHUH C
periIaMeHTaMu 10
0€30IacHOCTH.

[IpaBunbHO Ha3bIBaeT
HCTOYHUKH YTpo3
WHPOPMATNOHHON
0€30I11acCHOCTH U MEpPbI
TI0 MX NPEJOTBPAICHUIO

OCyIIeCTBIATh ayIuT
0€e30IacHOCTH BeO-
MIPUIOKEHUH.
Mopundunnposarts Beo-
MPUIOKEHHUE C IIETBI0
BHEIPEHHSI
MPOTPaAaMMHOTO KOJIa IO
00€eCIIeYeHUIO
0€30IaCHOCTH €ro
paboTEHI.

Hcrounuku yrpos
HHPOPMATNOHHON
0€30MaCHOCTH ¥ MEPHI 110 UX
MIPEAOTBPALICHUIO.
PernameHTs! 1 METOIBI
pa3paboTku Oe30MacHbIX
BeO-TIPUIIOKECHUH

1.4 Konu4ecTBo 4acoB Ha 0CBOEHHE NPOrPAMMBbI Y4eOHOH AHCIUILIHHDL:
O06bemM 0Opa3oBaTelIbHOM Harpy3ku o0yuatomierocs —92 yaca,
W3 HUX HAarpy3KH TUCIUILUIMHEI BO B3aMMOJICHCTBUY ¢ IpernoaBaTesieM - 92 gaca,

B TOM 4HUCIJIC:

TEOpeTUIeCcKoro ooyueHus — 46 gacos,
MPaKTUYECKOM MOJArOTOBKH — 72 Yaca

1a00paTOPHO-IPAKTUIECKUX paboT — 46 9acos;

KypCOBOTO poeKTHpoBaHus — 0 yacos,
9K3aMeHbI ¥ KOHCYbTauu — 0 4acos;
CaMOCTOSTENbHOM yueOHOi paboThl oOyvaromerocs — 0 4acos.




2 CTPYKTYPA COJIEP)KAHUE YYEFHOM JUCIUITIJINHBI

2.1. O0beM yueOHOI JMCHMILIMHBI M BUABI Y4e0HOH padoThl

Bua yueOHoii padoThl

O0BbeM yacoB

OO0mmii 00bem 00pa3oBaTeIbHOI HATPY3KH 00y4Yaromerocst 92
CamocrosiTeibHas yueOHass padoTa o0yuaromerocs -
Harpy3ka gucuMiuinHbl BO B3aUMO/IEeHCTBHM € penoaaBaresiemM 92
B TOM YHCIIE:

TEOpeTUIeCcKoe 00ydeHne 46
[IPaKTHUYECKasl TIOATOTOBKA 72
nabopaTopHbIE 3aHATHS (€CITU TPETYCMOTPEHO) -
MPAKTUYECKHE 3aHITUS (€CIIU MPETyCMOTPEHO) 46
KypcoBasi padoTta (IIpoeKT) (eciau MpeayCMOTPEHO) -
KOHTpOJIbHAs paboTa -
Camocmosmenvhas paboma 0

IIpomexyTouHas aTrecTauus NPoBoAUTcH B popme Jugddepenyuposannozo 3auéma




2.2. TemaTu4eckuii IJIaH U cojep:kaHue ydyeOHou qucuunanubl UHndopmannonHas 6€30nMacHOCTD

Haumenosanue
pazoenoe u mem

Cooeporcanue yuebnozo mamepuana u popmul opzanuzayuu
desamenvHoCmu 00y4aruuUxcs

Yposenw
oceoenusn

Oobvem uacos

Oceaueaemvie
I1eMeHmbl
KomnemeHuyui

1

2

4

Tema 1. IlousaTue n
OCHOBHEIE
cocrasiasoimue Ub

Cooepotcanue yueonozo mamepuana

Yposenw
0ceoenus

1. Cymnocts u mnonsitue HB. MexaucuumimHapHbie
cessu Wb ¢ ©0a3amu JaHHBIX, CHUCTEMHBIM U MPUKIATHBIM
MIPOrpaMMHUPOBAHUEM, KOMIIBIOTEPHBIMU CETSIMH, MTPaBOBEICHUEM.
Buytpennsas wundopmanusa. Buemmnss wundopmanus. CsoiicTBa
nHpopmanuu. HeoOXoaMMOCTh W e 3alluThl HWHQPOPMAIUH.
Ompenenenne Wb, Ilpoonmema HWb. Mecto Wb B cucreme
HalMoHaJIbHOM Oe3omacHocTu crpanbl. Cocrapinstoniue Ub.

1

Ilpakmuueckue padomut

1. Ananus npumepoB Hapyuienuit b. BoisiBnenue 3HaunMbIxX
cocrasistonnx Mb n xapakrepuctuk MC B KOHKPETHBIX
CUTYyaLUSIX

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8

Hpaxmuttecxaﬂ n0020MO6Ka

Camocmoamenvnasn paboma 00yuaruuxcs

Tema 2. Buasl yrpo3
nb

Cooepotcanue yueonozo mamepuana

Yposenw
0C60€CHUS

1. IMonsTue yrposnl. Yrposa Ub. Va3zsumocTts. OkHO
onacHocTH. Kpurepun kinaccupukaium yrpos.

2. Yrpo3bl HapylIeHUs1 KOHQUICHIHATbHOCTH.
HecankunonupoBanHslii foctyn k nHopmaruu. Ilepexsar
nanHbIX. Kpaxa Hocuteneit mHpopmanuu. Metoibl coruaibHON
unxeHepun. @umunr. UHcaiiaepsl. 310ynorpediaeHue
MTOJTHOMOYUSIMH

3. ¥Yrpo3sl HapylIeHus He10cTHOCTH. CTaTnyeckas
IIEJIOCTHOCTD. JIMHaMu4eckas 1eJIOCTHOCTL. Hapytenus
ayreHTHYHOCTH. Hapymenus anemmupyemoctu. [Toamor
(dpapmunr). SQL-urbeknus. Hapymenue aromapHOCTH
TpaH3aKIui. AKTUBHOE MPOCTYITUBAaHUE. ATaKa «9ETIOBEK
nocepenune». HempennamepeHHbIe OMMOKH.

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8




Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

4. Yrpo3bl HapylIeHusi 10cTynHocTH. OTKa3 1Moib30BaTeNei.
Buytpennuii otka3z MC. OTka3 noaaepkuBaroiiei
UHPACTPYKTYPBI. ATPECCHBHOE MOTPEOICHUE PECYPCOB.
ATaku Ha OoTKa3 B oociyxuBanuu. [lepenosnenne Oydepa.

Temamuka npakmuyeckux 3aHAMUI

Pemienue cutyalMoOHHBIX 3a7a4: BeisiBiieHUE yrpo3 b B
KOHKPETHBIX CUTyalusix. JleMoHCTpalus mojyiora mpu pa3penieHun
CUMBOJIbHOTO UMeHH B IP-anpec mytém moandukanuu daiina
hosts. H3noxxeHne cxemMbl aTaku Ha 0TKa3 B 00CITY)KUBAaHHUHU (aTaKH

SYN-mropm, ICMP-mtopm).

Hpaxmuttecxaﬂ n0020MoO6Ka

10

Camocmoamenvnas paboma odyyarouuxcs

Tema 3. BpenonocHoe
NMporpaMMHoe
obecnevenue (I1O)

Cooepotcanue yuednozo mamepuana

Yposenn
0Cc80eHUs

1. IMonsite BpenonocHoro IO u kanaabl ero
pacnpocrpanenusi. Bpenonocnas nporpamma. Jlornueckas
6om0a. OCHOBHBIE KaHaJIbl PACHPOCTPAHEHUS: JIOKAJIbHAS
BBIUHCIIUTENbHAS CETh; CeTh VIHTEpHET; AIeKTPOHHAS [10YTa;
MOOMIIbHBIE HOCUTENU. MeTob! 3aIuThl 0T BpegoHocHoro [10.
Knaccudukanus spenonocHoro I10. KommnberoTepHblit BUpYyC.
JKuzHeHHbI UK KoMIblOTepHOTO BUpyca. Knaccugpukarus
KOMITbIOTepHBIX BUpYycoB. TecToBslit Bupyc Eicar. CeteBoii 4epBb.
JXKuznennslit nuka cereBoro yepss. Kiaccuduxkanus cereBbIx
4YepBeil.

2. Knaccupukanus BpegonocHoro INO. TposHckas nporpamma.
JKu3HeHHbIM UK TposHCKOM nporpammbl. Kinaccuduxarus
TPOSIHCKHMX IIporpamM. Y cioBHo-onacHoe [10. DkcrionT.
Pytkut. llInnonckoe I10. Komnberotrep-3om0u. botHeTt

3. Ilpu3Hakm 3apa:keHusi KOMIbIOTepa BpegoHocHbIM I10.
Ipunuunsl padorsl anTuBupycHoro I1O. fABHbie
MIPOSIBJICHUS: BCIUIBIBAOLIME COOOIICHHS; N3MEHEHHE HACTPOEK
Opay3epa; HeCaHKITMOHUPOBAHHBIN BBIX0]T B IHTEepHET.

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

KocBennsle mposiBiaeHus: cOon B paboTe oneparuoHHOI
cuctemsl 1 [10; 6mokupoBanue antuBupycHoro 110 u caiiTos;
HECaHKLMOHUPOBAHHAs PACCHLIKA 3JIEKTPOHHBIX MTUCEM.
CKpBIThIE IPOSIBIICHUS: HATMYHUE [TO03PUTENIBHBIX (PaiiIoB U
IIPOLIECCOB; MOJO3PUTEIbHASI CETEBAsk AaKTUBHOCTD.
Pesunenrtnas nposepka. CkaHHMpOBaHUE 110 TPEOOBAHUIO.
CurnatypHbli aHanu3. OBpUcTHUEeCcKUi aHanu3. [IpoakTuBHas
3amurTa. AHTUBUpPYCHOE sipo. Kapantun. Mexanusm
0€30MaCHOTO MCIIOJHEHHSI IPOTPAMMHOTO KOA («IIECOYHMIIAY).

Ilpakmuueckue pabomol

1. Onpenenenre (yHKIMOHATBLHBIX BO3MOKHOCTEH 1
MIPUHIIMIIOB PaOOTHI TPOSHCKOM MpOrpamMMbl Ha IpUMeEpe
KJIABUATYpPHOTO LIITHOHA.

2. BrinosiHeHUE MPOBEPKH KOMITBIOTEPA HA HATMYHE
MIPU3HAKOB 3apaxkeHusi BpeAoHOCHbIM [10: uccnenoBanme HacTpoeK
Opaysepa, 3alyIIeHHbIX TPOIECCOB, JIEMEHTOB aBTO3aIycKa,
CETEeBOM aKTUBHOCTH.

3. O60cHOBaHNE TPUMEHEHHSI HOPM YTOJIOBHOTO 1paBa B
KOHKPETHBIX CUTYaIUSX, CBI3aHHBIX C CO3JJaHUEM U
WCIIOBb30BaHueM BpesoHocHoro [10.

4.Bbinoinenune yctranoBku aHTuBupycHoro INO. O6ocHoBanne
BBIOOpA YCTaHABIMBAEMbIX KOMIIOHEHTOB. OOHOBJIEHME
aHTUBUPYCHBIX 0a3. BrlnoigHeHne HACTPOIKHU MapaMeTpoB
AHTUBHUPYCHOW M MPOAKTUBHOM 3aIUThl. HacTpolika yBetoMIeHU.
BrinosnHeHne aHTHBUPYCHOTO CKAHUPOBAHUS C 33aHHBIMU
rapaMeTpamMu

Hpakmuuecmm n0020MoO6Ka

12

Camocmoamenvnan paboma odyuarowuxcs

Tema 4. IIpaBoBbIe
OCHOBBI o0ecIieYeHu s
ub

Cooepotcanue yueonozo mamepuana

Yposenw
oceoenus

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8

11




Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

1. Crpykrypa npaBoBoro odecneyenusi Ub.
MesxayHapoiHble KOHBEHIIMU U (periepanbHbie 3aKoHbI PO. Yka3zbl
[Ipesunenta PO. [Toctanosnenus [IpaButenscTta PO.
l'ocynapcrBennsie cranaapthl. PykoBossiiue nokymentst @CTOK
(I'octexxomuccun) u ®Ch PD. JlokanbHbIe HOPMATUBHBIE AKThI U
METOJINYECKUE PEKOMEHIALINH.

Knaccndpukanus nadopmanuu no BUaAaM TaiiH. 3ammra npas
c00CTBEHHOCTH HA HH(OPMALNMI. YPOBHU J0CTyNa K
uHpopmanuu. ['ocymapcTBeHHAs TaifHA U CTENEHH €€ CEeKPETHOCTH
(rpudsr). Kommepueckas TaliHa u rpajganuu € IeHHOCTH.
bankoBckas TaitHa. Buasl npodeccnoHanbHbIx TaiiH. Buibl
Ci1y>keOHBIX TaitH. OObEKTHl HHTEIIEKTYaIbHOM COOCTBEHHOCTH.
[IpaBa BiiageHus, NOIb30BAHUS U paCHOPSHKEHUsS HH(OpMaLUen.
3amura aBTopckux npas B 'K PD.IlepcoHanbHble JaHHbBIE

Ilpakmuueckue pabomoi

Pemenne CUTYAallMOHHBIX 3aJa4: HAXOXKACHHUEC IPUMECHUMBIX
ITPaBOBLIX HOPM B 3aIdHHBIX YCJIOBHUSX.

Ilpakmuueckasn no02omosKa

o NN

Camocmoamenvnas paboma odyuarouwuxcs

Tema 5. OueHouHbIE
CTAaHIAPTHI U
TeXHHUYECKHE

cneurpuKanum B
ooaacrtu Ub

Cooepotcanue yueonozo mamepuana

1. «OpanzkeBas kaura». Ub pacnpeneséHHbIX cucTem.
Pexomenpauuu X.800. bezomnacHas cucrema. JloBepeHHAs
cucrema. [lepumerp 6e3onacHocTH. OCHOBHBIE MEXAHU3MBI
6e3onacuHoctr. Knaccudukamus MC no crenenu nosepus
6e3omacHoctr. CereBble pyHKIMH Oe30macHOCTH. CeTeBbie
MEXaHU3MBbI 0€3011acHOCTH. B3anMoCBs3b QyHKIINN 1 MEXaHHU3MOB.
O06s13aHHOCTH AIMHUHHUCTPATOPA OE€30MaCHOCTH.

2. «O6mue kpurepum». Crangapr ISO/IEC 15408.
Yupasaenue UB. Cepus crangapros ISO/IEC 27000.Cpena
Oe3ormacHOCTH U €€ acreKThl. [lenn 6e3omacHoCTH.

12




Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

OyHKIMOHANBHBIE TpeOoBaHus Oe30omacHoCTH. TpedoBaHus
noBepus. [Ipoduns 3ammurel. 3aganue mo 6e3onacHoctu. 'OCT P
15408-2002. Cuctema ynpasieHHs HHPOPMAITMOHHON
6e3onacHocThio. Mogens PDCA (muki [lemunra). Meponpustust
no ynpasienuto Ub (cepsucer 6e3onacuoctu). TOCT P 17799-
2005.

3. PyxkoBoasimue nokymentsl ®CTIK
(I'ocrexxomuccun) U ®Ch. Cneunduxamun RFC Poip
OCTIK u ®CBb B obecnieuenuu 1b. O030p pykoBoaALIINX
nokymenToB @CTOK. Knaccudukanus aBToMaTu3upoBaHHBIX
CHCTEM MO YPOBHIO 3aIIUIIEHHOCTHA OT
HECaHKIMOHUPOBAHHOTO AOocTymna. TpeboBaHus k
3aIMIIEHHOCTH ABTOMATU3UPOBAHHBIX CHCTEM.
Hopwmarushubie nokymenTsl @CTOK n @Cbh no opranuzanuu
3amuThl epcoHanbHbIX qaHHBIX ([1]H). [TorsTne RFC.
Kusuennsit nuka u Buasl RFC. RFC 1244, 2196
«PykoBoACTBO 10 HH(POPMALIMOHHOW 6€30ITaCHOCTH
npeanpustus». RFC 2350 «Kak pearnpoBats Ha HapyLIEeHHS
MH(OpMallMOHHON 0€3011aCHOCTH

Ipakmuueckue pabomui

1. N3noxenne npakTHYeCKUX PEKOMEHJAUMI 110 YIIPaBICHUIO
Wb 1o oTHOLIEHHIO K OIHOMY U3 CEpPBHCOB 0€30MacHOCTH,
ormcansabix B 'OCT P 17799-2005.

2. Onpenenenne knacca C nepcoHanpHbIX JaHHBIX
(UCTTn) ans UC runoteTruyeckoi opraHu3aliii B COOTBETCTBUHU
¢ coBmecTHbIM nipukazoM ®CTIOK, ®Chb u Munundopmcessizu PO
Ne 55/86/20 ot 13 deBpans 2008 r.

3. BrlInonnHeHne OLIEHKN MCXOTHOM CTENEHH 3alUIIEHHOCTH
WCIIH, BeIgENEHNE aKTyaJIbHBIX YTPO3 O€30MaCHOCTH B
COOTBETCTBUH C «METOAUKOMN ONpEEIeHUS aKTyalIbHBIX YTPO3
6e3onacuoctu I1/1H npu ux obpadotke B UCTTIx».

Ilpakmuueckas no0comosxa

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

Camocmoamenvnas paboma odyyarouwuxcs

Tema 6. [IpuHIUIBI
odecnneuenusi Ub na
NMPOrpaMMHO-
TEeXHHYECKOM YPOBHE

Coodepicanue yuedbnozo mamepuana

1. AnmunucrpaTuBHblii yposenb UB. IlpouenypHsiii
ypoBenb Ub. Ilonutrka 6e30macHOCTH. Y POBHU MOJMTHKH
6e3omacHoctu. [Iporpamma 6e3omacHocTr. CHHXPOHU3ALUS
MIpOrpaMMbl 0€30MaCHOCTH C KU3HEHHBIM IuKiIoM WC.
VYnpasiieHue puckamy. JTanbl ypasieHUs puckamu. Borpocsl
0€301MacHOCTH, CBA3aHHbIE C MepcoHanoM. dusuveckas 3amura.
[Moxnepsxanue paborocriocodHOCTH. PearnpoBanue Ha HapyIICHHE
pexxuma 6e3omnacHocTH. [ImannpoBaHue BOCCTAHOBUTENBHBIX
pabor.

2. OcHoOBHBIC IIOHATHS NPOTPAMMHO-TEXHHYECKOI0
ypoBHs UB. IIpuHuMnbI apXuTeKTYpHOH 0€3011aCHOCTH.
CepBuchl 6€3011aCHOCTH MPOrPAMMHO-TEXHHUUECKOTO YPOBHS.
Mecro cepBrcoB 6e3onacHocTu B apxurekrype MC. Buast mep
6e3onacHoctu. OcobenHoct coBpeMeHHbIX UC,
CyllleCTBeHHBbIE ¢ TOUKH 3peHust Vb. HenpeppIBHOCTH 3alIUTHI.
CnenoBanue crannapraMm. Mepapxuueckas opranuszanus HUC.
Ycunenue camoro cinadoro 3seHa. HeBo3MOXKHOCTD nepexosia B
Hebe30macHoe COCTOsIHME. MUHUMU3AIMSI TPUBUIIETHI.
Pa3znenenue o6s13aHHOCTEN. D1IETOHUPOBAHHOCTH OOOPOHBI.
Paznoo0Opa3zue 3amuTHbIX cpencTs. IIpocroTa u ynpapiasieMocTb
NC. MunumMu3anus 3alyTHBIX CPEICTB Ha KITMEHTCKUX
CHUCTEMAX

Ilpakmuueckue pabomoi

Pemenne CUTYAallMOHHBIX 3a/1a4: 000CHOBaHHE MMPUMCECHCHUA
ITPUHITHUITIOB apXHTCKTypHOﬁ 0C30IMaCHOCTH B 3aIaHHBIX YCIIOBUAX

Ilpakmuueckas nodzomosKa

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8

Camocmoamensnas paboma odyuarouwuxcs

Tema 7. CpencrBa
ob0ecnieueHnst
KOH(UIEHIIHAIbHOCTH

Cooepotcanue yuednozo mamepuana

1. IocTpoeHue cucTeM 3alUMTHI OT YIPO3 HAPYILUICHUS
KOH(uaeHnuaabHocTu. UnenTudgukanus u ayreHTupuKanms.

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,

14




Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

CTpyKTypa CUCTEMBI 3aLUTHI OT YTPO3 HAPYIICHHUS
KoH(uIeHHanbHOCTH. OpraHu3alnOHHbBIC MEpPhI 3alIUThl. ba3oBas
cxema uaeHTU(UKauK U ayTeHTu(huKanuu. Buast
ayreHTu(ukanuu. Bumasl ayrentudukaropos. Buabl cuctem
uneHTudukanuu u ayrentudukann. OcoOeHHOCTH apOTbHBIX
cHCTeM ayTeHTU(UKAIH. MeToIbl XpaHSHHS TTapOJIeH.
Wnentudukarop 6e3omacHocT. CepBep ayTeHTU(HUKATTT
Kerberos. Ocobennoct OMOMETPHUYECKUX CHCTEM MICHTH()HUKALIUN
Y ayTeHTU(UKAITIH.

2. Yupasiaenue gocrynom. IlporoxkosupoBanue u ayaur.
Marpuna gocryna. Moaenu ynpaBiaeHHs JOCTYIIOM.
JIMCKpelMOHHOE U MaHAaTHOE yIpaBieHue 10cTynoM. CIICKu
koHTtpouist noctymna (ACL). PoneBoe ynpaBnenue gocrymnom. Lenn
MIPOTOKOIMPOBaHUA U ayauTa. COOBITHSA, TIOIJISKAIINE AYAUTY.
Nudopmanus, moiexkaniasi perucTpamnun. TUoBbIe CPECTBa U
MeTOoAbl BeJleHus ayauTa. CUCTEMHbIE COUCKH KOHTPOJISI 1OCTYTa
(SACL). Beibopoutoe mpOTOKOIMPOBAHUE. AYIUT YCIIEXOB U
ayJIuT OTKa30B. AKTUBHBIN aynuT. Curnarypa araku. Cucremsl
oOHapyxeHus BTOp)KeHU. CUCTEMBI IPEAOTBPAICHHUS
BTOPKCHU.

3. CuMMeTpUYHOE M acHMMeTpUYHOe mudpoBanue.
CkpbiTue uHpopmannu (creranorpagus). Kpunrorpadus.
Kpunroananus. Kpunrocucrema. Kpunrorpadpuueckuii kirou.
Kpunrorpaduueckas croiikocts. CTpyKTypa CHMMETPUYHOH U
ACUMMETPUYHON KPUNTOCUCTEMBI. OTKPBITHIN U 3aKPBITHII KIIIOUH.
Cdepsl Hconb30BaHUS CHMMETPHUYHON U ACHMMETPHUYHOM
KpUINTOCHCTEMBL. THMOBBIE KpUNITOrpaUyeCKUE aarOPUTMBI.
Kpunrorpaduueckuii anroputm RSA. CocTaBHbIE KIIOYH.
NudpactpykTypa oTKpbIThIX Kitouel. LludpoBoii ceprudukar.

VY nocroBepsronmii nentp. Haznauenue creranorpaduu.
Krnaccudukanus MeTo10B creranorpadguyeckoro npeodpazoBaHusl.
Tunel creranorpaguyeckux anroputMoB. Anroputm LSA.

I1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

OcoOeHHOCTH IPUMEHEHHUS CTEraHOTpaHH.

4., JxpaHUpoBaHHE U AHAIM3 3AIMUINEHHOCTH.
Tynueauposanue. HazHauenue sxpanupoBanusi. MexcereBou
9KpaH. ApXUTEKTYpPHBIE ACIIEKThI SKpaHUpoBaHusl. [lakeTHBIH
¢unbTp. o3 ceancoBoro yposHs. 103 mpukiagHoro
ypoBHs. IIpokcn-cepsep. Cuctemsl aHaIn3a 3alIULIEHHOCTH.
[lenu TyHHenupoBaHus. BupTyanbHble 4YaCTHBIE CETH.

Ilpakmuueckue padomot

18

1. Co3znanue nojap30BaTeiell U TPy B ONEpalluOHHON
cucreme (OC) Windows. Pemienue 3amau morcka u copoca
I1apoJIeH MOJIb30BATENIEH.

2. BelInonHeHne HaCTPONMKHU CUCTEMBI ITAPOJILHOM 3aINATHI B
J0KansHOo# noautuke 6esomacaoctu OC Windows.

3. Co3anne CmMCcKOB KOHTPOJIS JOCTYIA U HA3HAUCHUE TIPaB
noctymna Ha ypoBHe (aitnoBoii cuctembl NTFS B 3amanHbIX
YCJIOBHSIX.

4. Brinonnenue HacTpoiiku napamerpos aynuta B OC
Windows B 3agaHHbIX ycnoBusx. [lonyuenue u nuutepnperanus
pe3yJIbTaTOB ayIUTa.

5. Boimmonnenue ycrtanosku 10 s paboTsl ¢
UHPPACTPYKTYPOIH OTKPBHITHIX Kitouel. Co3/1aHue OTKPHITOTO U
3aKpBITOr0 KPUNITOTpapUUECKUX KIHOUEH.

6. Brimonnenue ycranosku [10 ans creranorpaguueckoro
npeoOpa3oBanHus. BeimoaHeHne onepannii Mo CKpeITHIO U 0OMEHY
CKpPBITON MH(]OpMaIuei.

7. BrinonHenue ycTaHOBKM ceTeBOro ckanepa. OnpeneneHue
criicka oTKphIThIX mopToB B OC Windows npu nomoniu ceTeBoro
CKaHepa.

8. BrinosHeHne HACTPOWKHM MEXCETEBOTO SKpaHa: CO3/1aHueE
npaBwl (QUIBTPALIMU TAKETOB JUIsl MPEAOTBPAILEHUS JOCTYIa K
BHYTPEHHUM CEPBHCAM.

16




Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

9. BelnonHeHne HaCTPOMKHU MEKCETEBOI0 dKpaHa: CO3AaHUE
IpaBUI (PUIBTPALIMM TAKETOB AJIs IPEAOTBPAILEHUS J0CTYNA K
BHYTPEHHUM CEPBHUCAM.

Ilpaxmuueckas noocomosxa

18

Camocmoamenvnas paboma odyyarouwuxcs

Tema 8. CpencrBa
odecrneueHus
E€JIOCTHOCTH

Cooeprcanue yueonozo mamepuana

Yposenw
0CBOCHUS

1. IlocTpoenue cucrem 3a1UTHI OT YTPO3 HAPYLIEHHSA
nejaocTHocTH. [IpuHuune! obecnieyenus nenoctHoctu. CTpykrypa
CUCTEMBI 3aIIUTHI OT YIrPO3 HAPYIIEHUS] LIETIOCTHOCTH.

2. Kpunrorpadpuyeckue xem-(pyHKuuu. JJIeKTPOHHAS
uudposas noanuck (AUII). Haznauenue xem-QyHKIuu.
Komm3sus. [IpuurHbl BOSHUKHOBEHUS KOJUIM3UNA. Buel xem-
¢bynkuuii. Cons (Mogudukarop kitova). Haznauenue u
npumenenue DLII. CumMMeTpuuHas ¥ aCHMMETpPUYHAs CXeMa
OUII. Peanuzauus mexanuzma D11 ®opmuposanue D111
IIposepka OLII. Monenu arak. Konnusun nepBoro u BToporo
paza.

1

Ipakmuueckue pabomui

1. VYcranoska [10 mns pacuéra xemeit. OnpeneneHue
LIEJIOCTHOCTH (aitna mpu nomomu xeur-gpynxuit MDS u SHA-1.

Brinonnenue oneparuii mo 0OMeHy OTKPBITBIMH KITI0OUaMHU 4epe3
UH(PACTPYKTYPY OTKPBITHIX KIFOUEH, OTIIPABKE U TOTYyYEHHUIO
3amm@poBaHHbIX U noanucanHbix DI nokymeHTOB.

Hpakmuuecmm n0020MoO6Ka

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
I1K9.8

Camocmoamenvnan paboma odyyaruuxcs

Tema 9. Cpencrna
ol0ecrieyeHust
AOCTYNHOCTH

Cooepotcanue yueonozo mamepuana

Yposenw
0CBOCHUS

1. 3anaya odecneyeHUs1 BbICOKOH JOCTYIIHOCTH.
ITocTpoenue cucTEM 3aIUUTHI OT YIPO3 HAPYLICHUSA
AOCTYNHOCTH. IHTEHCUBHOCTB 0TKa30B. CpeliHee BpeMs

1

OK 1, OK 2,
OK 4, OK 5,
OK 9, OK 10,
T1K9.8
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Haumenosanue
pazoenoe u mem

Cooeporcanue yuednozo mamepuana u popmol op2anuzayuu
deamenvHOCmu 00y4aruuUxcs

Yposenw
oceoenus

Oovem uacos

Oceaueaemoie
1eMeHmbl
KomnemeHuyui

1

2

4

HapabOTKU Ha 0TKa3. Buel Mep obGecrieyeHns BEICOKOM
noctrynHoctu. KauectBo oocinykuanus (QoS). Ctpykrypa
CHUCTEMBI 3alIUTHI OT YIPO3 HAPYIICHHS JOCTYITHOCTH.
Jly6nupoBaHHe KaHAJIOB CBSI3U U CETEBOI0 000pPYA0BaHUS.
HyOnupoBanue cepBepoB. OTka3z0ycTONUYMBEIN KiacTep. PesepBHoe
KOIMPOBaHUE JaHHBIX. MeTObl Pe3epPBHOI0 KOMTUPOBAHUS
nauabix. RAID-maccuBel. O0ecrieueHre 00CTy)KUBAaCMOCTH.

YnpasiieHue HH(POPMALMOHHBIMYU CEPBUCAMM M CEPBHUCAMH
6e3onacHocT. CocTaB ynpasieHus. DyHKIMOHAIbHBIE 00J1aCTH
yrpaBieHus. ApXUTEKTypa «MeHeaKep—areHT». /lopepeHHoe
ylipaBiieHHe. YHpexaatomiee yrnpasieHue. CUCTEMBbI yIIpaBJIeHUs.
KoHTpos1b IpOU3BOIUTENBHOCTH.

Ilpakmuueckue pabomot

BelnonHenne HaCTpOMKH MapaMeTPOB PE3EPBHOTO KOIIUPOBAHUS
JIMCKOB B COOTBETCTBHHM € pa3pabOTaHHBIM IUIaHOM. BrinonHeHue
PE3epBHOTO KOMMPOBAHUS U BOCCTaHOBJIEHMsI TaHHBIX. Co3/1aHne
nporpaMMHOro RAID-maccuBa Tuna «3epkano». Beinonnenne
3aMepPOB MMPOU3BOUTEIBHOCTH ¥ TECTUPOBAHUE OTKAa3a OJHOTO U3
aemeHToB RAID-maccuBa

Ilpakmuueckaa noozomoeka

Camocmosamenshnas paboma odyuarouwuxcs

uroro

meopemuuecKoe 06yllel-lll€
npakmuu4eckue 3aHsimusn
npaxmuuecxoﬁ n0020MOBKU

92
46
46
72
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3 YCJIOBUSA PEAIN3ZAIIUU TPOT'PAMMBI JUCHUIIJIMHBI
3.1 TpeGoBanuss K  MHHUMAJIBHOMY  MaTepPUAIbHO-TEXHUYECKOMY
o0ecne4eHn 1o

JUist  peanuzanuyd MporpamMMbl  Y4eOHOW AUCIUIUIMHBL JOJDKHBI  OBITH
MPEAYCMOTPEHBI CIEIYIOUIUE ClIeIUaIbHbIE TOMEIICHUS:

Jlabopatopuss ~ «IIporpammHoro  obecredeHuss M CONPOBOXKICHHUS
KOMITBIOTEPHBIX CUCTEM).

3.2. UupopmanuoHHOe oOecnieyeHue peau3alu NporpamMmMbl

Jist  peanuzanmm  mporpaMMbl  OMOIMOTEUHBIH (HOHA 00pa3oBaTEILHOM
OpraHW3allid JOHKCH UMETh MEYaTHBIE W/ JIEKTPOHHBIE 00pa30BaTeIbHBIC U
WHOOPMAITMOHHBIE  PECYpPChl, PEKOMEHIYEMBIX IS  WCIOJIh30BaHUS B
00pa30BaTeNHLHOM IpOLIecce

3.2.1. [leyaTHbIe U3TaAHUS

1. bapanoBa, E. K. OcHoBbl uH(pOpManmoHHOW O€30MaCHOCTH:
yueonuk / E. K. bapanoBa, A. B. ba6ami. - Mocksa: PUOP: UH®PA-M, 2021. —
202 c.

2. Mapreika, T. JI. UudopmanuonHas O0€30MacHOCTh: Yy4eOHOE
nocobue / T.JI. Tlapteika, U.W. TlomoB. — 5-e u3a., nmepepad. u mon. — Mockaa:
OOPYM: UHD®PA-M, 2021. — 432 c.

3. PoauveB, FO.A. HopmatuBHas 06aza u craHgapTsl B 00JacTu

uH(popManmoHHOW Oe3zonacHocTH. YueOHoe nocodue / FO.A. Poauues. - CaHKT-
[TerepOypr: Ilutep, 2021. - 256 c.

4, CprueB, 10. H. 3ammra wuHpopManmu U HHPOPMALHUOHHASA
oe3omnacHocTh: yueOHoe nocobue / FO.H. CoiueB. — MockBa: THOPA-M, 2021.
— 201 c.

S. CobiueB, 0. H. Cranmaptel uH()OpMAIMOHHOW O€30MaCHOCTH.
3amura 1 00paboTKa KOH(PHUACHIIMATBHBIX JOKYMEHTOB: yueOHoe ocooue / FO.H.
CrrueB. — MockBa: MH®OPA-M, 2021. — 223 c.

DNEKTPOHHBIE PECYPCHI:

1. [Topran mns mpodeccronanoB nHGOpPMAIMOHHONW 0€30MaCHOCTH:
caiiT. — MockBa. — O6HoBisIeTcss B Teuenue cytok. —URL:http://www.itsec.ru/
(mata oopamenus 10. 06.2021). — TekcT: 3eKTPOHHBIHI

2. NudopmanmoHHblil opTan no MHPOPMAILMOHHON 0€30MacHOCTH:
caitT. — MockBa. — OOHoBmserca B  TeueHue cyrok. —URL:
https://www.securitylab.ru/ (nara oopamenus 10. 06.2021). — TekcT: 2JIEKTPOHHBIN

3. HoBoctu unpopmaimonHoit 0e30macHOCTH: caWT. — MockBa. —

OonoBsieTcss B Teuenue cyrok. —URL: https://www.anti-malware.ru/news (mara
oopamienus 10. 06.2021). — TekcT: 37CKTPOHHBIH

4, Kommbrorepnasi cipaBouyHasi mpaBoBasi cucrema B Poccun: caur.
— Mocksa. —URL: http://www.consultant.ru/ (mara obpamenus 10. 06.2021). —
TeKCT: 3JIEKTPOHHBIN

3.3. Opeanuzayus oopazoeamenvHo20 npouecca

19


http://www.itsec.ru/
https://www.securitylab.ru/
https://www.anti-malware.ru/news
http://www.consultant.ru/

3aHATHA 110 U3YYCHUIO TaHHOM AMCUUIUIMHBI TPOBOAUTCS B TPAIUIIMOHHON (opme
oOy4eHHs, KOTOopas XapaKTepU3yeTcs TPAJUIMOHHOW TMoJayell Marepuana Ipu
HEIMOCPEJICTBEHHOM OOIICHUM 00y4YaeMbIX C MPENoJaBaTeleM U BO3MOXKHOCTHIO
Jyanora MeXay HUMH, a TakyKe MPOBEICHUEM MPAKTUYECKUX 3aHATUU. [Ipu s3TOM
pexkoMenyetcs ucnoib3oBanue KT u Apyrux TeXHUUECKUX CPEACTB OOYyUEHHUS.
Kaxnpiii oOydaromuiicss A0DKEH MMETh JOCTYN K KOMIIBIOTEPY Ha BCE BpeMs
oOy4deHusi, 000pyI0BaHKE JIOJKHO ObITh COOTBETCTBYIOIIHM.

Jnsg  neMOHCTpalMM MaTepuaia Ha JIGKUMOHHBIX —3aHATHIX HE0OXO0IUM
MYJIbTUMEIUMHBIN TPOEKTOP.

Bxoousie mpebosanus k ooyuarowumcsa: ocoovix mpebosanuii Hem.

3.4. Kaopoeoe obecneuenue 0opazosamenvbHozo npoyecca

TpeGoBanust kK KBaTHU(PUKAIIUHU MEIarOTHIECKUX KaJIpOB:

Peanuzammst oOpa3oBaTeNbHOW MPOTPaMMBI OOSCIICYMBACTCS PYKOBOMSIIMMH U
NeJarortieckuMu  pabOTHUKaMHU 00pa3oBaTelIbHOM OpraHu3alydy, a TaKxkKe
JUIAMHU, TPUBJICKAEMbIMH K peau3aiuu o0pa30BaTeIbHON TpOorpaMmbl Ha
YCIIOBHUSIX  TIPAXKJAHCKO-IIPAaBOBOTO  JIOTOBOpPA, B TOM UHUCIE M3 4YHCIA
pyKoBoauTeNed U pabOTHUKOB OpraHU3allui, JEATEIbHOCTh KOTOPBIX CBSI3aHA C
HAIPaBJIEHHOCTBIO PeaTu3yeMoi 00pa30BaTeIbHON MpOrpamMmbl (MMEIOLIUX CTaX
paboThl B JaHHOM Npo¢ecCHOHaIbHON 001acTH HE MEHee 3 JIET).

KBanmudukanus mnegarorudeckux pabOTHUKOB 00pa30BaTENbHON OpraHu3aluu
JOJDKHA ~ OTBEYaTh  KBaJIM(UKALMOHHBIM  TpeOOBaHUSM,  YKa3aHHbIM B
KBAIM(PUKALMOHHBIX CHPABOYHUKAX, U (WJIM) MNPOPECCHOHAIBHBIX CTaHAAPTAX
(Ipy HATUYHHN).

[lenarornueckue paOOTHUKK TIOJYyYalOT JOMOJHUTEIBHOE MPOQPECCUOHATBHOE
oOpa3oBaHu€ MO MpOorpaMMaM MOBBIIIEHUS KBAIM(PUKALNUW, B TOM YHCie B (opme
CTRXXUPOBKM B  OpPraHM3alUsX, HampaBieHHE  JACSITEIbHOCTH  KOTOPBIX
COOTBETCTBYET 00JIaCTH MPO(ECCUOHATLHON NEATEIbHOCTH, YKa3aHHOM B MyHKTE
1.5 ®I'OC CIIO no naHHOU clielMalbHOCTH, HE pexe 1 pa3a B 3 roga ¢ yduetom
paciMpeHust crieKTpa npopecCUOHaIbHBIX KOMIIETEHIUH.

Jona menmarornyeckux paOOTHUKOB (B TPHUBEJACHHBIX K IEJOYUCICHHBIM
3HAYEHUSIM CTaBOK), o0ecreunBaroMX OCBOEHHE O0yJaroIMMUCs
npo(heCCHOHATBHBIX MOAYJIEH, UMEIOIIUX OMNbIT JESATEIbHOCTH HE MeHee 3 JIeT B
OpraHM3alMsIX, HaIpaBJICEHUE JEATEIbHOCTH KOTOPBIX COOTBETCTBYET OOJIACTH
npodeCCUOHANIBHON AesTeNbHOCTH, Yka3aHHOU B myHkTe 1.5 ®I'OC CIIO nanHo#
CHEUaTbHOCTH, B OOIIEM YHCJE MEJAaroru4eckux pabOTHUKOB, pPEaTU3YIOLIUX
o0pazoBaTeIbHYIO POrpaMMy, TOJKHA ObITh HE MeHee 25 %.
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4  KOHTPOJIb
JUCHUIIIAHBI

n

OIIEHKA

PE3YJBTATOB

OCBOEHUA

Peszynomamut 00yuenus

Kpumepuu OUECHKU

Dopmul u memoowt
OUeHKU

Ilepeuens ymenuii, oceausaemvlx 6

PAMKAX OUCYUNTUHBL:

- MIPUMEHSITh HOPMaTUBHbIE
MIPABOBBIE AKThI, HOPMATHBHBIC
METOJUYECKHE IOKYMEHTHI 10
o0ecne4eHuno
nH(pOpMaITMOHHOM
0€30I1aCHOCTH;

- BBISIBJISITH OCHOBHBIC
yrpo3bl HHGHOPMALMOHHON
0€30I1aCHOCTH;

- MIPOU3BOJIUTH YCTAHOBKY U
HaCTPOUKY THUIIOBBIX
MPOrPaMMHBIX CPEJICTB 3aLTUThHI
uH(popMaLuu;

- obecrieunBaTh
AHTUBUPYCHYIO 3aILIUTY;

— (bUIBTPOBATH CETEBHIE
MAKEThl MEKCETEBBIM IKPAHOM;

— WCIOJIb30BaTh THUIIOBHIE
KpunTorpaduueckue cpeacTra
¥ METOJIBI 3aIUTHI
uH(pOpMaIliU, B TOM YHUCIIE
IIEKTPOHHYIO TU(DPOBYIO
MOJINUCE;

— BBITIOJTHSTE OIIEPAIHH
pE3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHHSI TAHHBIX.

«OTnIUYHO» -  TEOPETUYECKOe
COJICp)KaHUE  Kypca  OCBOCHO
MMOJIHOCTRI0,  0e3  mpoOeroB,
yMeHHsT  c(DOPMHPOBAHBI, BCE

MPEAYCMOTPEHHBIE TPOrpaMMOM
y4eOHbIC 3aJaHUS BBIMOJIHCHBI,

KayecTBO 150. BBITIOJTHCHHUSI
OIICHEHO BBICOKO.

«XOopolIo» -  TEOPETHYECKOE
COoIepKaHUE Kypca  OCBOEHO
MOJHOCThI0,  0e3  MpoOeInoBs,
HEKOTOphIE YMEHUS
c(hopMHpOBaHEl  HEJOCTATOYHO,
BCE MPEAYCMOTPEHHBIE
MpOrpaMMoi y4eOHbIC 3aJaHus
BBINIOJIHEHBI, HEKOTOPBIE BHJIbI
3aJaHuu BBINTOJIHEHBI c
OIITHOKaMHU.

* KomMmmnbrorepHoe
TECTUPOBAaHUE HA 3HAHHE
TEPMHHOJIOTHH 10 TEME;
» HabGmronenue 3a
BBITIOJTHEHUEM
NPaKTUYECKOTO 3a/IaHusI.
(1esITeNbHOCTBIO
CTYJICHTA)

*  OleHKa BBINOJHEHUS
PaKTUYECKOTO
3ananus(padoThl)
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Hepeqeﬂb 3HaHM1;Z, oceaueaemblx 6
pamkax auCI/;ul’lﬂMHbl.'

CYILIHOCTb U TIOHATHE
UH(POPMALIMOHHOM
0€30MacHOCTH, XapaKTEPUCTUKY
€€ COCTaBIIAIOIINX;

MeCTO WH(OPMAITMOHHON
0€30MMacHOCTH B CUCTEME
HaIlMOHAJTFHON 0€30MacHOCTH
CTpaHbI;

BU/JIbI YTPO3 UH(POPMALIMOHHOM
0€30I1aCHOCTH;

OCHOBHBIE TTOJIOKEHUS
KOMIUIEKCHOTO MOAX0/1a K
3anyTe HHPOpPMaLny;
OCHOBHBIC HOPMAaTHBHBIE
MIPABOBBIE AKThI B 00JIACTH
UH(POPMALIMOHHOM
0€30MacCHOCTH U 3aLUTHI
UHpOpPMALINH, a TAKKE
HOPMAaTUBHBIE METOINYECKUE
noxkymeHTsl ®Chb u ®CTOK PO
B JJAaHHOU 00JacTu;

MPUHIIUIIBI APXUTEKTYPHON
0€30I1aCHOCTH;

COBpPEMEHHBIE IPOTPAMMHO-
TEXHUYECKHE CPEICTBA
obecrieueHust ”HPOPMAITMOHHON
0€e30I1aCHOCTH;

BUJIBI CHCTEM UJICHTU(DUKAIIH
U ayTeHTU (UKL,

TUIIOBBIE MOJIENIN YIIPABICHUS
JOCTYIIOM;

TUTIOBBIE CPEJICTBA U METOIBI
BEJICHUS ayaMTa;

OCHOBHBIE TTOHATHS
KpunTorpaduu;

TUIIOBBIE KpUNTOrpaduueckue
ITOPUTMBI, IPUMEHSIEMBbIE IS
3alUThl HH(OPMAaLIUK;
THUTIOBBIE METOIBI CKPBITHS
uH(popMaLnu;

METO/IBI PE3EPBHOTO
KOIMPOBAHUS TaHHBIX.

«Y IOBJIETBOPUTEITHHOY -

TEOpEeTUIECKOe coJiepykaHue
Kypca OCBOCHO YacTHYHO, HO
poOeTBI HE HOCSIT
CYIIECTBEHHOTO XapakTepa,

HEOOXOJMMBIE YMEHHS PabOTHI C
OCBOCHHBIM  MAaTepHajoM B
cthopmMupoBaHHI,
OOJBIIMHCTBO MPELYCMOTPEHHBIX
MporpaMMoi 00ydeHHs ydeOHBIX
3aJaHUN BBINIOJIHEHO, HEKOTOPHIE
n3 3alaHui

OCHOBHOM

BBIMOJTHEHHBIX
coaepKaT OITHOKH.

«HeynoBneTBopHUTEIEHO» -
TEOPETHYECKOE coziepKaHue
Kypca He OCBOCHO, HEOOXOIMMBbIE
YMEHHS c(hopMHUPOBaHBI,
BBITIOJTHEHHBIE y4eOHbBIC 3a/laHUs
coZleprKaT rpyobIe ONMTHOKH.

HC

* Pemenue
CUTYallHOHHOM 3a71auu
Texymuil KOHTPOJIb
(mpoBepouHbIe PabOTHI,
TECTHI)
[IpoMexxyTOUYHBII
KOHTPOJIb
(muddhepeHmpoBaHHBIHN
3a4er)
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5. BO3BMOXHOCTHU UCHOJIb30BAHUS INTPOI'PAMMBI B JIPYT'UX PABOYUX
OCHOBHBbBIX OBPA30OBATEJIBHBIX TIPOT'PAMMAX (POOII)

Keanugpurayus "llpoepammucm

[TporpaMMUCT C MOMOIIBIO CIEHUATbHBIX MaTeMaTHYEeCKHX Mojieneil pa3pabaThiBaeT
KOMIIBIOTEpHbIE Hporpammbl. K HacrosmiemMy MOMEHTY B COOOLIECTBE 3THX
CHEIHAIMCTOB MOXHO BBIIEIUTh TPU TPYIIBL: MPHUKIAJHbIE, CUCTEMHbIE M Web-
IpOorpaMMucTbl. VIMEHHO OT NPUKIAIHBIX IPOrPaMMHUCTOB 3aBUCHUT, HACKOJIBKO
ycremHo 1 6e3omacHo OyneT UATH paboTa B KOMIAHHM, B KOTOPOW 3aJ€iCTBOBAHBI
COBPEMEHHBIE TEXHHYECKHe ycTpohcTBa (Oynp TO Oyxraiarepckas NporpaMma WA
CUCTeMa IMOXKapoTyIIeHus ). JlesTenbHOCTh CUCTEMHBIX IPOrPaMMUCTOB 3aKJII0YAaeTCs B
paboTe C CHCTEMHBIM HpOrpaMMHBIM oOecneueHueM. OHHM MOTYT 3aHMMAThCS
pa3paboTKoii, CO3aHNEM, YIIPABICHUEM ONEPAIMOHHBIX CUCTEM.

Keanugurayus "Pazpabomuux 6ed u myrbmumeOutinblx mexuonocutl”

Kpanmudukamus "PazpaboTynik BeO M MyJIbTHUMEIUHHBIX TexHoyoruil" Pa3paboTunku
Web u MynbTUMEIUIHBIX NPUIOKEHUM COUETalOT B CBOEW paboTe Au3aiiHEpCKUe U
TEXHUYECKUE 3HAHWUS JUIsl  TPOBEACHMSI  HCCIEAOBAaHWUN, aHaln3a, OICHKH,
IPOEKTUPOBAHUSI, HPOrPaMMHUPOBAHUS U M3MEHEHHUS BEO-CaiTOB U IPHIIOKEHUH,
O00BEANHSIONIUX TEKCTOBBIE, TpapUUecKue, MYJIbTUILTUKALMOHHbBIE, H300pa3uTENbHEIE,
3BYKOBBIE U BHJIEOMAaTEpPHUAIIbl, a TAKXKE IPYyrue UHTEPAKTUBHBIE CPE/ICTBA.

Pa3zpaboruuku:

H.A. Hazapoga - npenogaBarens I BIIOY «fOYT'K»

A 1O. CxBopuoB - PykoBoaurens otaena napopmanuoHHbix TexHonoruid 3A0 KOYUK «Tpeiin-
AJbSHCY
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